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ABSTRACT

In the context of enhancing security authentication, facial recognition technology has become
pivotal, replacing conventional authentication methods such as passwords, security tokens and
PINs across various sectors. However, the rapid growth of facial recognition technology faced
hindrances due to the COVID-19 pandemic, where mandatory face mask usage obscured facial
features, challenging existing authentication methods. Regardless, the existence of several
methods for face mask detection and recognition highlighted prevalent issues such as poor lighting,
varied angles, failed detection for improper use of face masks, computational complexity,
difficulty in detecting smaller faces and low-resolution targets have led to suboptimal accuracy
rates. Hence, this study aims to address these challenges by introducing a hybrid Convolutional
Neural Network (CNN) architecture tailored for Face Mask Detection (FMD) and Masked Facial
Recognition (MFR). The models used MobileNetV2 and FaceNet InceptionResNetV 1 respectively
for FMD and MFR. The proposed models leverage advanced FMD and MFR technologies,
contributing to the real-world need for enhanced security in scenarios where traditional methods
are insufficient. The models underwent training using five distinct datasets, comprising a total of
10,980 images for FMD across two datasets, and 26,523 images for MFR across three datasets. In
the FMD phase, the model achieved exceptional results, attaining a perfect 100% across evaluation
metrics such as accuracy, precision, recall, and the f1-score within a training timeframe of an hour.
Transitioning to the MFR phase, where the model required approximately one hour and 30
minutes, maintained an outcome of 99.68% across the aforementioned metrics, surpassing the
accuracy level of existing models within the meta-analysis. Furthermore, the model underwent
testing on a real-time custom dataset designed for MFR evaluation, consisting of 5500 images (i.e.,
4400 for training, 550 for validation and 550 for testing) in real-life scenarios. Robustness was
assessed under various conditions, resulting in an impressive 99.82% accuracy. The model
demonstrated high accuracy in real-time testing. Notably, both the models excel in detecting and
recognising masked participants from diverse angles and lighting conditions with minimal
computational complexity. Leveraging the pre-trained MobileNetV2 for FMD and FaceNet
InceptionResNetV1 with CNN for MFR, the CNN models provide a comprehensive solution. The
proposed models surpass existing methods, excelling in accuracy under challenging conditions.
This study contributes a versatile and efficient solution, addressing limitations in current

approaches and providing robust models for FMD and MFR in diverse sectors.

v



TABLE OF CONTENTS

DECLARATION. ...ttt r e h et s e et R e s e s R e eR e e n e s Reene e r e s reenenn e e e e nreanes ii

ACKNOWLEDGEMENTS ...ttt sre e sr e ne e nesn e e s nne e srenreene s iii

ABSTRACT ...t bbb E et iv

LIST OF FIGURES ..ot e X

LIST OF TABLES ... ..ot e e r e r et enrean e e e nreeneenenne s xii

CHAPTER ONE: INTRODUCTION .......oooiiiiiiiiiiiiiite st 1

1.1. BacK@IOUNA. ......eiiiieiee et e re e 1

1.2. ReSEArCh ProDIEM......cueiiiiiicicie e e 3

1.3. Research Aim and ODJECtIVES. .......uiiiieriiiiie s nre s 4

1.4. Contribution 0f the STUAY ......coviiiiiiii e e 4

L.5. Structure of the DiSSETtation ........ccciiiiiiiiiiii i 5
CHAPTER TWO: THEORETICAL FOUNDATION OF THE CONVOLUTIONAL NEURAL

NETWORK ... b e bRt e R e et Rt e e s Rt e b e e e s bt e s e et e s re e nenr e e e nreeres 7

2.1. Architecture of the Convolutional Neural Network Algorithm...........ccccoovviiiiiniienic 7

0 O R 010 15 ) OO P PP R PR 9

2.1.2. ConVOIUHONAL LAYET......cccuiiiiiiiiiiiieiesiie st sb bbbt nresneenenre e 9

2.1.2.1. Convolutional Layer Formula.........c.cccooiiiiiiiiiii e 10

2.1.2.2. Padding PrOCESS ....cc.veeiieiiieiiieiie ettt st 12

2.1.2.3. SHAAE PrOCESS .. viuveieeeiiriie it 14

2.1.2.4. Feature and Weight Sharing ...........cooivviiiiiiiiiic e 15

2,130 POOLNG LAY ...cuiiiiiiiiiiiiieitee ettt bbbt sb e e bt e b e nreees 15

2.1.3.1. POOlING Layer PrOCESS. ......cveiiiiiiieiie ittt 15

2.1.3.2. FLattening PTOCESS .....ccvirviiiieiiitieiie ittt ettt sttt et et nee s 17

2.1.4.  Fully Connected Layer........ccoiiiiieiiiiiie e nne e 18

2.14.1. ACtivation FUNCHOMN. ... e 18

2.1.4.2. Implementation of the Fully Connected Layer............ccccovvvivininieninine e 20

2,150 OULPUL LAYET ...eeiiiiiiicieeiees ettt re e b sb e s r e reenre e 21

2.2. Architectural Approaches in Face Mask Detection ............ccccveiiiiiiiiiniiniiieieseee e 21

2.2.1.  MODbileNetV2 ATCHITECIUTE. ......ccviiieeriiirieie it 22

2.2.1.1. INPUE LAYET .o 23

2.2.1.2. Depth-Wise Separable CONVOIULIONS .....occvveiveeiiieiiiiieeieeseesieeseeseessesieesieessesssnens 23

2.2.1.3. Linear BOttIENneCksS .........cociiiiiiiiiiiiiiiiiii 24



2.2.14. Inverted Residual BIOCKS ..oovvieieie ettt 25

2.2.1.5. Global Average Pooling Layer ...........ccoovieiiiiinieiineeene e 27
2.2.1.6. OUEPUL LAY ... 28

2.3. Architectural Approaches in Masked Facial ReCOgNition ..........cccoccveiieiiiiiiiieniiiieesee e 29
2.3.1.  Multi-Task Cascaded Convolutional Neural Network Operation...........cccevvvviiinneiiiersnneenens 30
2.3.2. FaceNet InceptionResNetV1 Architecture for Feature Extraction..........cccocceveviieiiinnicninne 33
2.3.2.1. INPUt Layer.....cooiiiiiii i 34
2.3.2.2. CONVOIULION LAYET ...c.vviiiiiiiieiiiitie sttt nre e 35
2.3.2.3. INCePtion MOAUIES.........eeiieiieiie i 35
2.3.2.4. Residual ConMECHIONS. ......civeiviiriiiiiriiie e 36
2.3.2.5. Global Average POOIING ........ccueiiiiiiiiiiie e 36
2.3.2.6. OULPUL LAY ...t 36

2.4. ChaPLET SUMIMATY ...ttt r et r e re e nr e b e e nesre e b e nneaneennenre e 40
CHAPTER THREE: SYSTEMATIC LITERATURE REVIEW AND META-ANALYSIS ............ 41
3.1. INEOAUCTION ..ot 41
3.2 SEATCR STrALEEY ... veeviieieiie ittt b bbbt r b et nenre e ne e 43
3.3. RISl (T8 o) o W O 1<) o TR 44
34. Data EXETACTION .....teiutietiestie sttt ettt ettt ekt b e ittt e e bt e sae e sheesabeenbeanbeenbeenbeennneas 45
3.5. Data SYIMENESIS ©.vveviiieeiieirisec e 47
3.5.1. Computing Effect S1ZES.......cooviiiiiiiiiiiie e 47
3.5.2. Detecting Statistical HEtErOZENEILY .......erveviiriiieiriiriee et 48
3.5.3. Conducting Moderator ANALYSIS ......c.ccoiveriiiiieiiieee e s 48
3.5.4. Examining Publication Bias..........cccocuiiiiiiiiiiiice s 49
3.6. SuMmMArisation Of RESUILS .......cviiiiiiiiieiii ettt naeenee e e 49
3.6.1.  Meta-Analysis StUdy SUMMATY .....ccoeeiiiiiiiiieci e s 49
3.6.1.1. The FOTESt PLOt ... ..ciiiiiiii et 52
3.6.1.2. The Galbraith PIOt........ccociiiiiiiiiiie i 54
3.6.2. Subgroup Analysis for Different Approach CompariSons .........ccoceeeeererieiiniesienenens 55
3.6.3.  MEta REEIESSION ... .uitiiiiiiiiitieii etttk b bbb bbb bbbt e e et nneats 57
3.6.3.1. Statistical Heterogeneity SUMMATY ..........cccvvririeiinenresesees s 57
3.6.3.2. Tests of Groups’ DIfferences ........cvvviveriiieiiine e 58
3.6.4.  Publication BiIas .........cociiiiiiiiiiiiii s 58
3.64.1. The Contour Enhanced Funnel Plot ... 59
3.6.4.2. Egger Linear Statistical Regression TeSt.......ccccvvviviiiiriieiieeviee e e ssie e siee e 59

vi



3.7. Discussion and FINAINES.........coooueiiiiiiiiiieeeeseee e 60

3.8. Characteristics of Primary StUAIES ........cocviiiiiiiiiiiie e 61
3.8.1. Method Popularity by Publication Year..........c.cceiieiiiiiiiiiiiieie e 61
3.8.2.  Model Type Popularity by Publication Year.........cccccvrvreeriiiniieieseese e 62
3.8.3.  Approach by NUMDer of StUAIES .......uiviveiiiieiiieieresee s 64
3.8.4. Datasets by NUMDbEr Of StUAIES ......ccivieiiiiiiiieiiee e 66
3.8.5. Spatial Distribution of Research Papers........cccocvviiiiiiiiiiiiiiii e 68

3.9. (07034 1o] 11 3 o) 1 B TP PP OU RS TTPPP 68

3,10, Chapter SUMMATY .....oooviiiiiiieiie sttt ettt ettt sb e sh e see e s e e sa b et e e b e e sbeesbeeebeeesneenneenree e 71

CHAPTER FOUR: RESEARCH METHODOLOGY ......ccooiiiiiiiiiini s 72

4.1. Face Mask Detection and Masked Facial Recognition Process ..........cccccovvvieninenininnicnennens 72
4.1.1.  Face Mask Detection ProCess.........cuiirieiiiiiieiiseee s s 72
4.1.2. Masked Facial Recognition ProCeSss..........cuiiuieiiiiiiiiiiiiieiieie e 73

4.2. Proposed Model DeVEIOPIMENL ..........ccveiiiieiirieeieite et nne s 75
00 W D T 1 g (<) 01 21 1 () DT P PP PR TR P 75

4.2.1.1. Face Mask DELECHION .......cuciiiiiiiiiiiieete ettt et sbe e 75
4.2.1.2. Masked Facial RECOGNILION........cccuiiiiiiiiiieiiieiie et 77
4.2.2. Convolutional Neural Network Architecture Definition............cccoveeviiiiiiiiiiiiiiicniesice 80
4.2.2.1. Face Mask DEtECHION ... ...cueiiiiiiiiiiiesie ettt sttt ettt st sbeeseee s 80
4.2.22. Masked Facial ReCOZNItION.........cc.oiiiiiiiiiieiiiese e 81
4.2.3. Initialisation and Compilation of the Model ............cccooviiiiiniiiiiiii e 82
4.23.1. Face Mask DELECHION .......c.ueiiiiiiiieiiece ettt see e 82
4.2.3.2. Masked Facial RECOGNILION........cccuiiuiiiiiiieiiieiie it 82
4.2.4.  MOdel TTAINMINE. . .veieeeririeeeeireeee st et r e r e nr e nreer e nenre e nne e 83
4.2.4.1. Face Mask DEteCtiON ... ..ciueiieiieiiiiie e siee e sieesieeesteeste e st sreesreesnee e beesneesreesseeas 83
4.2.4.2. Masked Facial ReCOZNILION .........cviiiiiiiiiiieiiiicie e 85
4.2.5.  MoOdel EVAIUALION ..ocvviiiiiieesiee sttt sttt ae e te et e saeesraesneesnbeanbeebeenbeesbeenreeas 86
4.25.1. Face Mask Detection and Masked Facial Recognition ...........c.ccoevervivivennncnennens 86
4.2.6.  Model FINE TUNING......cccviriiiiiieiisie et nre e 88
4.2.6.1. Face Mask DEteCtiON ... ..ciieiieiieiiesie st esiee e sieesieeeteeste e st sreesreesneessbe e e sseesreesseeas 89
4.2.6.2. Masked Facial RECOGNItION........cccviiiiiiieiiesiieiie s see st 89
4.2.7. Prediction and DEeplOYMENL.......c.cccueiueiiiiiieieeieeseeseesee e eseesteesiessreesseesnsesseesseesseessesssenas 90
4.2.7.1. Face Mask DEteCTION ... ...c.eeiiiiieiiiiie ittt ettt sbe e 90
4.2.7.2. Masked Facial ReCOGNILION..........ccoiiiiiiiiieiiese e 90

vil



4.3. IMALETIALS .o ————_— 91

O B R D T 1 ;1< TP PO U PP PR PR PRTPPTPPRPTN 91
4.3.2.  SOftWATE LIDIATIES .....eeiuvieeiesiie ittt ettt b e nbeesbeenne e 92
4.4. Ethics CONSIACTALION ... .ceitiiiiiiiiiieie et ettt sttt ettt sb ettt sbe e sae e sbeessbesnbe et e e nbeesbeesaeeas 94
4.5. Chaper SUMIMATY .....ccviiveiiieiieseee et e nr e r e esr e r e e nesre s e e nnesre e e e nre e 95
CHAPTER FIVE: RESULTS AND ANALYSIS ...t 96
5.1 Model Development and EXPEriments .........ccvveiueeiiieiiiiieiieessieesieesniesesiessssessssnesssesssssesssenns 96
5.2. Face Mask Detection MOEL.........ccueiiiiiiiiiiii ettt s 97
5.2.1.  Face Mask Detection Datasets ..........ccccueieiiiiiiiiiieiie et 97
5.2.1.1. The ‘face mask detection’ Dataset ...........ccereereiiiiiiiieiee e 97
5.2.1.2. The 'Face Mask Detection 12K images' Dataset.........cccevveerieriieniiiieniieeneesienieens 98
5.2.2. Face Mask Detection Model Training ReSults.........cccccovvriiriiinieiiiinie e 98
5.2.2.1. The ‘face mask detection’ Dataset ..........cocvevereiieiineeie e 98
5.2.2.2. The 'Face Mask Detection 12K images' Dataset..........ccovvveveenienienieenic i, 100
5.2.3.  Face Mask Detection Model Performance ...........cccocuvruiriiiiiiiie i 101
5.2.3.1. Model Performance - ‘face mask detection’ Dataset...........cccceeveerienieriiciincninennne. 101
5.2.3.2. Model Performance - ‘Face Mask Detection 12K images’ Dataset ....................... 105
5.2.3.3. Model Performance - MobileNetV2 Model ..........ccocoeiiiieiiiii e 109
5.2.34. Real-Time Detection for Face Mask Detection...........cccovvvevineiienesiene s 111
5.2.4. Face Mask Detection SUMIMATY ........cccceriiririeiinieienieeiesre e e sne e 114
5.3. Masked Facial Recognition Model............cooiiiiiiiiiiiiiii e 114
5.3.1. Mask Facial Recognition Datasets ...........cccccueiiiiiiiiiiiieii e 115
5.3.1.1. The “MEFR Datasel’ .......ccceerieiieiiieiie sttt sttt st seeesnaeanees 115
5.3.1.2. The ‘MDMER Dataset’ ........coccuieiiiiiiiieiiie it siee sttt sreesbes st e ssne e 115
5.3.1.3. The ‘CRIMER Dataset’ .......cccoviuiiiiiiiiiiiiiiie ettt s 116
5.3.2.  Masked Facial Recognition Model Training Results............cccooviviiiniiniiininncen 117
5.3.2.1. The ‘MEFR Dataset” .......ccceiiiiiiieieie ettt sre et e neesreenee e e 117
5.3.2.2. The ‘MDMER Dataset’ ........cocciiiiiiiiiieiiie ettt saes e sre e 118
5.3.2.3. The ‘CRIMER Dataset’ .......cccoviuiiiiiiiiiiiiiie ettt 119
5.3.3. Masked Facial Recognition Model Performance .............c.ccooveviniiiiiiniiic i 121
5.3.3.1. Model Performance — “‘MFR Dataset’..........cccoceeiiiiiiiiiiiieieee e 121
5.3.3.2. Model Performance — ‘MDMFR’ Dataset.........cccccueieiiiiiiiiiiieiee e 125
5.3.3.3. Model Performance — ‘CRMFR’ Dataset..........ccocvvvieininieninene e 130
5.3.4. Masked Facial Recognition SUMMATY ..........cccvvieeriirinieneneenesesee e 136

viil



54. Chapter SUMIMATY ......cviiveeiieiiieeie e sr e r e sr e re e resreenenre e nreanes 137

CHAPTER SIX: SUMMARY, CONCLUSION AND FUTURE WORK............cccociiiiininiie 138
6.1. N 0100100 AT OO TSRO P U U VPR PPTPRTPPPPPPPTN 138
6.2. (07031 1o] 11 30 4 P TSRS P PP UPR PP 140
6.3. FULUTE WOTK ...ttt bbbt sb e sb e sbe e ee e b e 141

REFERENCES ...ttt bbbt bttt s bbb e bt e bt e s b e skt et sbeebe et sbeesbenbe e 142

ANNEXURE A: META-ANALYSIS INCLUDED STUDIES. ........cccoooiiiiiiee e 161

ANNEXURE B: PROPOSAL APPROVAL AND ETHICS CONSIDERATION .........ccccccviinnnnnn. 168

ANNEXURE C: ANALYSIS OF MODEL TRAINING DYNAMICS ACROSS EPOCHS............. 169

X



LIST OF FIGURES

Chapter

Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.
Figure 2.

Chapter

Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.
Figure 3.

Two

1: A Demonstration of the CNN Architecture for Image Classification (Singh 2023b). ............... 8
2: CNN Filter Application to a Basic Input Image. ...........cccoceviiiiiiiiiiieee e 10
3: The Main Computations Performed at Each Stage..........c.cccocviiiiiiniie, 12
41 PaddInNg PrOCESS ... cciteiiiiiiiiiiieiie ettt ettt b et ne e 13
5: Matrix with @ Padding 0f Zero. .......cooiiiiiiiiii e 13
6: Pooling Layer SUMMAtION .......c.eoiiiiiiiiiiiieie ettt 16
7 ¢ Flattening PrOCESS. .. .ueiiuiiiiiiie ettt ettt sb e st e bbb e e beenbeenree s 17
8: ReLU Activation Function Output (Shams 2023) ........ccoovviieiiiieiinesese e 19
9: Fully Connected Layer (Staff 2021) .....ccoiviiiiiiieiieereeee e 21
10: Depth-Wise Separable Convolution Operation (Lian, Wang and Zhang 2022) .................... 24
11: Inverted Residual Block Operation (Sandler et al. 2018)......cccccoviviiiiiniieneneeeee e 25
12: P-Net Stage Process (Zhang, Luo and Gao 2020) .........cccerrieiirnirniinienieesiee e 31
13: R-Net Stage Process (Zhang, Luo and Gao 2020).........cccvvrrierienirniinienieenee e see e e 31
14: O-Net Stage Process (Zhang, Luo and Gao 2020) ........cccceeiieiiininninnienieenee e e e 32
15: MTCNN Face Detection and Cropping FUNCHON. .........cocoeiiiiiieiiiiie e 33
16: Triplet Loss Training (Wu and Yang 2022) .......cccocvveeiirenieneniene s 38
Three

1: PRISMA Protocol for FMD and MFR Models. ........ccccoiiiiiiiiiiiiiiiceeee e 44
2: FOTest P1Ot DIAGIAIMN......ccuiiiiiiiiiiie ittt ettt sr bbb neenees 53
3: Galbraith P1ot DIiagrami.........ccoooiiiiiiiieiieee e 54
4: Forest Plot SUD-GIoup ANALYSIS .......coiiiiiieiiiieie ettt st ees 56
5: Contour Enhanced Funnel Plot DIiagram...........ccooiiiiiiiiiieiiiiee e 59
6: Method Popularity by Publication Year Graph..........ccoccvvuiiiiiiienieninsiesie e seesee e e e 62
7: Model Type Popularity by Publication Year Graph.........cccccocvveiieiiiniiiniiinieenee e e 63
8: Model Type Popularity by Percentage Graph..........cccocuevivriiiiiiiiiiieiie e sie e ssieesee e 64
9: Approach by Number of Studies Graph .........cccceviiiiiiiiiiiinieeesee e 65
10: Approach by Number of Studies Percentage Value Graph...........cccoevviviiiiiiiciinc s e, 65
11: Datasets by Number of Studies GIaph..........ccccooeiiiieiiiieic e 67
12: Spatial Distribution of Research Papers .........cccccovvvieiiiiniiiiieseece e 68



Chapter Four

Figure 4. 1: FAce Mask DEIECTION ....cueiiuiiiiiiiieitie ittt sreesr e nnne s 73
Figure 4. 2: Masked Facial RecoOgnition ProCeSS ........cciiviiiiiiiiiiieiic et 74
Figure 4. 3: CNN Seven-Step of the Model Development ............cccvevviiiiniiiiiienie e 75
Figure 4. 4: Image Preprocessing Code for FIMD .........cccciiiiiiiiiii e 76
Figure 4. 5: Application of Data Augmentation in the MFR Model ............cccoooiiiiniiiiiiiiiieceie 79
Figure 4. 6: Application of Data Augmentation in the FMD Model (Jangra 2020)..........cccooeiiveieenieninne 84
Chapter Five

Figure 5. 1: Sample Images of the *face mask detection’ Dataset (Gurav 2020).........ccccervrierireresieenenneas 97
Figure 5. 2: Samples Images of the 'Face Mask Detection 12K Images' Dataset (Jangra 2020)............... 98
Figure 5. 3: Plotting the Epochs of the ‘face mask detection’ Dataset............ccvcvvrieiiiiiieiieenie e, 100
Figure 5. 4: Plotting the Epochs of the 'Face Mask Detection 12K images' Dataset ............cccccevvernenne. 101
Figure 5. 5: Performance Evaluation on the ‘face mask detection’ Dataset Graph...........cccoceveeviinnennne. 104
Figure 5. 6: ‘face mask detection' Dataset Sample Prediction (Jangra 2020) ...........ccocvvvvrvnivencneennnnnenn 105
Figure 5. 7: Performance Evaluation on the ‘Face Mask Detection 12K images’ Dataset Graph ............ 108
Figure 5. 8: ‘Face Mask Detection 12K images' Dataset Sample Prediction (Gurav 2020)..................... 109
Figure 5. 9: Performance Evaluation on the MobileNetV2 Architecture Model Graph .............cccceovenee. 111
Figure 5. 10: Folders for Each Participant in the ‘MFR Dataset’ (Singh 2023a)........cc.cccoovvivvniiivcininnenn 115
Figure 5. 11: Folders for Each Participant in the ‘M DMFR Dataset’ (Ullah et al. 2022) ..........ccccceovrnnee. 116
Figure 5. 12: Folders for Each Participant in the ‘CRMFR Dataset’...........cc.ccoovviiiiiiniiiinininicns 116
Figure 5. 13: Plotting the Epochs of the ‘MFR Dataset’...........cccviiiieiiiiiiiiee e 118
Figure 5. 14: Plotting the Epochs of the ‘MDMFR Dataset’ ............coeeiirieiiininie e 119
Figure 5. 15: Plotting the Epochs of the ‘CRMFR Dataset’ ...........cccveeiiriiiininie e 120
Figure 5. 16: Confusion Matrix on the ‘MFR Dataset’...........ccocvriiiiiiiiinieiiieee e 122
Figure 5. 17: ‘MFR Dataset’ Sample Prediction (Ullah et al. 2022; Singh 2023).........cccccvevvereriernennnn. 125
Figure 5. 18: Confusion Matrix on the ‘MDMFR Dataset’ ...........ccccvreeiirinieininieiineeie e 126
Figure 5. 19: Performance Evaluation on the ‘“MDMFR Dataset’ Graph ..........cccccooovvviiiiiiniencncenennn 128
Figure 5. 20: ‘MDMFR Dataset’ Sample Prediction (Gurav 2020; Ullah et al. 2022; Singh 2023a)....... 130
Figure 5. 21: Confusion Matrix on the ‘CRMFR Dataset’ ...........cccoovveeriniiniininee e 131

xi



LIST OF TABLES

Chapter Three

Table 3. 1: An Exclusion and Inclusion Criferia ..o e 45
Table 3. 2: Created Database Fields for Extracting Meta-Analysis Information............ccccocvviieniencnnne 46
Table 3. 3: Meta-Analysis StUdY SUMMATY ........cooiiiiiiiiiii e 50
Table 3. 4: SUDGIOUP ANALYSIS. .oveiiiiiiiiiii e et b e re b nree s 56
Table 3. 5: Statistical Heterogeneity SUMMATY .........cccueiiviiiiiiieiieiie ettt re e sre e 58
Table 3. 6: Tests Of Groups DIffEINCES ........ccueiiiiieiie i 58
TabIE 3. 71 EZEEI™S TSt ..cutiiutieitietieitie sttt ettt sttt ettt ekt et s bttt e bt e sbe e sbeesae e e m b e e be e beenbeenreeas 60
Chapter Five

Table 5. 1: Confusion Matrix on the ‘face mask detection’ Dataset ..........ccccervrverereeiienenieenenesee e 102
Table 5. 2: Performance Evaluation on the ‘face mask detection’ Dataset ...........cccoovvvvviiiiieniiciinnne, 102
Table 5. 3: Results of the ‘face mask detection’ Dataset Sample Prediction ...........cccooevevieiiienciieniennne. 104
Table 5. 4: Confusion Matrix on the 'Face Mask Detection 12K images' Dataset..............ccocevirivernnnnnn 106
Table 5. 5: Performance Evaluation on the ‘Face Mask Detection 12K images’ Dataset...............c......... 106
Table 5. 6: Results of the ‘Face Mask Detection 12K images’ Dataset Sample Prediction...................... 108
Table 5. 7: Performance Evaluation on the MobileNetV2 Architecture Model............ccccoviiviiiininnne. 109
Table 5. 8: Results of Real-Time Detection for FIMD .........cccociiiiiiiiiiiiiciee e 113
Table 5. 9: Performance Evaluation on the ‘MFR Dataset’ ............cccocoeiiiiiiniiiiiiiec e 123
Table 5. 10: Results of the ‘MFR Dataset’ Sample Prediction..........ccooveeiiieeininiciii e 123
Table 5. 11: Performance Evaluation on the ‘MDMFR Dataset’..........ccccovveiiiiniieiiniiie e 127
Table 5. 12: Results of the ‘MDMFR Dataset’ Sample Prediction ...........cocceveiiiiiiiiiiie e 128
Table 5. 13: Performance Evaluation on the ‘CRMFR Dataset’..........cccccvvveiiininiiiiniiie e 131
Table 5. 14: Sample Image and Real-Time Recognition Results on the ‘CRMFR Dataset’..................... 135

xii



CHAPTER ONE: INTRODUCTION

1.1. Background

Technology has undergone a transformative shift due to substantial technological progress over
the years. Amidst this transformative shift, facial recognition is gaining traction as a preferred
method of authentication due to its convenience, efficiency, and increasing accuracy in diverse
applications (Rahmani et al. 2022). These applications include but are not limited to features such
as unlocking smartphones, accessing secure facilities, and authenticating payments (Qinjun ef al.
; Seng, Al-Ameen and Wright 2021). Within the realm of facial recognition advancements, the
automated processes of Face Mask Detection (FMD) and Masked Facial Recognition (MFR) have
emerged prominently. These technologies employ machine or deep learning to discern whether
individuals are wearing face masks or not, a development accentuated by the widespread impact
of the COVID-19 pandemic (Hussain ef al. 2022; Ullah et al. 2022). The ongoing usage of face
masks, which initially surged in response to the COVID-19 pandemic, has now expanded to
encompass preventive measures against various respiratory illnesses (Das, Ansari and Basak 2020;
Desai and Mehrotra 2020; Dharanesh and Rattani 2021), as well as in various other scenarios.
These scenarios include but are not limited to crime prevention, hospital settings, and pollution-

prone environments (Wojcik and Austin 2020; Kodros et al. 2021).

Since traditional facial recognition determines the identity of an individual’s face, conversely,
wearing a face mask obscures the accuracy in determining the correct identity of an individual
(Sharma 2020). Therefore, the adoption of face masks pose a concern in traditional facial
recognition systems as it extensively conceals a substantial portion of the facial region, rendering
crucial features such as the mouth, nose, and facial structure unobservable (Alzu’bi et al. 2021).
Hence, the implementation of an effective and efficient FMD and MFR system is becoming an
essential component for an accurate authentication mechanism for various sectors such as public
health, education, banking and safety, and security (Wojcik and Austin 2020; Kodros et al. 2021).
In addition, this model can aid in providing compliance where necessary whilst ensuring safety in

certain environments where face mask protocols are compulsory.



The accurate and efficient detection of a face mask and the recognition of an individual wearing a
face mask relies heavily on machine learning, deep learning and computer vision tools (Oumina,
Makhfi and Hamdi 2020). Machine learning algorithms have been widely employed in this
context. These include the Support Vector Machine (SVM) (Mundial et al. 2020), K-Nearest
Neighbour (KNN) (Oumina, Makhfi, and Hamdi 2020), and Local Binary Pattern Histogram
(LBPH) (Arya and Tiwari 2021; Mhadgut 2021; Suhaimin et al. 2021). Additionally, deep learning
algorithms, such as CNN (Boulos 2021; Talahua et al. 2021; Ullah et al. 2022b), along with
ensemble models (Mundial et al. 2020; Abbasi, Abdi, and Ahmadi 2021; Hariri 2022), have also
been employed. These algorithms share the common objective of identifying critical facial features
such as the eyes, jawline, forehead, and eyebrows. They are subsequently trained for accurate
classification, enabling the determination of whether an individual is wearing a face mask and

accurately identifying them despite the presence of the mask (Sharma 2020).

Within this context, the utilisation of Artificial Intelligence (AI) models, particularly the CNN,
emerges as a cornerstone technology due to its ability to effectively analyse facial features despite
mask occlusion (Christa ef al. 2021). The CNN fundamentally represents a category of deep neural
networks that consist of multiple layers, notably including an input layer, convolutional layer,
pooling layer, fully connected layer and an output layer (Kaur et al. 2022). These networks
leverage the backpropagation technique to grasp spatial patterns autonomously and efficiently
within the provided data (Sun ef al. 2017; Ullah ef al. 2022; Naseri and Mehrdad 2023). The CNN
is designed specifically to work with images and they are extremely parameter efficient since the
kernels are shared across full image locations (Mohammed Ali and Al-Tamimi 2022). These
characteristics have led to CNN becoming extensively accepted in computer vision for applications
such as object detection and recognition (Naseri and Mehrdad 2023). User authentication-based
applications frequently use facial recognition as a strategy for biometric authentication. Thus,
CNN has demonstrated its effectiveness in facial recognition and classification (Islam et al. 2020;
Mundial et al. 2020; Wang et al. 2020; Boulos 2021; Talahua ef al. 2021; Hariri 2022; Ullah et al.
2022). The CNN models therefore, when tailored to specific face detection and recognition tasks,
offer unparalleled accuracy and reliability in navigating the complexities of FMD and MFR

scenarios, consequently leading to advancements in this critical domain (Islam et al. 2020).



1.2. Research Problem

The emergence of face masks pose challenges for traditional facial recognition systems,
necessitating the development of masked facial recognition models. However, despite
advancements in FMD and MFR models, significant challenges persist in this realm. Within the
context of the current FMD and MFR models such as the LBPH (Arya and Tiwari 2021; Suhaimin
etal. 2021), You Only Look Once (YOLOV) (Aswal et al. 2020; Mhadgut 2021), Visual Geometry
Group (VGG) models (Wei et al. 2020; Hariri 2022), the Eigenface (Kadhim, Jabber and Hadi
2019), FaceNet (Cahyono, Wirawan and Rachmadi 2020), and Fisherface (Jayaswal and Dixit
2020; Reddy and Kumar 2021), challenges remain in accurately identifying masked faces,
resulting in decreased precision and a higher rate of false positives (Fang et al., 2019; Ding et al.,
2020). Efforts to develop an efficient algorithm for FMD and enabling MFR have therefore faced
critical challenges. These challenges include the model's vulnerability to changes in lighting
conditions, which render it ineffective (Islam ef al. 2020; Arya and Tiwari 2021; Talahua et al.
2021), and the impact of changes in varied angles (Islam ef al. 2020; Arya and Tiwari 2021;
Talahua ef al. 2021) of the human face, making the model incapable of recognising individuals. A
majority of the developed models including but not limited to YOLOV, LBPH, VGG, AlexNet,
ResNet-50 and MobileNetV2, primarily focus on FMD, emphasising the necessity of addressing
the integration of MFR (Islam et al. 2020; Yang et al. 2020; Hariri 2022). A substantial number
of developed models, encompassing various approaches such as YOLOV, Eigenface, LBPH,
VGG, AlexNet, ResNet-50, SVM, and MobileNetV2 display an accuracy rate of 95% or below for
FMD and MFR (Das, Ansari and Basak 2020; Damer et al. 2021; Ullah et al. 2022). Current FMD
and MFR models, such as MobileNetV2, FaceNet, and YOLOV, struggle with the ability to detect
smaller faces and low-resolution targets due to occlusions and noise (Hussain et al. 2021; Rafidison
et al. 2023). Models, including LBPH, Multi-Layer-Perceptron (MLP), and CNN face similar
challenges, exacerbated by occlusions and noise, affecting their performance in FMD and MFR
(Talahua et al. 2021; Rahmani et al. 2022; Rafidison et al. 2023). Additionally, models such as
CNN, MobileNetV2, MLP, YOLOV, and ResNet encounter difficulties in distinguishing between
incorrect mask usage and no mask at all, failing to address improper mask usage (Cimmino et al.
2022; Sheikh and Zafar 2023). Therefore, the highlighted challenges encountered in developing
effective models for FMD and MFR emphasise the urgency and need for the development of an
innovative FMD and MFR solution.



1.3. Research Aim and Objectives

The aim of this study is to develop a FMD and MFR model based on CNN to detect and recognise
masked faces. The aim can therefore be achieved by ensuring the following objectives are met

within the research:

1. To critically analyse the existing literature using the Systematic Literature Review (SLR)
based on the Preferred Reporting Items for Systematic Reviews and Meta-Analysis
(PRISMA) protocol to identify the current trends in FMD and MFR models.

ii.  To develop a hybrid CNN based FMD and MFR model to classify and recognise masked
faces.
iii.  To evaluate the performance of the newly developed FMD and MFR models by comparing

them against the existing models using well-known evaluation metrics.

1.4. Contribution of the Study

The research study conducted is aimed at producing a functioning model that is developed through
the utilisation of the CNN algorithm. The model is tailored to detect face masks and conduct MFR,
reinforcing security across multiple sectors, including companies, government organisations,
academic institutes, hospitals, and the banking sector (Memon 2017; Alzu’bi et al. 2021). This

addresses the aforementioned limitations of current FMD and MFR models.

The research endeavour seeks to adopt the development of a model that works effectively in the
midst of adverse effects of change in lighting conditions that render the model ineffective. The
research output also considers the varied angles of the human face, as this factor can hinder the
model's recognition capabilities for individuals. This study aims to substantially enhance the
accuracy rates of both FMD and MFR models. In addition, the proposed model intends to reduce
computational complexity while addressing incorrect mask usage detection and effectively
handling images with occlusions. Furthermore, as a significant contribution to the study, a SLR
meta-analysis is conducted following the PRISMA protocol guidelines (Liberati et al. 2009),
offering a comprehensive synthesis of existing research findings in the field of FMD and MFR.
This meta-analysis serves to enrich the study's insights and provide a robust foundation for further

analysis and discussion (Liang et al. 2020).



Ultimately, the research output aims to develop a versatile model, incorporating the SLR
PRISMA protocol, and proficiently managing both FMD and MFR tasks. By providing a
robust and precise solution, the development of this model holds the promise of reshaping
how organisations approach both public health and security, marking a pivotal step towards a

safer and technologically advanced future (Kheaksong et al. 2022).

1.5. Structure of the Dissertation

A coherent progression of concepts is followed in the organisation of this dissertation. Chapter one
initiates with a comprehensive preface to the dissertation. It discusses and describes the research
background, problem statement, its aims, and objectives, and the contribution of the proposed

study.

Subsequently, chapter two meticulously outlines the theoretical framework utilised for the
development of the respective models. This chapter introduces vital mathematical concepts and
steps essential for developing the CNN models, highlighting key frameworks. It specifically
explores variations, emphasising the significance of the CNN architecture and pre-trained models
such as MobileNetV2 and FaceNet InceptionResNetV 1 utilised in constructing the FMD and MFR

models.

Within the third chapter, an extensive examination of the pertinent literature is presented. This
section delves into an exploration based on the diverse array of FMD and MFR models that have
emerged due to the influence and impact of the COVID-19 outbreak and other respiratory illnesses.
Using the PRISMA protocol, a systematic review along with a detailed meta-analysis is conducted.
This highlights the algorithms used to construct the models, their accuracy rates, metrics, trends in
FMD and MFR approaches, methods, model types, number, and type of datasets utilised.
Furthermore, chapter three provides a detailed description of the limitations identified within the

existing literature studies.

In chapter four, the methodology employed for the proposed study in context of model
development is discussed. This includes a comprehensive explanation regarding the methods and
materials used for the proposed model architecture. In addition, this chapter aims to

comprehensively discuss the process flow necessary to execute the development of both models.



An in-depth analysis and evaluation of both the developed models’ performance are presented in
chapter five. It further discusses and analyses the output of all results for the required experiments
whilst comparing the experiment results with the existing literature results identified. The
outcomes generated are examined to assess the models’ performance, focusing on the relevant

evaluation metric percentage scores of the selected models.

The dissertation concludes with chapter six, where a comprehensive summary of the study's
contributions, observations, limitations, and prospective areas for enhancement are presented. This
provides valuable information and enhances the collective knowledge base to lay groundwork for

subsequent research endeavors.



CHAPTER TWO: THEORETICAL FOUNDATION OF THE
CONVOLUTIONAL NEURAL NETWORK

This chapter is used to present the core frameworks essential to the development of the
Convolutional Neural Network (CNN) model by introducing the key mathematical concepts and
steps required to build a robust model. The chapter further describes the variations of the CNN
framework with specific attention to both the MobileNetV2 and FaceNet InceptionResNetV1
model, imperative to the development of the Face Mask Detection (FMD) and Masked Facial
Recognition (MFR) models. This chapter therefore provides a theoretical background based on the
foundational building blocks of the models whilst unravelling the intricate patterns and processes

of these core models.

2.1. Architecture of the Convolutional Neural Network Algorithm

Within the field of deep learning the CNN has emerged as a significant advancement in the realm
of Artificial Intelligence (AI) (Naseri and Mehrdad 2023). Convolutional neural networks are
designed to extract intricate features from data through hierarchical learning, similar to that of the
visual cortex (Chen, Cui and Ding 2023). There are several layers in a CNN, including
convolutional layers that extract features, pooling layers that reduce dimensionality, and fully
connected layers that classify data. Through the utilisation of the CNN architecture, automatic
pattern identification is produced and therefore excels in applications that require object detection,
image segmentation and image classification (Kaur et al., 2022). Understanding the architecture
and functioning of the CNN is of paramount importance in order to build an efficient FMD and
MFR model within the field of computer vision. The choice of CNN adoption for FMD and MFR
offers streamlined advantages, eliminating specific preprocessing requirements such as feature
alignment (Kaur et al., 2022). With proven value in image processing, this algorithm excels in both
FMD and MFR, minimising errors and ensuring higher accuracy (Khan et al., 2019). Additionally,
CNN facilitates the use of pre-trained models, enabling transfer learning and expediting
development (Sheikh et al., 2018; William et al., 2019; Yang, Ge, and Zhang, 2020; Wu and
Zhang, 2021).

The convolutional neural network consists of the basic components that are required to work in a

systematic manner. These components produce a functioning model that can provide efficient data



visualisation (Kiranyaz et al. 2021). The CNN consists of the basic convolutional layers which
through convolution operations, extract features from the input images (Ayyadevara 2018). In
these layers, spatial patterns such as edges and textures are captured by filters or kernels sliding
across the input image. Once the convolutional layer processes have been completed, the pooling
layers are then applied (Naseri and Mehrdad 2023). In the pooling layers, feature maps are down
sampled in order to reduce the spatial dimension of an image, thus resulting in reduced
computational complexity based on the input convolutional layers (Yang et al. 2019). Therefore,
the pooling layer processes ensure only the most pertinent information is retained. Subsequently,
the fully connected layers are responsible for classification, where features are extracted and fed
into a dense neural network to make predictions (Islam ez al. 2020; Naseri and Mehrdad 2023).
While the input and output layers are essential components, these layers are fundamental to the
CNN architecture and serve as the entry and exit points for data flow, respectively (Naseri and
Mehrdad 2023). Through the process of each of these layers working together, the CNN can
automatically learn intricate and distinct patterns enabling it to identify these patterns from a basic
input image (Kiranyaz et al. 2021). Based on Figure 2. 1, a comprehensive explanation is presented

for each layer of the CNN architecture. These layers consist of:

e Input Layer

e Convolution Layer (filter/kernel process)
e Pooling Layer

e Fully Connected Layer

e Output Layer
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Figure 2. 1: A Demonstration of the CNN Architecture for Image Classification (Singh 2023b).



2.1.1. Input Layer

Initiating the process, involves the introduction of the basic input image. The operation commences
when the basic input image is introduced to the CNN. The CNN begins by searching for specific
features in order to learn and easily identify intricate patterns within the image. This process is
conducted in order to identify all images within the specified dataset that possess the same
attributes (Hao et al. 2020). Upon the identification of a specific feature in the input images, the
first layer of filters "activate" (or compute high values) around the image (Naseri and Mehrdad
2023). The input image is then processed by multiple filters, mapped, and learned one by one as
each filter slices through it (Sun et al. 2017). Since every layer searches for and inherently captures
a pattern, for example, patterns such as corners, dots and edges are captured by the first layer of
the filters, smaller patterns are then combined into larger ones in the subsequent layers (Albawi,

Mohammed and Al-Zawi 2017; Naseri and Mehrdad 2023)

2.1.2. Convolutional Layer

In the process of the convolution layer following the input image layer, a matrix is applied to the
input image whereby a mathematical operation is performed using integers to manipulate the
images (Naseri and Mehrdad 2023). The computation process is calculated and resulted by
combining all neighbouring weighted values together to identify the most central pixel (Naseri and
Mehrdad 2023). Hence, a new filtered and modified image is formed as the new output. Using a
matrix, a convolution operation is performed by multiplying a pixel's colour value with the colour
values of its neighbours (Albawi, Mohammed and Al-Zawi 2017; Naseri and Mehrdad 2023).
Since a filter is employed to extract the most pertinent features of an image, it can be perceived
and utilised as a matrix to traverse the data inputted into the process (Zebari et al. 2020). The
process then commences with the conceptualisation of how neural networks function (i.e., known
as a dot product) based on a specific sub region of the data that was input into the operation. Once
the dot product has been performed, an output of the dot products form the matrix. The size of a
kernel or filter is arbitrary in nature, despite the commonly utilised 3x3 matrix (Albawi,
Mohammed and Al-Zawi 2017; Naseri and Mehrdad 2023). In a Red, Green, and Blue (RGB)
image the CNN accommodates for a three-dimensional (3D) image format. Hence, the
computation performed is multiplied by three since it utilises three different pixel matrices (i.e., a

red, green, and blue) (Ma and Yuan 2019). The height, width and channels are therefore multiplied



(Zebari et al. 2020). In a grayscale image format, the CNN operates on a two-dimensional (2D)
image format (Albawi, Mohammed and Al-Zawi 2017; Naseri and Mehrdad 2023). Thus, the
computation is singular as it involves a single pixel matrix, representing various shades of grey
(Cascianelli et al. 2018; Ma and Yuan 2019). Within the grey scale format only the width and
height of the image are considered, without the inclusion of additional channels required for the

pertinent colour information (Zebari et al. 2020).

In Figure 2. 2, the image containing a face mask examines certain regions of the image at a time.
Once the region being examined is determined, the pixel values are further investigated from that
region of the image (Bhatt et al. 2021). As illustrated, the convolution process is elucidated through
the following representation which include the input image that is represented by the letter / and
the filter represented by the letter £, forming an expression using the following computation pattern

as depicted in equation 2.1.

Z=1xf (2.1)
Within Figure 2. 2, a 3x3 input image is used to illustrate the computation process of the filter.

The filter passes through a significantly small portion of the input image at a time.

1 7 2
1 1
1| 1 |23 *
2 2 2 0 1

3x3 pixels

Figure 2. 2: CNN Filter Application to a Basic Input Image.

In the subsequent subprocess, the convolutional layer formula elucidates the mathematical

narrative behind the convolution operation.

2.1.2.1. Convolutional Layer Formula

Equation 2.2 provides a depiction of the formula used to calculate one pixel in the subsequent

layer during the convolution operation.

net(t,f) = (x*w)lt, fl1 =X Xn x[mn] - wlt—m][f-n], (2.2)
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where the output in the subsequent layer can be represented by net(?, f). The input image is
represented by x and the filter can be represented as w. Lastly the convolution operation can be

represented by an *.

This operation involves the process of sliding the filter w across the input image represented by
the letter x. For each position (¢, f) in the output, an element-wise multiplication is performed
between the filter and the corresponding region of the input image, followed by summing the
results. The sums produce the value at position (¢, /) in the output feature map. The summations
iterate over the respective filter’s dimensions, with indices m and n spanning the kernel's width
and height, respectively. This operation helps to extract pertinent features such as edges, textures,

and patterns from the input image (Albawi, Mohammed and Al-Zawi 2017).

In Figure 2. 3, within the context of the convolution process, a filter is applied to a matrix as
represented in the second column of blocks. This process involves multiplication of the filter
values with corresponding values represented by a different block colour (i.e., blue, orange, green
and yellow) within the matrix. It is crucial to emphasise that in the second row (i.e., the matrix
represented by the colour orange), the filter overlaps with the first region (i.e., the region from the
first row represented by the colour blue) to ensure all regions of the image have been accounted
for, processed, and are considered in the analysis. Hence, in the orange matrix, the filter passes
through the first and second region of the image. The products of these multiplications are then
summed up to produce a single value, demonstrating the result of the convolution operation which
is represented by the single value in the last column (i.e., the single block value). The process is
repeated uniformly across the entirety of the image, resulting in a new matrix of convolved values.
Finally, the convolved matrix serves as the output, highlighting significant features extracted from

the original image through the convolution operation.
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Figure 2. 3: The Main Computations Performed at Each Stage

of the Convolutional Layer.

Furthermore, in this computation process the feature extraction layer is performed. The feature
extraction layer refers to the process in which the curves and sharp edges of an image are extracted.
Data (e.g., images) that is arbitrary in nature is transformed into numerical features that are utilised

in the CNN (Jogin et al. 2018; Varshni et al. 2019).

In contrast to the preceding example highlighted in Figure 2. 3, where the input image underwent
no implementation of the padding process, and a stride of one was employed, this indicates the
selected stride across both vertical and horizontal positions within the kernel. It is worth noting
that alternative stride values can be employed dependant on the task. Consequently, adjusting the
stride value leads to the derivation of feature maps with reduced dimensions (Ahlawat et al. 2020).

The padding and stride process can be further described in preceding subprocesses below.

2.1.2.2.  Padding Process

The padding subprocess occurs within the input image (Albawi, Mohammed and Al-Zawi 2017).
When a convolution computation process is performed, the input image size effectively shrinks,
thus every time a convolution operation occurs the image is reduced in size (Albawi, Mohammed

and Al-Zawi 2017; Naseri and Mehrdad 2023). Hence, padding is applied to ensure spatial
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dimensions are maintained whilst enabling improved feature extraction and preserving information
integrity within the image (Naseri and Mehrdad 2023). In the convolution step, information on the
boarder of an image is frequently compromised or lost. This occurs due to the fact that the filter
only slides once when encapsulating the edges of an image (Ahlawat et al. 2020). For example,
considering the application of a filter that contains a width of three and a length of three (i.e., a
3x3 image) that is applied to an 8x8 image with a stride of one, the filter only passes once as

depicted in Figure 2. 4.

Matrix A Matrix B Matrix C Matrix D

Figure 2. 4: Padding Process

In Figure 2. 4, both blocks in Matrix A and Matrix D are right at the edge of the image. Hence, the
boarders of the image are not contained and trained as effectively as the ones contained in Matrix
B and C. Padding is therefore the process of adding layers to the edge of the matrix once a

convolution computation has occurred.

This essentially implies that when the new convolution is performed a padding layer of zero around
the edges of the matrix is added to all four sides of an image (Naseri and Mehrdad 2023). This
brings the image back to an 8x8 image, making it the same size of the original image. The image
therefore allows for the boarder of the image to be preserved, and the filter can identify the edge
as the middle of the respective image. Hence, a more thorough computation can take place
(Albawi, Mohammed and Al-Zawi 2017; Naseri and Mehrdad 2023). Figure 2. 5 displays an input

image with a padding of zero around the boarders along with a filter of 3x3.

Figure 2. 5: Matrix with a Padding of Zero.
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Using equation 2.3, the output formula with padding can be identified as:

N+2P-F

O=1+T’ (23)

Where O denotes the output size, and N, F, and S respectively represent the input size, filter size,
and stride. The letter P represents the number of layers in which a padding of zero is applied to the
computation process. The padding function is used to adjust the input dimensions, ensuring that
the convolutional filter can fully process edge elements of the input data (Albawi, Mohammed and
Al-Zawi 2017). After the successful completion of the padding process, the subsequent subprocess

known as the stride is applied.

2.1.2.3.  Stride Process

During the convolutional process, the size of a stride needs to be agreed upon and applied to the
convolution operation. A stride refers to the process of the step size required and applied when
placing the filter over the input image (Albawi, Mohammed and Al-Zawi 2017; Naseri and
Mehrdad 2023). The size of the stride is dependent on the amount of information that can be
gathered regarding the initial input image required for the feature map process. Hence, the smaller
the size of the stride, the more in-depth information is gained from each region of the image
(Albawi, Mohammed and Al-Zawi 2017; Naseri and Mehrdad 2023). A simple analysis of the
regions reveals there are many overlaps between the nodes in the next layer and their neighbours.
Therefore, controlling the stride can assist in manipulating the overlap of the regions from the
input image (Albawi, Mohammed and Al-Zawi 2017; Kong and Lucey 2017). Since a large portion
of the filter overlaps the input image, a greater amount of features will be shared amongst the
output (Yepez and Ko 2020). Equation 2.4, is utilised to calculate and formally present the
information noted above. Using N X N which refers to the dimension of the input image and

F x F which refers to the filter size dimension, the following equation can be formally introduced.

0=1+"—2= (2.4)

where N represents the input image size, F refers to the size of the filter, S represents the stride
size, and O refers to the output size. Once the stride process has been successfully completed, the

next step to be conducted is known as feature and weight sharing.
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2.1.2.4. Feature and Weight Sharing

To observe and study the pixels identified in the kernels and to furthermore develop a visualisation
needed to essentially classify an image, weight sharing is required. This process is often supported
by convolution layers (Naseri and Mehrdad 2023). During the computation of the CNN process,
weights are often attached to a neighbouring pixel. This process is carried out to ensure that when
an image is being processed, the features are extracted from every part of the image (Jogin et al.
2018; Naseri and Mehrdad 2023). In the computation process of the CNN, there are many
invariance transformations that take place when weight sharing occurs (Albawi, Mohammed and
Al-Zawi 2017). Irrespective of the 3D properties, it can be used to help filter the learning features.
In the process of learning the edge, the process commences with random values for the filters to
determine if it improves the performance once the computation has been completed. It is important
to note that utilising a shared weight is a commonly encountered error that occurs when
endeavouring to ascertain the spatial significance of the input (Albawi, Mohammed and Al-Zawi
2017; Jogin et al. 2018; Naseri and Mehrdad 2023). Therefore, it is imperative that careful
consideration be given to the design of the CNN to ensure appropriate feature and weight sharing
strategies are implemented for optimal performance. Upon the completion of feature and weight

sharing in CNN, the pooling layer is applied.

2.1.3. Pooling Layer

Advancing further, the pooling layer and the flattening process, which are crucial components

necessary to the functioning of the CNN are described in detail below.

2.1.3.1.  Pooling Layer Process

The purpose of the pooling layer function is to provide a simple layout to reduce the complexity
of the layers. Hence, a down sample occurs. The pooling layer process represents the down
sampling of features in an image to create a summation of information critical to identifying the
image in the most efficient way possible (Sun et al. 2017). Therefore, the spatial volume of an
image can be reduced through down sampling (Naseri and Mehrdad 2023). There are many types
of pooling techniques that can be applied, including the minimum, maximum, average, and global
average pooling, as depicted in Figure 2. 6. Among these different types of pooling methods, the
average and maximum pooling are most commonly utilised methods (Akhtar and Ragavendran

2020). The first technique refers to the average pooling technique where the sub-region rectangles
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of an image are summed up in the particular region and are then expressed as a fraction over the
total number of pixels in that specific sub-region (Sun ef al. 2017; Naseri and Mehrdad 2023). The
average value is then taken and placed into a new matrix. This computation continues until all
regions have been successfully summed and an averaged is calculated (Akhtar and Ragavendran

2020).

8 9 8 2 4 6 2 0
Max Pooling -— — 7 1 Min Pooling
5 6 3 7 1] 9
5 4 6 3 5 4
Global Average 4 Ay Average Pooling|
Pooling 1 3 1 4 3 3

Figure 2. 6: Pooling Layer Summation

The most common strategy is known as max pooling. This pooling occurs whereby the image can
be partitioned into multiple sub-regions that are in a rectangular format. Based on the specific sub-
region, the maximum value is taken and returned to form a new matrix. This computation process
continues until all sub-regions have been identified (Albawi, Mohammed and Al-Zawi 2017;
Akhtar and Ragavendran 2020; Naseri and Mehrdad 2023). In this pooling technique the 2x2 size
is often utilised as a filter which is slid across the matrix. As seen in Figure 2. 6, under the max
pooling heading, given an input image where a convolution operation has been performed, the new
matrix can be seen as a 4x4 input. The pooling process initiates from the top left corner and
traverses through the image in two-by-two blocks, utilising a stride of two. This continues until it
reaches the top right corner. The process therefore continues until all four sub-regions have been
taken into consideration and the maximum value is identified for each sub-region (Albawi,
Mohammed and Al-Zawi 2017). Using equation 2.5, the max pooling layer is formally presented

below.

Pim = max(hj, (m—-1)N+ r) for re{l,..,R} (2.5)

In this operation, the feature map is essentially divided into non-overlapping and over-lapping
regions the size of R. Based on these regions the maximum value is selected from each region. For
each pooled element denoted by P;,,, the maximum value contained in a local region h; is

determined by evaluating all activations in the region defined by r € {1, ..., R} within the region of
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size R. The index j is used to represent a specific activation within the specified region. The letter
m is representative of the position of the pooling region across the feature map presented. The
stride N controls the step size between consecutive pooling operations. This stride affects the
amount of overlap between the pooling regions present. The output feature map's size which is

denoted as M, is determined by the stride N and the pooling region size R, as depicted by the
formula M = % + 1, where K is the number of input feature maps (Akhtar and Ragavendran

2020; Gholamalinezhad and Khosravi 2020; Alzubaidi et al. 2021). Upon completion of the
pooling layer computation process, the pooled features then need to be flattened. This subprocess

can be conducted through the utilisation of a technique titled flattening.

2.1.3.2.  Flattening Process

Flattening refers to the transformation of a multi-dimensional array into a singular, one-
dimensional (1D) array. The 1D array is then fed into the classification model. In the flattening
process, data is divided into smaller regions, thus, the smaller dimension in turn helps to ensure
the training process is swift (Albawi, Mohammed and Al-Zawi 2017; Ayyadevara 2018; Naseri
and Mehrdad 2023). Since the data is stored in a single dimension there is also a reduction in the
memory requirements needed to provide quick computation for the CNN model. This process is
conducted for the purpose of ensuring that the model can correctly be fed to the CNN model (Ashin
et al. 2021). Figure 2. 7 highlights the computational process of converting the multi-dimensional
array or pooled feature maps into a single dimension or single long vector of input data. The

flattened layer is then connected to the fully connected layer.

Figure 2. 7 : Flattening Process
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2.1.4. Fully Connected Layer

Within the CNN architecture, the activation function that lies within the fully connected layer
process, plays a crucial role, serving to introduce non-linearity to the network's computations.
Following this, the fully connected layer, incorporating the activation function, further refines

extracted features for accurate classification or regression tasks.

2.1.4.1.  Activation Function

Initiating the process of non-linearity requires the implementation of the activation function. The
non-linearity process is introduced into the neuron’s output (Naseri and Mehrdad 2023). The
purpose of introducing non-linearity is to simply remove certain regions to limit the output
generated. The activation function can be utilised as a tool to assist in determining whether a single
neuron in the model should be activated or not (Albawi, Mohammed and Al-Zawi 2017; Naseri
and Mehrdad 2023). The steps required to calculate whether a neuron should be activated or not

follows the pattern highlighted in equation 2.6.

Output = sum (input * weight) + bias. (2.6)
Within this equation, the weight represents how effective a particular input is. The steepness of the
activation function can therefore be represented by a weight. The input represents the input image
pixel value. The bias can be described as features and weights which are multiplied by this
constant. The constant is known as the bias (Ertugrul 2018; Naseri and Mehrdad 2023). This non-
linear transformation is conducted on the input. Hence, the model is more efficient and capable
when learning and performing tasks that are complex in nature (Agarap 2018; Hao et al. 2020).
The most widely employed non-linear activation functions utilised within deep neural networks
include the Rectified Linear Unit (ReLU), Leaky ReLU, Noisy ReLU, Tanh and Sigmoid
(Alzubaidi et al. 2021). Within the most common activation functions, the most popular activation

functions include the ReLU, Tanh and Sigmoid.

l. Sigmoid Function

The Sigmoid function, which is also referred to as the logistic function, is utilised to
transform input values into a range between 0 and 1 (Bhatt et al. 2021; Kaloev and Krastev
2021). This inherently resembles a characteristic within the S-shaped curve. The sigmoid

function is significantly useful for binary classification tasks, where it fits input values to
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represent probabilities, thus, aiding in decision-making processes (Naseri and Mehrdad
2023). The sigmoid function can be represented using equation 2.7 (Kaloev and Krastev

2021).

S() = ——= 2 =1-5(-x) 2.7)

1+e™* eX+1

Tanh Function

Through the utilisation of the Tanh function, input values between a range of -1 and 1 are
mapped (Alzu’bi et al. 2021; Naseri and Mehrdad 2023). This is conducted in order to
allow for the modelling of complex relationships between the specified features (Alzubaidi
et al. 2021). The tanh function’s S-shaped curve makes it particularly effective in capturing
both positive and negative aspects of data (Kaloev and Krastev 2021). This enables
improved decision-making in classification and regression tasks within the field of machine
and deep learning. The tanh function can be represented using equation 2.8 (Kaloev and

Krastev 2021).

sinh x e¥—e X e?*—1
tanhx = coshx  e*+e* 2% 41 (28)
ReLU Function

The ReLU activation function is popular in nature due to its fast computation speed
(Ertugrul 2018; Kirana et al. 2019; Naseri and Mehrdad 2023). Both the function and
gradient classifications of ReLU are simpler in nature (Ertugrul 2018). The ReLU

activation function output is illustrated in Figure 2. 8.

Inputs
Weights
X1 Activation
function
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X2 2= z w, X;+b  f(2) -

W 2 B Output
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3
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Figure 2. 8: ReLU Activation Function Output (Shams 2023)
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During back propagation the sigmoid and tanh function often cause problems such as the
vanishing gradient problem. This problem often hinders the training process causing the
gradients to approach a value of zero as they propagate through the multiple layers within
this process (Naseri and Mehrdad 2023). However, if the ReLLU function is utilised, this
function has a gradient that will always be constant when a positive input is given. It is
possible to ignore the difference of the function in the implementation even though it is not
differentiable. As a result of the zero in the gradient, the ReLU function thus creates a
sparser representation (Albawi, Mohammed and Al-Zawi 2017; Naseri and Mehrdad
2023). The function can be represented by equation 2. 9.

f(x) = max(0,x) and %relu(x) =1if x > 0; otherwise 0 (2.9)

Following the activation function, the introduction based on the implementation of the fully

connected layer is described in detail.

2.1.4.2. Implementation of the Fully Connected Layer

The fully connected layer is connected to the end of the network. This layer consists of a finite
number of neurons that receive an input in the form of a vector. Subsequently, the input undergoes
transformation through a weights matrix, yielding another vector as the output (Naseri and
Mehrdad 2023). Based on the extracted features derived from the earlier stages, it predicts the
image's class based on the output of the convolution process. Therefore, a direct connection exists
between each node in the preceding layers and the subsequent layers of the model (Albawi,
Mohammed and Al-Zawi 2017). Hence, the fully connected layer presents the link between the
connected layers and the output. This further reinforces that an input vector inherently influences
an output vector within the model. This layer receives an input based on the output of the
convolution and pooling layer and is then flattened. Once flattened, the final input with the
respective weights and biases are fed into the fully connected layer of the model (Albawi,

Mohammed and Al-Zawi 2017; Naseri and Mehrdad 2023).

This layer is inherently used to understand and learn non-linear feature combinations or functions.
When the model processes a neuron, a linear transformation is applied utilising a weights matrix
on the input vector (Naseri and Mehrdad 2023). Once the linear transformation has been applied a

non-linear transformation can then be applied through an activation function f'that is non-linear in
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nature to the product (Albawi, Mohammed and Al-Zawi 2017). Figure 2. 9 displays a realistic
view of the CNN process. This process considers a real input image and displays the five step
CNN architecture for the computation of the neural network to perform an accurate classification

based on the type of animal class the algorithm predicts the input image belongs to.

Input image Convolution Layer RelLU Layer Pooling Layer \\ ’ Output

\ s Classes

Fully Connected
Layer

Figure 2. 9: Fully Connected Layer (Staff 2021)

2.1.5. Output Layer

The last layer better known as the output layer utilises the one-hot encoding method to encode the
output labels expected by the algorithm to generate (Alzubaidi ef al. 2021). One-hot encoding is a
method that can be identified as a technique which is utilised to present different categorical
variables as a numerical value during the execution of the CNN model at run-time. Therefore,
more information can be presented based on the categorical variable which in turn improves the

CNN model drastically (Bagui ef al. 2021; Naseri and Mehrdad 2023).

2.2. Architectural Approaches in Face Mask Detection

Within the realm of the CNN, MobileNetV2 has been identified as a light weight CNN architecture
that consists of a unique blend of efficiency and accuracy making it a suitable choice for the
implementation of FMD (Al-Rammahi 2022; Hussain et al. 2022). Due to its lightweight
architecture and efficient utilisation of computational resources, MobileNetV2 is a respectable
choice for mobile and embedded devices making real-time detection easy and efficient (Rokhana,
Herulambang and Indraswari 2021). This architectural design is particularly efficient in resource-
limited environments, due to its utilisation of depth-wise separable convolutions, which
significantly decrease computational demands (Sandler et al. 2018). This architecture is capable

of providing robust performance under a variety of conditions and demographics by effectively
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capturing intricate features that are essential for accurate mask detection (Hussain et al. 2022;
Kumar and Bansal 2023). Within the context of MobileNetV2, efficient inference speed enables
swift processing of image data, thus facilitating the rapid identification of mask-wearing behaviour
in a dynamic environment that the model is presented with (Nagrath et al. 2021). Furthermore,
MobileNetV2 provides competitive accuracy in image classification tasks, making it possible to
accurately identify individuals wearing or not wearing masks, which is crucial to public safety (Al-
Rammabhi 2022). Studies conducted by Christa et al. (2021); Nagrath et al. (2021); Hussain et al.
(2022); Kumar and Bansal (2023) have proven that the MobileNetV2 architecture is capable of

producing respectable accuracy rates for image classification in FMD.

2.2.1. MobileNetV2 Architecture

The architectural foundation of MobileNetV2 rests within the foundation of the initial input layer
where the images undergo a series of preprocessing techniques before it is fed into the subsequent
layers (Sandler et al. 2018). The backbone of the MobileNetV2 architecture relies on the depth-
wise separable convolutions. Depth-wise separable convolutions are utilised for the purpose of
enabling significant reductions in computational costs whilst maintaining valuable feature
information required for computation (Sandler et al. 2018; Yong et al. 2023). In addition,
bottleneck structures are applied to reduce information loss through the application of linear
activation functions as opposed to the commonly utilised non-linear functions (Sandler ez al. 2018;
Yong et al. 2023). A sequence of inverted residual blocks are followed thereafter to enhance the
model’s accuracy through the incorporation of a bottleneck structure (Sandler ef al. 2018). In order
to simplify classification, the global average pooling layer is applied to reduce the number of
feature maps to a practical size (Sandler et al. 2018; Yong et al. 2023). The output layer is utilised
to synthesise the network's predictions in order to produce actionable insights or classifications
based on the input data provided (Yong ef al. 2023). Hence, the MobileNetV2 architecture consists

of the following layers:

e Input Layer

e Depth-Wise Separable Convolutions
e Linear Bottlenecks

e Inverted Residual Blocks

e (Global Average Pooling Layer
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e Output Layer

2.2.1.1.  Input Layer

The process begins with the input layer. The input layer is utilised as an initial access point for the
data to be fed into the neural network architecture. The input layer can be mathematically denoted
using xi», where the letter x used to represent the new data based on the specified datasets that are
input into the model while in is used to represent the designated input layer of the network (Sandler
et al. 2018; Dong et al. 2020). For example, in an image classification task such as FMD, an input
image with dimensions of 160x160 and a greyscale channel of one, a matrix of 160x160x1 is used
to represent the pixel values of the input image. Once the input layer transformations have been
applied to the respective images, the subsequent process of depth-wise separable convolutions are

applied (Yong et al. 2023).

2.2.1.2.  Depth-Wise Separable Convolutions

The depth-wise separable convolution layer is made up of the two different operations which
include the depth-wise and point-wise convolutions as depicted in Figure 2. 10 (Lian, Wang and
Zhang 2022). Within the context of the point-wise convolution operation, information is inherently
aggregated across channels utilising convolutions of 1x1 (Sandler ef al. 2018). This ensures the
preservation and retention of valuable features (Yong ef al. 2023). In depth-wise convolutions,
computation complexity is reduced since each input channel is convolved independently whilst
maintaining its own filter. In order to understand the mathematical application utilised in the depth-

wise separable convolution, equation 2.10 is formally presented.

Y = PointwiseConv(DepthwiseConv(X,Wy),W, ), (2.10)

where the output feature map Y is derived by combining the results of the depth-wise convolution
with the point-wise convolution. The input feature map is represented by the letter X. Using W,
the depth-wise convolution kernels are represented and, Wp represents the point-wise convolution
kernels, which are applied as a multiplication to the output of the depth-wise convolution to
combine the channels. The second comma serves to delineate the two distinct operations which
include the depth-wise convolution, this is promptly followed by point-wise convolution,
emphasising the sequential flow of data between them (Sandler et a/l. 2018; Lian, Wang and Zhang
2022). Upon the depth-wise separable convolution operation, the linear bottleneck process is

applied.
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Figure 2. 10: Depth-Wise Separable Convolution Operation (Lian, Wang and Zhang 2022)

pointwise convolution

2.2.1.3.  Linear Bottlenecks

Since MobileNetV?2 utilises a linear bottleneck process, identity mappings can be easily accessed
through the employment of shortcut connections that reside within the architecture (Khandelwal
et al. 2023). The network is easily converged since the model possesses the ability to learn identity
mappings when required (Sandler et al. 2018). Linear bottlenecks are pivotal for enhancing
network capacity without increasing computational demands within the model. Hence, it
constitutes a fundamental component of efficient deep learning architectures (Yong et al. 2023).
This component coordinates a linear transformation of feature maps (Khandelwal ef al. 2023). It
then proceeds to follow the application of a non-linear activation function. This process is
conducted by a commonly utilised non-linear ReL U activation function. To grasp the mathematical
foundations of the linear bottleneck layer employed, equation 2. 11 is utilised (Sandler ef al. 2018;
Dan, Sun and Liu 2019; Yong et al. 2023).

Y = ReLU(Conv(X,W) +b) 2. 11)

X refers to the input feature map and the convolutional kernel is represented by W. The letter b is
used to refer to the bias and the non-linear activation function is denoted by the ReLU term
(Sandler et al. 2018; Yong et al. 2023). The next process following the linear bottlenecks is known

as the inverted residual block process.
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2.2.1.4. Inverted Residual Blocks

Depicted in Figure 2. 11, inverted residual blocks are used to provide more detail and to distinguish
between different classes or categories in the data. The inverted residual blocks enhance the ability
of the network to capture subtle variations and complex patterns that reside within the data (Dan,
Sun and Liu 2019; Yong et al. 2023). This process is conducted through the incorporation of skip
connections. The purpose of a skip connection is its ability to enable gradient flow during training
and improve the vanishing gradient problem by directly connecting inputs from one layer to
outputs from a future layer (Sandler ef al. 2018). Thus, the network can easily leverage the learned
features and efficiently reproduce information across the various layers of the MobilNetV2
network (Yong et al. 2023). Embedded within these blocks is a streamlined bottleneck. This
effectively provides a way for subsequent point-wise convolutions and another layer of linear
bottlenecks. This configuration promotes an optimised flow of information through the network.
Using equation 2. 12, the residual inverted block process is described (Sandler et al. 2018; Lian,
Wang and Zhang 2022; Yong et al. 2023).

Y =Fyq (Fexpand(X)) +X (2. 12)

The F;4 is used to represent the depth-wise separable convolutional layer. The letter X is used to
define the input feature map. The expansion layer is denoted by Foyxpang. In the last part of the
equation, the +X represents the skip connection summation applied (Lian, Wang and Zhang 2022;

Yong et al. 2023).

(a) Residual block (b) Inverted residual block

,%
S H
i
:
{ i
H .
| .
fu g U6, Dwise : .
{
H 1 2

o

H
'} {

Figure 2. 11: Inverted Residual Block Operation (Sandler et al. 2018)

Within the main inverted residual block framework, additional subprocesses are utilised to
strengthen the network performance effectively. These include the incorporation of the expansion
layer, width multiplier and the residual connections. These three subprocesses are used to

collectively enhance the efficiency and effectiveness of the model.
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II.

III.

Expansion Layer

The purpose of the expansion layer is to effectively allow for the computation of complex
transformations to be applied whilst enhancing the network capacity (Lian, Wang and
Zhang 2022). Therefore, it increases the dimensionality of feature maps (Sandler et al.
2018). This expansion is conducted in the expansion layer to promote the capturing of
intricate patterns in the data. With reference to equation 2.13,

Fexpana(X) = COTW(X; Wexpand) (2.13)
X is used to represent the input feature map. The expansion layer weights are defined by
Wexpana and the convolution operation is denoted by Conv. This is used to apply a set of
learnable filters denoted by the W,ypanq, to the input feature map X to generate the
expanded feature map Feypanq(X) (Sandler et al. 2018). Within the expansion layer, the
implementation of the width multiplier is applied as described below.

Width Multiplier

An expansion layer of inverted residual blocks is adjusted by a width multiplier parameter.
Using the width multiplier, the model's width or computational cost can be controlled
through the process of scaling the number of channels (Chin et al. 2020). MobileNetV2 is
able to achieve a balance between model performance and computational efficiency
through this parameter. As an example, when employing a width multiplier of 0.5, the
quantity of the channels are divided in half. This reduction effectively lowers
computational demands while preserving the model's capacity to a specified degree (Lian,
Wang and Zhang 2022; Yong et al. 2023).

Residual Connections

Residual connections are implemented within the inverted residual block operation in order
to facilitate the flow of information whilst aiding in gradient propagation that occurs during
the training process (Sandler et al. 2018). This subprocess is used to establish direct
connections between the input and output feature maps presented to the model. Residual
connections serve to lessen the challenge of the vanishing gradient problem by fostering a
training environment that is both stable and conducive to the efficient optimisation of deep
neural networks (Lian, Wang and Zhang 2022). Equation 2.14 outlines the operational
workings of the residual connections, uncovering how it dynamically fine-tunes feature

responses.
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Youtput = Fiq (Fexpand (X)) +X (214)
The Y,y tpyt defines the output feature map. This is used to obtain the depth-wise separable

convolution represented by F;;. Hence, this is applied to the expanded feature map that is

denoted by the Feypana(X). The X at the end of the equation is added to the residual

connection. The X is used to represent the input feature map (Meng ef al. 2021).
The architecture then proceeds to the next layer better known as the global average pooling layer.

2.2.1.5. Global Average Pooling Lavyer

Within the neural network architecture, the global average pooling layer assumes a critical role,
especially in tasks such as image classification. Its primary function involves the combination of
spatial information from all feature maps (Sandler et al. 2018; Dan, Sun and Liu 2019; Yong et al.
2023). This amalgamation process serves to compress the spatial dimensions into a singular vector.
Hence, it can effectively capture the core information of the features that are derived from the
previous layers (Uzen et al. 2023). Using equation 2.15, the global average pooling layer can be

formally represented.

Vi= —— S0 SV Xk (2.15)

h xw

The computation of the output Y; for each feature map i within the global average pooling layer
follows a systematic procedure. Initially all elements are aggregated within the i " feature map by
summing them up. Mathematically, this summation is represented as Z?=1 Yk =1Xi; k - Here, the
X; j x denotes the value of the i, j k™ element in the feature map. Next, normalisation occurs by
normalising the sum by dividing it by the total number of elements in the feature map, which is

the product of its height h and width w, to form the fraction ﬁ This normalisation ensures that

the resulting output remains independent of the spatial dimensions of the feature map (Sandler et

al. 2018; Dan, Sun and Liu 2019; Yong et al. 2023).

Upon completion of the global average pooling layer, the feature maps go through a transformative
process where they are compressed into a singular vector. This transformation streamlines the
transition to the subsequent layers, often fully connected, which are integral for classification tasks
(Sandler et al. 2018). This compression mitigates the complexity of the data. In addition, it is also

responsible for safeguarding pertinent information necessary for pattern recognition. The global
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average pooling layer's capacity to condense spatial complexities into a concise format highlights
its essential role within neural network structure (Lian, Wang and Zhang 2022). This inclusion
improves the performance and operational efficiency of the network across the FMD domain
(Lian, Wang and Zhang 2022; Yong et al. 2023). Once the global average pooling layer has been
conducted, the Squeeze and Excitation (SE) blocks that are utilised to adaptively fine-tune the

channel-wise features are introduced.

I Squeeze and Excitation Blocks

Embedded within each inverted residual block, SE blocks contribute to augmenting the
network's capacity for representation (Uzen et al. 2023). Through dynamic adjustment of
channel-specific feature responses, SE blocks emphasise important spatial features while
reducing the importance of the less relevant identified features. This enables MobileNetV2 to
concentrate on discriminative features, thereby enhancing its efficacy across diverse tasks such
as image classification and object detection (Yong et al. 2023). Using equation 2.16, the SE

block operation can be further described.
Yse = a(W, 6(W; X)) (2.16)

The global average pooling symbol can be denoted by X for the input feature map of the model.
Subsequently, the weights of the two fully connected layers are represented by the letters W,
and W,. Denoted by &, the ReLU activation function is applied. The o is used to represent
sigmoid activation function in this model (Meng et al. 2021; Cao et al. 2023). Upon the
completion of the global average pooling layer and the SE block implementation, the

architecture proceeds to the next layer better known as the output layer.

2.2.1.6.  Output Layer

Based on the extracted features collected from the input data that is fed into the model, the network
produces a prediction forming the output layer (Sandler et al. 2018). In the output layer, each
neuron inherently represents a class label for classification in FMD. Within the realm of image
classification for FMD, the output layer is responsible for producing the probability distribution
over the classes (Yong et al. 2023). This is conducted in order to indicate the likelihood of the
specified image belonging to each class within the respective categories. Through the

implementation of equation 2.17, the output layer is defined in detail.
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Youtpue = Softmax (W = X + b) (2.17)

The Yy tpue defines the final outcome based on the respective classification. Within context of W,
the weight matrix is represented. Softmax refers to the specified activation function utilised by the
model. The X which represents the input feature map is multiplied by the weight matrix. By adding
the bias, which is defined by the b symbol, the final classification is performed (Lian, Wang and
Zhang 2022; Cao et al. 2023; Uzen et al. 2023).

2.3. Architectural Approaches in Masked Facial Recognition

Navigating through the complex challenges posed by MFR requires the vital development of a
robust architecture. The proposed model, composed of a host of different yet significant
architectures are incorporated to develop a comprehensive model for MFR. Knowledge of each
component’s architecture is crucial to understand toward the development of the MFR model. The
Multi-Task Cascaded Convolutional Neural Network (MTCNN), utilised for detection, cropping
and landmark detection of the facial region serves as the foundation for the MFR model (Chunming
and Ying 2021). Once the MTCNN detection and facial region cropping process has been
completed, key landmark points are drawn on the located face using MTCNN and OpenCV to aid
in the next step of feature extraction. The FaceNet InceptionResNetV1 model emerges as a
powerhouse architecture for extracting discriminative features based on the detected facial
landmarks retrieved from MTCNN (Kheaksong et al. 2022). Driven by the Euclidean Distance
metric, the similarity of the features are ascertained based on the calculation of closeness. This
facilitates the process of efficient face matching within the model (Kortli ef al. 2020). The process
concludes with the storage of numerical features and utilises the CNN architecture to successfully
train the model for accurate classification of occluded faces. Hence, the architecture utilised for
each of these components are discussed in detail. The main components within the MFR model

architecture include:

e Multi-Task Cascaded Convolutional Neural Network
e FaceNet InceptionResNetV1 Model

e (Convolutional Neural Network Model (Section 2.1)
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2.3.1. Multi-Task Cascaded Convolutional Neural Network Operation

The MTCNN is a face detection and localisation algorithm that is developed to detect and locate

faces (Chunming and Ying 2021). Extending itself beyond simple face detection capabilities, the

MTCNN can detect faces when presented with partial occlusions, different image sizes, facial

expressions, varied lighting conditions and angles (Kaziakhmedov ef al. 2019; Qi and Yang 2020;

Chunming and Ying 2021). The model works on devices that provide low consumption power,

making it lightweight and efficient during computational processing (Kavitha et al. 2022). The

MTCNN performs three separate CNN stages. This includes the face detection, facial landmark

detection and facial boundary prediction. These three stages are combined to form a single robust
model (Chunming and Ying 2021). The MTCNN model is subdivided into three specific stages
namely the P-Net, R-Net and the O-Net.

L

P-Net

The P-Net component known as the “Personal Network™ is utilised in the first stage of
MTCNN. This algorithm utilises a fully connected CNN to produce a set of candidate
bounding boxes that may contain faces (Qi and Yang 2020; Kavitha et al. 2022). The
algorithm further goes on to identify potential facial regions by scanning an input image at
multiple scales. The structure of this architecture includes a bounding box window size of
12x12 which is utilised for the P-Net face detection. Detecting a face requires the
implementation of forward propagation. This is a method used to generate a feature map
(Chunming and Ying 2021). For instance, within the feature map, a 32-dimensional feature
vector is often utilised to determine whether the bounding box has identified a specific
facial image or not. Once the facial image is detected, the model predicts the exact
coordinates of the bounding box. Once completed, the box is applied around the face. Upon
application of the bounding box to the specified face, the model retrieves the corresponding
region from the original input image. A Non-Maximum Suppression (NMS) technique is
then applied to keep the bounding box with the maximum score, whilst removing all other
bounding boxes that possess an irregular large overlapping area (Qi and Yang 2020;
Kavitha et al. 2022). This process can be illustrated in Figure 2. 12. Using equation 2.18,
P-Net can be further described.
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Figure 2. 12: P-Net Stage Process (Zhang, Luo and Gao 2020)

input size 5x5x10 3x3x16 1x1x32
12x12x3

(bi, ¢;) = P net(Finpue) (2.18)
The variables b; are used to represent the bounding box coordinates, while c; represents,
for each proposed face region, a specific confidence score. The Fiyp,, represents the input
feature maps. In this equation, the bounding box coordinates and confidence scores for the
facial regions are generated using the Fj,,. as the input of P-Net. Based on their
confidence scores, these bounding boxes indicate if a face is likely to be found in the input
image (Zhang et al. 2018). The next subprocess then applied is known as the “Refine
Network™.

R-Net

The “Refine Network™ (R-Net) is used to improve the detection of an identified facial
region where R-Net identifies a false positive, the image is removed (Zhang, Luo and Gao
2020). The bounding box proposals from the P-Net stage are refined to perform accurate
classification of facial and non-facial images. The R-Net is used to route P-Net candidates.
Hence, R-Net serves as a pivotal candidate in the CNN architecture. Through the
employment of bounding boxes, for example, a bounding box scaled to a size of 48x48
from the original 24x24 bounding box. Therefore, the accuracy of the bounding box
detection and the facial landmark extraction is improved (Chunming and Ying 2021;
Kavitha et al. 2022). The described R-Net architecture is therefore presented in Figure 2.
13. Using equation 2.19, the R-Net architecture is expressed.

Conv: 3x3 Conv: 3X3Cony: 2x2 fully
MP: 3x3 MP: 3x3 connect

- 2
‘ “ nbounding box
=) — = =
. ﬁ I] D{cgrcssion

MPuLSiZe 11y 1x28  4x4x48 3x3x64128 \[|Facial landmark
24x24x3 I()localimti(m

D face classification

Figure 2. 13: R-Net Stage Process (Zhang, Luo and Gao 2020)
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III.

A b; = R net (Fipput) (2.19)
The A represents the adjustments required for the bounding box coordinates b; that are
inherently proposed in the P-Net stage. Therefore, bounding box coordinates proposed by
the P-Net stage are refined using Fj;,;,,; as the feature maps, utilised by R-Net (Zhang et
al. 2018). Following the application of the R-Net subprocess the next subprocess applied
is known as the “Output Network™.

O-Net

O-Net also referred to as the “Output Network”, applies advanced pre-processed bounding
boxes to the facial region for facial landmark detection. Facial landmarks, including but
not limited to the eyes, nose, and mouth are identified to ensure feature extraction of the
face is performed precisely with increased accuracy (Zhang, Luo and Gao 2020). For
instance, by employing a method of approximation, a 12x12 box can be scaled to a 24x24
bounding box using P-Net. Subsequently, the data is then passed to the O Net. O-Net is
therefore responsible for determining whether a face can be identified. The NMS technique
is then applied. The NMS refers to a technique whereby the most relevant bounding boxes
are selected whilst redundant or overlapping detections are filtered out to ensure that only
the most confident and non-overlapping predictions are retained (Wang, Sun and Guo
2023). The NMS technique is therefore applied to the successfully detected human face
once the bounding box regression method has been completed (Kakarla et al. 2020;
Chunming and Ying 2021). The described O-Net architecture is presented in Figure 2 14.
Using equation 2.20, the O-Net stage is further described.

Conv: 3x3 Conv: 3x3 Conv: 3x3  Conv: 2x2 fully

MP: .,‘., connect l]izlce classification

MP: 3x3 MP: 3x3 Y
I]bounding box regression
4
input size 23x23x32 10x10x64 4x4x64 3x3x128 256 I]Ifacial landmark localization
48x48x3 10

Figure 2. 14: O-Net Stage Process (Zhang, Luo and Gao 2020)

li = 0 net (Finput) (220)
The variables [; for each refined bounding box is represented by the facial landmark
coordinates. Using R-Net as the input, the refined bounding boxes and the Fj,;,,; for each

face region, predicts the facial landmarks (Zhang et al. 2018).

32



Hence, through the utilisation of the three stages, the main MTCNN equation is formed as noted
using equation 2.21 (Zhang et al. 2018). The MTCNN model is used to combine the outputs
received from each of the respective subprocesses to perform face detection, facial region

cropping, and landmark detection capabilities as depicted in Figure 2. 15.

MTCNN (Finpue) = O — net (R = net (P — net (Fipuc) ) ) 2.21)

Figure 2. 15: MTCNN Face Detection and Cropping Function

Once the MTCNN has been applied, for face detection , facial cropping, and landmark detection,
the next architectural process discussed lies within the FaceNet InceptionResNetV1 model

architecture, building on the main architectural process for MFR.

2.3.2. FaceNet InceptionResNetV1 Architecture for Feature Extraction

Within the domain of the CNN, the FaceNet InceptionResNetV1 model has been selected as a
respectable model for MFR feature extraction. FaceNet is designed for face recognition since it
utilises high dimensional feature embeddings of the human face to extract features to perform
facial recognition (Saleem et al. 2023). FaceNet applies the power of one-shot learning making it
capable of producing respectable results (Cahyono, Wirawan and Rachmadi 2020; Kheaksong et
al. 2022). Hence, the focus is on face embeddings which is also known as one-shot learning. One-
shot learning is a novel loss function based on the Euclidean facial similarity measurement, which
was introduced, abandoning traditional Softmax classification in favour of Triplet Loss as the new
loss function. Therefore, this method utilises face embeddings to perform face matching on a
particular person and then performs face recognition based on the similarity of the face embedding
identified during the facial matching process (William et al. 2019; Jiang 2020). In addition, the

model utilises a minimal number of training images. Thus, it reduces the need for computational
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complexity and resource consumption during the training process (Darborg 2020). This model has
therefore demonstrated its success in numerous research studies that have implemented FaceNet
with CNN for face recognition (Sheikh et al. 2018; William et al. 2019; Yang, Ge and Zhang 2020;
Wu and Zhang 2021).

The FaceNet InceptionResNetV1 architecture is a combination of the ResNet and Inception
models. These models when combined produce a fully functional and cohesive model capable of
providing excellent feature extraction for feature embeddings (Cao et al. 2024). The architecture
is composed of the basic main components that follow a logical sequence of events to form the
main overall architecture. Starting with the input layer which is used to extract the detected
landmark points for each facial input image. Next the convolution layers are then used to analyse
the relationships between the spatial features (Chunming and Ying 2021). Once the convolution
operation is completed, in order to capture features across the relative scales, the inception modules
are applied (Wu and Zhang 2021). The facilitation of gradient flow relies on the implementation
of residual connections. In addition, the global average pooling technique is used to combine all
the relevant information required to create consistent representations required for the model (L4,
Deng and Chiang 2020; Deng et al. 2021). The model concludes with the output layer which is
utilised to synthesise the network's predictions in order to produce actionable insights or
classifications based on the input data provided. By controlling dimensionality precisely, the
model ensures compact and discriminative facial representations that are crucial to accurate MFR
(Cahyono, Wirawan and Rachmadi 2020). Therefore, the main components of FaceNet

InceptionResNetV1 architecture for feature extraction include:

e Input Layer

e Convolutional Layers

e Inception Modules

e Residual Connections

¢ Global Average Pooling
e Output Layer

2.3.2.1. Input Layer
The input layer is used to receive the detected landmark points as the input for the feature

extraction process. The purpose of this layer is to receive the spatial coordinates that are used to
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represent the key facial features based on the identified landmark points from the MTCNN process
(Wu and Zhang 2021). Hence, using the input layer as an entry point to the model, the input is
denoted by the X;,p,,;, Where the letter X is used to denote the input values inputted into the model
(Deng et al. 2021). Once the input layer transformations have been applied to the respective

images, the subsequent process of the convolution layer is applied.

2.3.2.2. Convolution Layer

Within the context of the convolution layer, hierarchical features are extracted based on the
landmark points that represent the facial features as associated points (Agarap 2018; Deng et al.
2021; Cao et al. 2024). For example, complex facial structures that utilise higher level
convolutional filters whilst lower levels detect simple geometric shapes (Deng et al. 2021; Cao et
al. 2024). These shapes are formed through landmark points that are grouped together. In order to

represent the convolution layer process, equation 2.22 is used.

Y = ReLUW % X +b) (2.22)
The letter X is used to represent the input feature map and W is representative of the convolutional
kernel. The * denotes the convolution operation where X is multiplied by W and the bias denoted
by the letter b is added. The activation function defined by the ReLU symbol is then applied to the
equation to ascertain the final convolution value (Agarap 2018). Upon the completion of the

convolution layer process, the inception modules are applied.

2.3.2.3.  Inception Modules

The purpose of the inception modules is to allow the capturing of features that vary in size. In
essence it is able to inherently capture facial structural patterns based on the landmark points that
are both fine-grain and broad in nature where filter sizes vary (Xu et al. 2019; Deng et al. 2021).
Spatial relationships of these landmarks are therefore analysed using these inception modules that
leverage parallel convolution branches (Deng et al. 2021). Furthermore, the parallel branches
enhance the robustness of the model to variations that include those in facial pose and expression
by facilitating the extraction of invariant features. The module in addition is computationally
efficient since it possesses the ability to aggregate features from multiple scales whilst keeping the
computational complexity at a minimum (Xu et al. 2019). Using a mathematical concept
represented using equation 2.23, the concatenation of the outputs for the model’s parallel branches

can be represented as the inception module (Xu ef al. 2019; Deng et al. 2021).
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Yinception = Concat(Convyx1(X), Convzys(X), Convsys(X), ... ... Convyyn (X)) (2.23)

The letter Y is used to represent the inception module output. X represents the input feature map.
To the input feature map, a convolution operation is applied with a filter size of n X n to receive
the output feature map that is represented by Conv,,»,,(X) (Xu et al. 2019; Deng et al. 2021). Upon

the inception module operation, the residual connection process is applied.

2.3.2.4. Residual Connections

The purpose of residual connections is used to facilitate the flow of information whilst aiding
gradient propagation that occurs during the training process (Sandler et al. 2018). This subprocess
is used to establish direct connections between the input and output feature maps presented to the
model. Residual connections serve to alleviate the challenge of vanishing gradients, fostering a
training environment that is both stable and conducive to the efficient optimisation of deep neural
networks (Lian, Wang and Zhang 2022). Through the utilisation of equation 2.14 , highlighted in
the MobileNetV2 architecture under the residual connection subheading, the mathematical

concept is described. The next step involves the application of the global average pooling layer.

2.3.2.5. Global Average Pooling

Within neural network architectures, the global average pooling layer assumes a critical role,
especially in tasks such as image classification. Its primary function involves the combination of
spatial information from all feature maps (Sandler ef al. 2018; Dan, Sun and Liu 2019; Yong et al.
2023). This amalgamation process serves to compress the spatial dimensions into a singular vector,
capturing the core information based on the features derived from the previous layers (Uzen et al.
2023). Using equation 2.15, highlighted in the MobileNetV2 architecture under the global average
pooling layer subheading, the mathematical concept is formally represented and described. Upon
the completion of the global average pooling layer, the architecture proceeds to the next layer

better known as the output layer.

2.3.2.6.  Output Layer

Based on the extracted features gathered from the input data which is fed into the model, the
network produces a prediction forming the output layer (Sandler et al. 2018). In the output layer,
each neuron inherently represents a class label for classification tasks such as MFR. Within the

realm of MFR, the output layer is responsible for producing the final feature embeddings based on
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the extracted features (Wu and Zhang 2021; Yong et al. 2023). This is conducted in order to
indicate the likelihood of the specified image belonging to each class within the respective
categories. Through the implementation of equation 2.17 highlighted in the MobileNetV2
architecture under the output layer subheading, the FaceNet InceptionResNetV1 output layer is
discussed. Additionally, through this layer, compact and discriminative representations are
generated, while also considering the dimensions of embeddings and considering triplet loss
constraints (Cahyono, Wirawan and Rachmadi 2020). Therefore, it is important to note the
pertinent subprocesses that exist within the output layer for the FaceNet InceptionResNetV1

model.

1. Dimensionality of Embeddings

The utilisation of face embedding works based on the difference and on the similarity
of the successfully detected face (Wu and Zhang 2021). If the face detected, feature
embedding calculations are similar to the initial face embedding calculations, the value
will be closer in similarity as compared to an image where the calculations are further
apart. If the calculations are further apart it symbolises that the value is further away,
thus highlighting that the image may be a different person (Cahyono, Wirawan and
Rachmadi 2020). FaceNet utilises an extensive dataset of face images that are used to
train the model and which map faces to multidimensional feature spaces where similar
faces are positioned closer together (William et al. 2019; Kheaksong et al. 2022).
Hence, the balancing of the quality and computational efficiency rely on the
dimensionality of the facial embeddings which need to be controlled within the output
layer (Li, Deng and Chiang 2020). In mathematical terms, the dimensionality of the
embeddings is reduced through the transformation of high-dimensional input X into a
lower-dimensional space using a linear transformation. Using equation 2.24, the
transformation is represented as,

Y =XwW (2.24)
where Y is representative of the low-dimensional embeddings. The letter W is the
projection matrix that can be learned during training. The letter X is used to describe
the high-dimensional input embeddings. Thus, this process allows for the capturing of
essential information in a more compact and precise form (Li, Deng and Chiang 2020).

The compact and discriminative representations are then discussed.
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II.

III.

Compact and Discriminative Representations

A compact and discriminative representation of the input data is an aim of the output
layer. A compact embedding consumes less memory and computational resources,
while a discriminative embedding is able to distinguish between different classes or
identities of the model (Li, Deng and Chiang 2020; Deng et al. 2021). To achieve this,
embeddings are optimised to maximise inter-class variation while minimising intra-
class variation (Li, Deng and Chiang 2020). Pertinent to the completion of a successful
feature extraction process, the triplet loss is described in detail.

Triplet Loss

Within the FaceNet model, a negative (dissimilar to the anchor) anchor, positive
(similar to the anchor) anchor and the anchor itself can be employed as three

fundamental components of the triplet loss method. This is illustrated in Figure 2. 16.

Negative W,
Anchor g LEARNING -8
L * : Negative
- Anchor "%
Positive Positive

Figure 2. 16: Triplet Loss Training (Wu and Yang 2022)

The fundamental principle behind this approach involves optimising a model by
minimising the distance between an anchor sample and a positive sample (from the
same class) while maximising the distance between the anchor and a negative sample
(from a different class). This contrastive approach helps the model learn to better
distinguish between similar and dissimilar samples, enhancing its ability to classify or
embed data effectively (Wu and Zhang 2021). By leveraging these three components,
the triplet loss algorithm aims to optimise the feature space for effective face
recognition and similarity learning (Cahyono, Wirawan and Rachmadi 2020). With the
FaceNet model, an input image can be mapped to a dimensional space (D). Through
the employment of the triplet-based loss method dependent on the Large Margin
Nearest Neighbour (LMNN), FaceNet has the ability to efficiently train the output in
order to produce a concise 128-dimensional embedding model (William et al. 2019;
Cahyono, Wirawan and Rachmadi 2020). The development entails two sets of

thumbnails, namely one for comparing faces and the other for comparing the non-
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matching faces identified. The fundamental objective of the loss function is to
understand and differentiate between both the positive and negative pairs within a
specified range. Therefore, the thumbnails are precisely cropped. They are cropped in
order to focus on the facial region. Thus, requiring no additional two or three-
dimensional adjustments, except for the application of ratio and translation
modifications that may occur (William et al. 2019; Cahyono, Wirawan and Rachmadi

2020). Using equation 2.25, the function is described (Wu and Yang 2022).

Liripier = max(0, ||f (anchor) — f(positive)||*> — || f(anchor) —

f(negative) ||1> + « (2.25)
The a represents the margin parameter, where the loss function requires positive
samples and anchor embeddings to be close in distance than the negative samples and
anchor embeddings. The symbol ||.|| represents the Euclidean distance. The symbol £(.)
is defined by the embedding function (Wu and Yang 2022).

Within part of the feature extraction process the Euclidean distance metric is utilised to quantify
the similarity between feature vectors based on input numerical data fed into the model (Kortli et
al. 2020). The Euclidean distance quantifies the geometric distance between feature vectors used
in MFR, which represent unique features of faces (Kortli et al. 2020). By comparing the Euclidean
distance between a query face and those in the dataset, a comparison to determine how closely the
query face matches the dataset facial image is conducted. Thus, the smaller the Euclidean distance,
the higher the degree of similarity (Kortli et al. 2020; Alzu’bi et al. 2021). The model is able to
aptly identify the dataset facial image with the most similar features to the query face by comparing
these numerical extracted distances input into the metric. Pertinent captured information based on
facial landmarks are encoded within feature vectors. Using these feature vectors the Euclidean
distance is calculated between the two facial feature vectors that are fed into the metric based on

equation 2.26 (Kortli et al. 2020; Serengil and Ozpinar 2020).

D = \/Z?z 1(x2i — X)) 2 (2.26)
Where n is representative of feature vector dimensionality and the x,;,x;; denote the i

components of the feature vectors for the facial input values (Kortli et al. 2020; Serengil and

Ozpinar 2020; Alzu’bi et al. 2021). Irrespective of the other distance metrics that exist within the
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realm of machine and deep learning, such as cosine similarity or Mahala Nobis distance, which
are all viable metrics, the Euclidean distance metric has a high level of popularity due to its
simplicity and interpretability (Alzu’bi et al. 2021). Matching facial features is consistent and
reliable with a metric, which is a metric space. In addition, the differences between the feature
vectors are captured with both the magnitude and direction in order to provide measure of
similarity that is meaningful (Serengil and Ozpinar 2020). Hence, it is a respectable choice for

matching faces in this system based on the embeddings of their features (Alzu’bi et al. 2021).

2.4. Chapter Summary

The purpose of this chapter was to present the core theoretical frameworks, architectures and
mathematical concepts required for the development of the FMD and MFR models. The chapter
introduced the CNN model in context of these frameworks and architectures. Following the
discussion around the CNN model, the architecture and frameworks required for the development
of the FMD model was described in detail. This included a detailed description of the
MobileNetV2 architecture whilst highlighting its significance in FMD. In the last section, the
architecture for MFR was discussed. The MFR model comprised of several theoretical frameworks
and architectures including the MTCNN, feature extraction process using FaceNet Inception
ResNetV1 model and concluded with the Euclidean distance metric. The subsequent chapter
presents a Systematic Literature Review (SLR) and meta-analysis, conducted in accordance with
the Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA) protocol,
providing an in-depth exploration of the various FMD and MFR models shaped by COVID-19 and
other respiratory illnesses. It examines the algorithms, accuracy rates, evaluation metrics, and

trends in these models, along with dataset types and limitations noted within prior research models.
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CHAPTER THREE: SYSTEMATIC LITERATURE REVIEW
AND META-ANALYSIS

In this chapter a detailed description based on a comprehensive exploration of Face Mask
Detection (FMD) and Masked Facial Recognition models (MFR) are presented. The purpose of
this chapter is to highlight the gaps identified in the existing body of research to present the need
for this study. In order to highlight the significant need for this study, a Systematic Literature
Review (SLR) based on the Preferred Reporting Items for Systematic Reviews and Meta Analysis
(PRISMA) protocol is performed. The chapter presents the key findings from a diverse range of
72 different studies that have been conducted, providing a comprehensive overview of this critical
area’s evolution and current state. Furthermore, this chapter highlights the FMD and MFR meta-
analysis key statistical research findings. The meta-analysis is therefore focused on the primary
studies with general characteristics that are driven by the FMD and MFR development approaches,
methods, dataset variations, number of images utilised, and model performances based off of the
evaluation metrics. These metrics include recall or sensitivity, precision, and the f1-score or f1-
measure. In the subsequent sections, the meta-analytical findings are uncovered and explored
based on visual representations to highlight the trends in the FMD and MFR approaches, methods,

model types, number and type of datasets utilised.

3.1. Introduction

Due to the rise of the COVID-19 pandemic as well as other respiratory diseases, it has become
compulsory for individuals to wear a face mask to protect themselves and others around them from
contracting this deadly disease (Wojcik and Austin 2020). Therefore, a new contactless method
for verifying a user's identity without requiring physical contact with a device or system is
required. It often involves biometric recognition to securely authenticate individuals, enabling
convenient and fast access to sensitive information or physical property (Sarkar and Singh 2020).
Facial recognition for detecting users whilst they have their face masks on has become an
imperative problem that needs to be solved to allow for the effective functioning of a biometric
facial recognition system. While initially motivated by the urgency in response to the difficulties
presented by the global health pandemic caused by COVID-19, the research on FMD and MFR

technology goes beyond its immediate application.

41



The progress made in this field opens up vast possibilities for diverse future use cases and scenarios
(Desai and Mehrotra 2020; Wojcik and Austin 2020). The knowledge gained from tackling the
COVID-19 context can be leveraged to build robust and precise systems capable of identifying
individuals with face masks on. A new robust FMD and MFR model can play a crucial role in
contact tracing efforts, fortifying security measures, and ensuring seamless identification
processes. By embracing the lessons learned during the COVID-19 crisis, a way can be paved for
transformative applications of FMD and MFR technology in a variety of contexts. Amidst the
global health COVID-19 pandemic, mask usage accelerated the adoption of masked facial
authentication systems, as traditional facial recognition systems became ineffective. These
advanced models were designed to provide secure and contactless user authentication whilst
catering to the new hygiene and safety protocols mandated by government while maintaining
biometric security (Das, Ansari and Basak 2020; Mundial et al. 2020). The literature therefore
demonstrates the evidence of several models designed and developed for FMD and MFR which is

displayed in the meta-analysis below.

Annexure A provides an illustrative overview of the 72 studies that have been identified and chosen
for the meta-analysis. These 72 studies elaborate on the existing literature for FMD and MFR

models and further emphasise their limitations.
This chapter therefore aims to achieve the following objectives:

1. Highlight the overarching patterns within the current literature that is related to the field of
FMD and MFR models, considerably in the field of deep learning, machine learning or a
hybrid approach that combines both the artificial intelligence approaches.

ii.  Investigate the origins of heterogeneity within the analysed studies concerning the FMD
and MFR models output fl-score levels.
iii.  Conduct a thorough investigation based on the potential publication bias within the

analysed studies focusing on the FMD and MFR models output f1-score levels.

The developed meta-analysis is conducted using the PRISMA protocol developed by Liberati et
al. (2009). The PRISMA protocol is utilised due to its ability to enhance inclusiveness and foster
greater uniformity in systematic reviews (Sarkis-Onofre et al. 2021). This chapter offers a
comprehensive account of the methodologies employed in conducting and documenting the meta-

analysis, along with a detailed demonstration of the derived statistical outcomes.
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3.2. Search Strategy

The search string below was formulated and executed on the Web of Science publication platform.
By implementing the comprehensive PRISMA checklist, a meticulously crafted search strategy
was developed. A thorough and expansive exploration was conducted, using the robust capabilities
of the Web of Science database to pinpoint research papers of potential relevance. An evaluation
based on the different methods and approaches identified to find the different models developed
for FMD and MFR have been extracted from published literature articles. These articles were
written in English between the years of 2019, when the COVID-19 pandemic became the focal
point of all research to December 2023 (Lipworth, Chan and Kuo 2020). The following search

string query was applied to extract all relevant published papers from the respective database.

/((Face Mask Detection®* OR Mask Detection™) OR (Masked Face Recognition™® OR Face\
recognition with a mask on) OR (Face Mask Detection® OR Mask Detection®* AND Masked
Face Recognition™® OR Face recognition with a mask on) AND (Machine Learning™* OR Deep
Learning®)) (Title) and Article (Document Types) and English (Languages) and 2023 or

\2022 or 2021 or 2020 or 2019 (Publication Years)) /

The defined search query consisted of three main parts and was separated by ‘AND’ and ‘OR’
operators to retrieve the relevant studies related to FMD/MFR using machine learning or deep
learning. The first part of the search query focuses on identifying variations of FMD and MFR or
a combination of both. The second part inherently focuses on finding FMD and/or MFR using
machine learning and/or deep learning. The initial search yielded 900 research papers. After
applying a criteria based on articles written in English between the years of 2019 to 2023, the
initial pool of 900 papers underwent refinement, resulting in a final selection of 561 eligible papers
for the meta-analysis. Finally based on the search criteria pertaining to the relevance of the study,
a search criterion was developed. Ultimately, a total of 72 papers were considered for the meta-
analysis based on the developed criterion depicted in Table 3. 1. Through the utilisation of the
process flow diagram (Olugbara et al. 2021) depicted in Figure 3. 1, the systematic literature search

is perceived.
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Figure 3. 1: PRISMA Protocol for FMD and MFR Models.
3.3. Selection Criteria

To ensure the most appropriate research papers were selected, an inclusion and exclusion criteria
was introduced as depicted in 7able 3. 1. The thorough automatic extraction of publications from
the Web of Science database were guided by the created search query. The authors name, title of
the research paper, abstract, year of publication and the journal name were extracted and outputted
to a Microsoft Excel Spreadsheet for utilisation. Each publication was manually screened where
the results were separated into FMD and MFR, based on the guided selection criteria highlighted

i Zable 3. 1. The final selected research papers were chosen to identify both past and current



trends in the development of FMD and MFR models that utilised machine learning and/or deep

learning techniques.

Table 3. 1: An Exclusion and Inclusion Criteria

ID Criteria
Exclusion Criteria

EC1. | Papers that are not written in the English language.

EC2. Papers that do not report an f1-score/measure, recall/sensitivity, and precision
numeric values in the proposed study.

EC3. Papers that do not involve a direct contribution toward the field of FMD or MFR
detection, identification, and classification.

EC4. Conference papers, survey papers, and reviews.

ECS5.  Papers that do not directly relate to the proposed study of FMD, MFR or a
combination of both.

EC6. Papers that do not use deep learning or machine learning approaches.

EC7. @ Papers that do not report a sample size.

ID Criteria
Inclusion Criteria

IC1. | Papers that have been published in English.

IC2.  Papers that accurately reported on the fl-score/measure, recall/sensitivity, and
precision numeric values for the proposed study.

IC3. | Papers that are inherently associated with the relevant field of research (i.e., FMD
and MFR).

IC4.  Papers that utilise machine learning or deep learning

ICS. | Papers that report the sample size of the proposed study.

3.4. Data Extraction

In order to extract the most pertinent information that contributes to the final meta-analysis, Table
3. 2 provides the necessary data and information required. The general information is automatically
extracted based on the relevant publication details which include the title, author, country of
publication, and the publication year for each conducted study. The description of the study
contains attributes such as the FMD and MFR approach, FMD and MFR models, model type,
FMD and MFR methods, number of datasets, dataset names, sample information, sample sizes,
accuracy, precision, recall/sensitivity, and fl-score/fl-measure. The general information is
acquired through an initial screening of the papers, while details pertinent to the description of the

study are meticulously collected through thorough reading and an examination of the existing
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studies. After careful extraction of the desired research papers, a database was established
consisting of 17 rows populated with a mixture of both quantitative and qualitative data. Therefore,
the final meta-analysis consists of a matrix with 17 columns and 75 rows based on FMD and MFR
models and methods. Despite the narrowed search consisting of 72 research papers, the studies
were divided into FMD and MFR categories as stated in the inclusion criteria. Among the 72
papers only three research studies developed models for both FMD and MFR in combination.
Hence, these three research studies were separated accordingly based on their relevant category.
Therefore, the outcome displays a total of 75 papers. In the interest of providing the meta-analysis
review of included studies which can be identified in Annexure A, only 15 columns are displayed

to highlight the pertinent columns necessary for the presentation of chapter three.

Table 3. 2: Created Database Fields for Extracting Meta-Analysis Information

# Extraction Elements Contents

General Information

1 Title Title of the article. Text

2 Author Credited authors of the article. Text

3 Study Label Quantifying a study by assigning it a Text
numerical value for the purpose of counting.

4 Country Country of publication. Text

5 Year Year of publication. Numeric

Description of the Study

6 FMD and MFR Approach [ Supervised Classes
O Semi-supervised

7 FMD and MFR Models Variation of models ranging from machine
learning to deep learning.

8 Model Type O Face Mask Detection(find) Classes
O Masked Facial Recognition(mfr)
9 FMD and MFR Method O Deep Leaming Classes

[0 Machine Learning
O Transfer and Deep Learning
O Machine Learning and Deep Learning

10 Number of Datasets The quantity of datasets employed for the Numeric
evaluation of the study.

11 Dataset Names A list of datasets used for the evaluation of Text
the studies.

12 Sample Information The number of images utilised for each Text
dataset.

13 Sample Size The number of data/images utilised for Numeric
evaluation.

14 Accuracy The average accuracy for the resulted studies. = Numeric
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15 Precision The average precision for the resulted studies. Numeric
16 Recall/Sensitivity The average recall for the resulted studies. Numeric

17 F1-Score/F1-Measure The average fl-score for the resulted studies. =~ Numeric

3.5. Data Synthesis

Conducting data synthesis stands as an essential undertaking necessary for executing a statistical
examination based on the extracted metadata (Sarkis-Onofre ef al. 2021). The analysis involves
utilising a set of meta tools, including a meta set, meta summarisation, meta-Galbraith, meta forest
plot, meta funnel plot, and meta regress, all within the framework of the Stata software, version
18 (StataCorp 2023). This framework is a versatile and programmable statistical software package.
The Stata software framework offers a collection of commands tailored for a comprehensive meta-
analysis. This software is commonly used among researchers for conducting a meta-analysis (van
den Berg, Lansu and Cillessen 2020; Borenstein 2022; Hodges ef al. 2023). In this investigation,
an examination of FMD and MFR models were undertaken, utilising meta-analytical techniques
mn order to calculate the impact of each individual study as well as the aggregated effect size

derived from the entire set of included studies.

3.5.1. Computing Effect Sizes

In this study, the computation of effect sizes for each primary study and the collective effect size
utilising gathered data on FMD and MFR is conducted. Employing the random-effects model in
the meta-analysis facilitated a broader conclusion, accommodating the diverse characteristics
present across the sampled studies (Hedges and Vevea, 1998). Given the array of segmentation
approaches and methods observed in published articles across various image sets, the adoption of
the random-effects model was considered fitting. A graphical illustration based on the effect sizes
were achieved through the utilisation of a forest plot diagram, illustrating the distribution of
mndividual study effects around zero and the pooled effect size (Olugbara et al.,, 2021).
Additionally, the Galbraith plot was utilised to graphically present the meta-analysis results,
offering insights into study-specific effect sizes, and assessing heterogeneity among them

(Galbraith, 1990).
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3.5.2. Detecting Statistical Heterogeneity

Across the diverse research studies included in this analysis, heterogeneity refers to differences in
the results of the studies. It provides the observed differences in results beyond what could be
expected by chance and are indicative of the degree to which they are outside the norm (Borenstein
et al. 2019). It is possible to discern whether effect sizes are consistent or diverse by measuring
heterogeneity using measures like 1> and Tau?. Managing heterogeneity is essential for precision
in interpreting meta-analysis findings and may entail employing subgroup analyses or
incorporating the random-effects model to accommodate diverse study variations (Borenstein et

al. 2019; Mohan and Adler 2019).

3.5.3. Conducting Moderator Analysis

Uncovering the origins of heterogeneity is facilitated through moderator analysis, a commonly
employed method aimed at testing factors influencing statistical heterogeneity in research and
resolving conflicting findings in the literature (Smithson, 2018). While statistical heterogeneity
metrics offer a global measure of variation, they often fail to pinpoint specific sources of
heterogeneity. Consequently, the imperative for moderator analysis arises to describe the
underlying causes of heterogeneity and provide a deeper understanding of the research within its
context. In order to perform the moderator analysis, the subgroup analysis and the meta regression
is utilised (Borenstein 2022). To facilitate the accurate evaluation of how the subsets of data
compare to each other, the subgroup analysis is utilised in which data is divided into smaller groups
to form the subgroup analysis. Within the context of this research, the subgroup analysis is
executed. The subgroup therefore consist of the model type based on specific categories which
include, FMD and MFR, and the FMD and MFR method that consist of categories including deep
learning, machine learning, transfer and deep learning, and machine and deep learning. This
approach aimed to delve into the diversity among the studies and explore potential heterogeneity
in their findings (Smith et al., 2020). Single variable regression analysis is conducted on variables
such as publication year, number of datasets, and number of images to explore potential sources
of inter-study heterogeneity. Meta-regression is then employed to investigate the underlying

factors contributing to this heterogeneity.
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3.5.4. Examining Publication Bias

The phenomenon of publication bias occurs when the results of research are used to influence the
decision to publish a study, which favours those whose results are positive (Andrews and Kasy
2019). Inherently, this type of bias results in an incomplete representation of research evidence,
since inconclusive or negative findings in the respective research field is less likely to be published
to read. Thus, systematic reviews and the meta-analysis may be inherently unreliable if these
factors distort the overall understanding of a research topic (Van Aert, Wicherts and Van Assen
2019). In this research study, using the funnel plot (Godavitarne ef al. 2018), publication bias can
be visually examined (Marks-Anglin and Chen 2020). It is important to note that a visual
representation of publication bias using a funnel plot is very subjective in nature. Through the
adoption of a statistical method such as the Egger linear statistical regression test (Crocetti 2016),
any underlying publication bias can be determined. Hence, a second test is conducted using

statistical facts to determine the prevalence of any publication bias within this research.

3.6. Summarisation of Results

After conducting a meta-analysis based on the random effects model, the results of the 75 studies
(i.e., 72 studies inclusive of the three separated previously combined studies) have been
synthesised to form a quantitative set of results. This set of quantitative results are used to uncover
the publication biases, heterogeneity of a statistical nature and the computed effect sizes. The meta-
analysis is therefore built on the basis of the following evaluation metrics, namely the fl-score
which can be calculated based on the precision and recall as well as the standard error of the effect

size to estimate the performance of the model and method types identified.

3.6.1. Meta-Analysis Study Summary

In this meta-analysis summary depicted in 7able 3. 3, using a random-effects model
(DerSimonian-Laird method) with 75 studies, the overall effect size (Theta) is 2.231 with a 95%
confidence interval of [0.839, 3.624]. The heterogeneity measures include Tau? of 7.6332, I? of
21.18%, and H? of 1.27. Individual study effect sizes, confidence intervals, and weights are
presented, with the test of Theta indicating a z-value of 3.14. The test of homogeneity (Q) yielded
a chi-squared value of 93.88 with a p-value of 0.0017, suggesting notable heterogeneity among
the studies. The p-value for the test of Theta = 0 is less than 0.05, indicating a significant overall

effect.
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Table 3. 3: Meta-Analysis Study Summary

Meta-Analysis Summary Random-Effects Model, Metod: DerSimonian-Laird

Study

Study 1 (Al-Dmour et al. 2023)

Study 2 (Al-Dmour et al. 2023)

Study 3 (Su et al. 2022)

Study 4 (Hu ef al. 2022)

Study 5 (Ilyas and Ahmad 2022)

Study 6 ( Kumar 2023)

Study 7 (Ullah et al. 2022)

Study 8 (Ullah et al. 2022)

Study 9 (Naseri, Kurnaz and Farhan 2023)
Study 10 (Balasubramanian, Ramyadevi and Geetha
2023)

Study 11 (Hussain et al. 2022)

Study 12 (Pham. Nguyen and Huh 2023)
Study 13 (Yu et al. 2023)

Study 14 (Bania 2023)

Study 15 (Habib et al. 2022)

Study 16 (Sethi, Kathuria and Kaushik 2021)
Study 17 (Kumar et al. 2022)

Study 18 (Kamil et al. 2023)

Study 19 (Loey et al. 2021)

Study 20 (Bhaik et al. 2021)

Study 21 (Hussain et al. 2021)

Study 22 (Ozyurt, Mira and Coban 2022)
Study 23 (Xu et al. 2023)

Study 24 (Kowalczyk, Sobotka and Ruminski 2023)
Study 25 (SUNNETCI et al. 2023)

Study 26 (Ottakath et al. 2022)

Study 27 (Yahya et al. 2021)

Study 28 (Yu and Zhang 2021)

Study 29 (Zhao, Zou, and Wu 2023)

Study 30 (Goyal et al. 2022)

Study 31 (Glowacka and Ruminski 2021)
Study 32 (Kumar et al. 2021)

Study 33 (Sharma, Gautam, and Singh 2023)
Study 34 (Umer et al. 2023)

Study 35 (Chen et al. 2023)

Study 36 (Kumar, Kalia and Kalia 2022)
Study 37 (Rafidison et al. 2023)

Study 38 (Kumar et al. 2021)
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Effect Size
-0.158
-0.158
-2.313
18.036
2.282
21.408
2.983
2.983
-4.24
2.032

-0.751
12.205
9.750
3.014
3.024
0.048
-0.541
3.530
0.572
-0.796
-2.025
-0.541
0.144
0.217
1.304
1.450
8.251
-2.699
-0.461
-1.023
3.068
16.994
19.034
-2.114
-8.481
19.782
-1.974
16.994

[95% conf.
-12.572
-12.572
-14.372
5972
-10.357
8.953
-8.321
-8.321
-15.795
-10.259

-13.089
3.732
2.591
-9.645
-9.636
-12.039
-13.192
-3.198
-11.974
-11.216
-14.059
-11.608
-10.101
-9.834
-11.270
-9.808
-15.309
-15.594
-11.610
-13.175
-18.869
6.551
7.463
-14.216
-17.063
7.220
-10.925
6.551

Number of Studies: 75

Heterogeneity:
Tau® = 7.6332

12 (%) =21.18
H2=1.27
Interval] % weight
12.256 1.06
12.256 1.06
9.746 1.11
30.099 1.11
14.921 1.03
33.863 1.05
14.287 1.23
14.287 1.23
6.946 1.22
14.323 1.07
11.588 1.07
20.679 1.92
16.908 241
15.672 1.02
15.684 1.02
12.135 1.10
12.109 1.02
10.258 2.60
13.119 1.04
9.623 1.41
10.008 1.11
10.526 1.28
10.389 1.44
10.269 1.49
13.878 1.03
12.707 1.24
31.810 0.33
10.196 0.99
10.687 1.26
11.130 1.10
25.004 0.38
27.436 1.40
30.605 1.19
9.988 1.10
0.101 1.88
32.344 1.04
6.976 1.77
27.436 1.40



Study 39 (Jayaswal and Dixit 2023) -1.574 -13.415 10.267 1.14

Study 40 (Farman et al. 2022) -1.023 -13.175 11.130 1.10
Study 41 (Dewi and Chen 2022) -1.447 -14.427 11.553 0.98
Study 42 (Kumar and Bansal 2023) 1.654 -10.645 13.954 1.07
Study 43 (Balasubaramanian et al. 2023) -0.563 -10.591 9.465 1.49
Study 44 (Walia et al. 2021) 11.245 -5.727 28.216 0.61
Study 45 (Nagrath et al. 2021) -2.688 -11.947 6.572 1.68
Study 46 (Said 2020) -0.591 -11.937 10.756 1.23
Study 47 (Teboulbi et al. 2021) 0.572 -11.974 13.119 1.04
Study 48 (Sheikh and Zafar 2023) -1.644 -11.585 8.296 1.51
Study 49 (Benifa et al. 2023) 1.575 -11.110 14.260 1.02
Study 50 (Marwa and Kais 2022) -0.015 -8.695 8.665 1.85
Study 51 (Wang, Li, and Zou 2023) 3.635 -8.169 15.440 1.15
Study 52 (Pann and Lee 2022) -2.459 -15.132 10.214 1.02
Study 53 (Cimmino et al. 2022) 15.651 2.154 29.148 0.92
Study 54 (Al-Rammahi 2022) 0.572 -11.974 13.119 1.04
Study 55 (Fazeli Ardekani, Tale and Parseh 2023) 0.572 -11.974 13.119 1.04
Study 56 (Chen et al. 2022) -1.951 -10.446 6.544 1.91
Study 57 (Mahmoud, Alharbi and Alghamdi 2022) 13.022 -11.397 37.440 0.31
Study 58 (Yu et al. 2023) 9.750 2.591 16.908 2.41
Study 59 (Peng et al. 2023) -1.121 -12.122 9.880 1.29
Study 60 (Manzoor et al. 2022) -0.796 -9.207 7.616 1.94
Study 61 (Talahua et al. 2021) 3.025 -9.167 15.218 1.09
Study 62 (Talahua et al. 2021) 3.025 -9.167 15.218 1.09
Study 63 (Kumar et al. 2023) -1.571 13.665 10.522 1.10
Study 64 (Mar-Cupido et al. 2022) 0.002 -12.099 12.102 1.10
Study 65 (Hu et al. 2023) -0.697 -6.282 4.888 3.20
Study 66 (Akingbesote et al. 2023) -1.500 -11.538 8.539 1.49
Study 67 (Wang et al. 2023) 2.628 -3.769 9.026 2.76
Study 68 (Guo et al. 2022) 0.596 -8.302 9.494 1.79
Study 69 (Yang et al. 2022) -2.493 -14.161 9.175 1.17
Study 70 (Zia et al. 2022) 12.663 0.602 24.725 1.11
Study 71 (Hung 2023) -3.395 -13.305 6.514 1.52
Study 72 (Rahmani et al. 2022) 0.572 -11.974 13.119 1.04
Study 73 (Asghar et al. 2022) -1.594 -10.449 7.261 1.80
Study 74 (Meivel et al. 2022) -0.051 -5.219 5.118 3.46
Study 75 (Wang, Zhao, and Chen 2021) -0.438 -11.273 10.396 1.32
Theta 2.231 0.839 3.624

Test of Theta=0: z=3.14 Prob > |z| = 0.0017
Test of homogeneity = Q = chi’(74) = 93.88 Prob > Q =0.0593
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3.6.1.1.  The Forest Plot

As illustrated in Figure 3. 2, a forest plot diagram is used to represent the weight, confidence
interval, effect size and study derived from the meta-analysis. To visually display the results of
multiple studies on one scale, forest plots are commonly used in the meta-analysis. The aim of
conducting a forest plot diagram is to provide a comprehensive overview of individual study
estimates, overall effect sizes, and the confidence intervals associated with them (Andrade 2020).
An intervention or exposure can be evaluated by comparing study outcomes in the forest plot
diagram, identifying heterogeneity, and identifying the overall impact. Hence, using the forest plot,
complex data can be synthesised and interpreted from a diverse range of studies in a clear and
concise manner since each study is represented as a line or square, and the combined effect as a

diamond (Andrade 2020).
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Effect size WWeight
Study with 95% CI (%)
Study 1 — -0.16 [ -12.57, 12.26] 1.06
Study 2 —= -0.16 [ -12.57, 12.26] 1.06
Study 3 —_— -2.31 [ -14.37, 9.75] 1.11
Study 4 - 18.04[ 5.97, 30.10] 1.11
Study 5 —.—— 2.28 [ -10.36, 14.92] 1.03
Study 6 —-— 21.41[ 895, 33.86] 1.05
Study 7 —_— - 2.98[ -8.32, 14.29] 1.23
Study 8 —_ 298 -8.32, 14.29] 1.23
Study 9 —-— -4.42[-15.79, 6.95] 1.22
Study 10 —.—— 2.03[-10.26, 14.32] 1.07
Study 11 — - -0.75[-13.09, 11.59] 1.07
Study 12 — - 12.21 [ 3.73. 20.68] 1.92
Study 13 —a.—— 9.75[ 2.59, 16.91] 2.41
Study 14 —-—— 3.01[ -9.64, 15.67] 1.02
Study 15 — - 3.02[ -9.64, 15.68] 1.02
Study 16 —_— 0.05[ -12.04, 12.14] 1.10
Study 17 —_—] -0.54 [ -13.19, 12.11] 1.02
Study 18 —- 3.53[ -3.20, 10.26] 2.60
Study 19 —m 0.57 [ -11.97, 13.12] 1.04
Study 20 s e— -0.80[-11.22, 9.62] 1.41
Study 21 —_—-— -2.03[-14.06, 10.01] 1.11
Study 22 — - -0.54 [ -11.61, 10.53] 1.28
Study 23 —-— 0.14 [ -10.10, 10.39] 1.44
Study 24 —— 0.22[ -9.83, 10.27] 1.49
Study 25 _— 1.30[-11.27, 13.88] 1.03
Study 26 —= 1.45[ -9.81, 12.71] 1.24
Study 27 8.25[-16.31, 31.81] 0.33
Study 28 — - -2.70 [ -15.59, 10.20] 0.99
Study 29 R -0.46[-11.61, 10.69] 1.26
Study 30 —-— -1.02 [ -13.17, 11.13] 1.10
Study 31 3.07 [ -18.87, 25.00] 0.38
Study 32 — - 16.99 [ 6.55, 27.44] 1.40
Study 33 —_— 19.03[ 7.46, 30.61] 1.19
Study 34 —- -2.11 [ -14.22, 9.99] 1.10
Study 35 —- -8.48 [ -17.06, 0©0.10] 1.88
Study 36 —_——— 19.78 [ 7.22, 32.34] 1.04
Study 37 .| -1.97 [ -10.92, 6.98] 1.77
Study 38 —- 16.99 [ 6.55, 27.44] 1.40
Study 39 —- -1.57 [-13.41, 10.27] 1.14
Study 40 - -1.02 [-13.17, 11.13] 1.10
Study 41 —_—-— -1.45 [ -14.43, 11.53] 0.98
Study 42 —= 1.65[-10.65, 13.95] 1.07
Study 43 — - -0.56 [ -10.59, 9©9.46] 1.49
Study 44 —_— - 11.24 [ -5.73, 28.22] 0.61
Study 45 —- -2.68[-11.95, 6.57] 1.68
Study 46 —_— -0.59 [ -11.94, 10.76] 1.23
Study 47 —m 0.57 [ -11.97, 13.12] 1.04
Study 48 —- -1.64 [-11.58, 8.30] 1.51
Study 49 —_ 1.58[-11.11. 14.26] 1.02
Study 50 —- -0.02[ -8.70, 8.66] 1.85
Study 51 — - 3.64[ -8.17, 1544] 1.15
Study 52 —- -2.46 [ -15.13, 10.21] 1.02
Study 53 —-— 15.865[ 2.15, 28.15] 0.92
Study 54 —m 0.57 [ -11.97, 13.12] 1.04
Study 55 e — 0.57 [ -11.97, 13.12] 1.04
Study 56 —- -1.95 [ -10.45, 6.54] 1.91
Study 57 13.02 [ -11.40, 37.44] 0.31
Study 58 —-.—— 9.75[ 2.59. 16.91] 2.41
Study 59 —-— -1.12[-12.12, ©9.88] 1.29
Study 60 — - -0.80[ -9.21, 7.62] 1.94
Study 61 — - 3.03[ -9.17. 15.22] 1.09
Study 62 —_— - 3.03[ -9.17, 15.22] 1.09
Study 63 —- -1.57 [ -13.66, 10.52] 1.10
Study 64 —- 0.00 [ -12.10, 12.10] 1.10
Study 65 -0.70[ -6.28, 4.89] 3.20
Study 66 -1.50 [ -11.54, 8.54] 1.49
Study 67 2.63[ -3.77, 9.03] 2.76
Study 68 ——— 0.60 [ -8.30, 9.49] 1.79
Study 69 —— -2.49 [ -14.16, 9.17] 1.17
Study 70 - 12.66 [ 0.60, 24.72] 1.11
Study 71 —-— -3.40 [ -13.31, 6.51] 1.52
Study 72 —m 0.57 [ -11.97, 13.12] 1.04
Study 73 —- -1.58 [ -10.45, 7.26] 1.80
Study 74 e -0.05[ -5.22, 5.12] 3.46
Study 75 —_—— -0.44 [ -11.27, 10.40] 1.32
Owverall {’ 2.23[ 0.84, 3.62]
Heterogeneity: 7° = 7.63, I° = 21.18%, H® = 1.27
Test of B, = 8;: Q(74) = 93.88. p = 0.06
Testof 8 =0: z=3.14, p = 0.00

Random-effects DerSimonian—Laird model

Figure 3. 2: Forest Plot Diagram
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Through the implementation of the Galbraith plot as illustrated in Figure 3. 3, a summarisation

of the meta-analysis results is conducted.

3.6.1.2.  The Galbraith Plot

On the Galbraith plot, the x-axis represents the reciprocal of the standard error (z-score), while the
y-axis showcases the ratio of the effect size to the standard error. In this plot each dot represents a
single study of the 75 studies while the regression line cuts through the plot midpoint. As depicted
in the plot below, the red line of inference which is used to represent the slope of regression is
equal to 2.231, indicating the overall effect size. Studies falling beyond the shaded region of the
95% confidence interval emphasise significant diversity in the findings, indicating a notable degree
of heterogeneity identified. Within the 75 studies, 66 studies (88%) fall within the grey shaded
region while only nine studies (12%) in this meta-analysis fall out of the grey shaded region. This
indicates a relatively low or weak heterogeneity. The Galbraith plot displays studies that exhibit
greater precision as they extend further from the y-axis. In this investigation, all studies diverge
from the y-axis, indicating varying levels of precision. Furthermore, heightened precision is
associated with studies positioned to the right on the x-axis. Notably, nine studies extend beyond

the defined region on the Galbraith plot, hinting at their potential contribution to the observed

heterogeneity.
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Figure 3. 3: Galbraith Plot Diagram
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3.6.2. Subgroup Analysis for Different Approach Comparisons

In the context of this study, the subgroups utilised refer to the distinct categories or classifications
within the dataset that were analysed separately to explore potential differences or patterns. These
subgroups were defined based on specific characteristics, such as model type (Face Mask
Detection (FMD) and Masked Facial Recognition (MFR)) and methodological approach (Deep
Learning, Machine Learning, Machine and Deep Learning, and Deep and Transfer Learning).
Analysing the aforementioned subgroups allow for a more refined examination of the data, thus
providing insight into how different factors may influence the outcomes or effects observed in the

meta-analysis.

In this subgroup analysis comparing different approaches, the meta-analysis summary as displayed
in Table 3. 4 and Figure 3. 4, include a total of 75 studies grouped by model type and method. For
the model type, there are 64 studies in the fmd category with an effect size of 2.453 and a 95%
confidence interval of [0.883, 4.023], yielding a significant p-value of 0.002. In the mfr category,
there are 11 studies with an effect size of 0.839 and a confidence interval of [-2.457, 4.134], with
a non-significant p-value of 0.618. Regarding the method, Deep Learning comprises of 60 studies
with an effect size of 2.735 and a significant p-value of 0.001. Machine Learning, represented by
two (2) studies, show an effect size of 8.120 with a confidence interval of [-3.403, 19.643] and a
non-significant p-value of 0.167. Machine Learning and Deep Learning combined in four (4)
studies have an effect size of 0.806, a confidence interval of [-4.766, 6.378], and a non-significant
p-value of 0.777. Transfer Learning and Deep Learning, with nine (9) studies, exhibit an effect
size of -1.821 and a confidence interval of [-5.349, 1.706], with a non-significant p-value of 0.312.
The overall analysis, represented by theta, indicates an effect size of 2.231 with a confidence
interval of [0.836, 3.624] and a significant p-value of 0.002. This subgroup analysis provides

insights into the varying effects across different model types and methods in the meta-analysis.
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Table 3. 4: Subgroup Analysis.

Group Number | Effect [95% conf. Interval] p-value
of Size
Studies
Model Type
64 2453 0.883 4.023 0.002
fimd
11 0.839 -2.457 4.134 0.618
mfr
Method
Deep Learning 60 2.735 1.104 4.366 0.001
Machine Learning 2 8.120 -3.403 19.643 0.167
Machine Learning and Deep Learning = 4 0.806 -4.766 6.378 0.777
Transfer Learning and Deep Learning = 9 -1.821 -5.349 1.706 0312
Overall
Theta 75 2.231 0.836 3.624 0.002

The forest plot subgroup analysis provides a visual representation of the effect sizes and
corresponding confidence intervals for different subgroups within this research study. By
categorising studies based on key variables such as the FMD and MFR model type or
methodological approach with deep learning, machine learning, machine and deep learning, and
transfer and deep learning, the forest plot offers insights into how these factors influence the overall
findings of the meta-analysis. This analysis allows for a comprehensive exploration of the
heterogeneity and variability observed across subgroups, providing an enhanced understanding of

the relationships under investigation within context of the research.

Effect size
Study K with 95% CI p-value
ModelType
fmd 64 £ 245 0.88, 4.02] 0.002
mfr 11 e - 0.84[-2.46, 4.13] 0.618
Test of group differences: Q. (1) = 0.75, p = 0.39
Method
Deep Learning 60 —f— 274 1.10, 4.37] 0.001
Machine Learning 2 8.12 [ -3.40, 19.64] 0.167
Machine Learning and Deep Learning 4 S —— ) ——: 0.81[-4.77, 6.38] 0777
Transfer Learning and Deep Learning 9 ——— -1.82[-5.35, 1.71] 0.312
Test of group differences: Q.(3) = 6.54, p = 0.09
Overall - 2.23[ 0.84, 3.62] 0.002
Heterogeneity: 1° = 7.63. I’ = 21.18%. H® = 1.27
Test of B, = 6;: Q(74) = 93.88. p = 0.06
-10 0 10 20
Randome-effects DerSimonian—Laird model

Figure 3. 4: Forest Plot Sub-Group Analysis
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3.6.3. Meta Regression

The identification of statistical heterogeneity within the subgroup analysis prompts a deeper
exploration of potential moderators through meta-regression analysis. Within this analytical
framework, key variables including publication year, methodological techniques, dataset sizes, and
image quantities are closely reviewed to uncover underlying factors driving the observed
variability. This notable heterogeneity may arise from diverse sources, across variations in dataset
sizes, methodological approaches, and temporal factors influencing study publication. Through a
detailed examination in Table 3. 5 and Table 3. 6, the meta-regression findings reveal crucial
moderators shaping heterogeneity, with statistically significant revelations by providing insight

based on the influence of specific variables, such as image quantities, on effect sizes.

3.6.3.1.  Statistical Heterogeneity Summary

In the analysis of heterogeneity across different model types and methods as illustrated in Table 3.
5, notable variations are observed. For the find model type, encompassing 63 degrees of freedom,
the Q statistic is 86.84 with a p-value of 0.025, indicating significant heterogeneity (I> = 27.45%).
Conversely, the mfr model type, with 10 degrees of freedom, shows a non-significant Q statistic
(6.32, p = 0.787) and no observed heterogeneity (I*> = 0.00%). Among methods, Deep Learning
exhibits significant heterogeneity (Q = 80.79, p = 0.031, I? = 26.97%), while Machine Learning,
represented by a single study, displays substantial heterogeneity (Q =2.48, p=0.115, >=59.70%).
Machine Learning and Deep Learning together, as well as Transfer Learning and Deep Learning,
both show no significant heterogeneity (p > 0.05). Overall, across all studies, the Q statistic is
93.88 with a p-value of 0.059, indicating potential significant heterogeneity (I> = 21.18%). This
comprehensive heterogeneity summary underlines the need for careful consideration of variability

in effect sizes across different model types and methods in the meta-analysis.
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Table 3. 5: Statistical Heterogeneity Summary

Group af Q P>Q Tauw® %I* H?
Model Type

63 | 86.84 0.025 | 10.601 2745 | 1.38
Fmd

10 | 6.32 0.787  0.000 | 0.00 1.00
Mifr
Method
Deep Learning 59 | 80.79 0.031 10.550 2697 @ 1.37
Machine Learning 1 248 0.115 | 43.853 | 59.70 ' 2.48
Machine Learning and Deep Learning 3 0.09 0993 0.000 @ 0.00 1.00
Transfer Learning and Deep Learning 8 3.40 0.907 | 0.000 | 0.00 1.00

Overall
74 | 93.88 0.059 7.632 | 21.18 1.27

The test of groups’ differences is then used to compare the effect sizes between the different

subgroups within the data.

3.6.3.2.  Tests of Groups’ Differences

In examining differences between model types and methods as depicted in 7able 3. 6, the test
results reveal no significant variations in effect sizes among model types (df=1,Q b=0.75,p=
0.386). Similarly, for methods, the test with three (3) degrees of freedom yields a Q b value of

6.54 with a p-value of 0.088, suggesting no statistically significant differences in effect sizes.

Table 3. 6: Tests of Groups Differences

df Qb P>Qb
Model Type 1 0.75 0.386
Method 3 6.54 0.088

These findings therefore indicate a comparable impact across different model types and methods

in the meta-analysis, supporting the consistency of results within these subgroup categories.

3.6.4. Publication Bias

As outlined in the preceding section pertaining to the examination of publication bias, Figure 3. 5
and Table 3. 7 are employed to provide both visual and statistical representations of this
occurrence. Using the funnel plot, publication bias can be visually examined. In addition, through
the adoption of the Egger linear statistical regression test, a statistical fact representation based on

the underlying publication bias can be determined.
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3.6.4.1. The Contour Enhanced Funnel Plot

The funnel plot is utilised to provide insight into any potential publication bias that is prevalent in
the research study. As illustrated in Figure 3. 5, the funnel plot presents a clear asymmetrical
distribution of studies which indicates a level of publication bias prevalent. The detection of studies
beyond the triangular region suggests the likelihood of publication bias in the research. The vertical
line signifies the combined effect size, while the diagonal lines define the 95% confidence interval

in the analysis.

Contour-enhanced funnel plot
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o B 5% <p<10%
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2 *  Studies
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T T T T T
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Effect size

Figure 3. 5: Contour Enhanced Funnel Plot Diagram

Using Egger’s test (Crocetti 2016) as depicted in Table 3. 7, a more accurate representation of

whether there is any publication bias present using statistical analysis is presented.

3.6.4.2. Egger Linear Statistical Regression Test

The Egger test is used to assess whether there is a significant deviation from zero in the association
between the effect size estimate and standard error (Page ef al. 2021). In order to determine the
statistical significance for publication bias, 0.05 was chosen for the p value and can be denoted as
p <0.05. Based on the p-value of 0.3297 obtained from the Egger test, it is evident that there is no
form of publication bias since 0.3297 is greater than 0.05. Therefore, it is evident that the funnel
plot diagram suggested evidence of initial publication bias, however after conducting Egger’s

quantitative statistical analysis test, it was clear and revealed non-significance, indicating the
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efficacy of the study selection criteria. Hence, this indicates that asymmetry in the funnel plot may
stem from factors such as sample size within the studies datasets rather than publication bias,

emphasising the importance of a rigorous study inclusion criteria (Page et al. 2021).

Table 3. 7: Egger's Test

Regression-based Egger test for small-study effects
Random-effects model

Method: DerSimonian-Laird

HO: betal = ©; No small- study effects

betal = 0.51
SE of betal = 0.525
Z= 097

Prob > [z| = 0.3297

3.7. Discussion and Findings

After conducting a meta-analysis based on the 72 studies that met the inclusion and exclusion
criteria and were published between the years of 2019 to 2023, the following outcomes were
observed. The meta-analysis developed is based on identifying the current FMD and MFR models
utilised within the field of machine and deep learning. Incorporating the random effects model, the
meta-analysis revealed a presence of statistical heterogeneity among the effect sizes observed in
the analysed studies conducted. Within context of the Galbraith plot, only 12% of the studies fell
outside of the shaded region. This indicates a relatively low or weak heterogeneity. The primary
determinant for the source of heterogeneity is identified as the quantity of images employed for
performance evaluation. Notably, significant differences were observed in the number of images
utilised for validating FMD and MFR performance across the 72 studies. The number of images
utilised for each study varied from 400 in a single study to 1 000 000+ images within another
study. Therefore, before drawing conclusions about the performance quality of FMD and MFR, it
1s essential to thoroughly examine the number of images utilised for evaluation. This underscores
the significance of this aspect in ensuring a comprehensive assessment and an accurate
mnterpretation of results are conducted (AlGerafi ef al. 2023). Based on the conducted subgroup
analysis for FMD and MFR model types and methodological approaches, the noted heterogeneity
identified stems from the different sample sizes utilised through preference by each respective

author for FMD and MFR model performance.
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Using the funnel plot and Egger linear statistical regression test, the identification of publication
bias is determined. Initially after the funnel plot was visualised and findings were noted, the funnel
plot displayed a likelihood of publication bias in the research. A second test was then conducted
through the application of the Egger linear statistical regression test to determine the presence of
publication bias. Based on the conducted test, it is evident that there is no form of publication bias
since the p value is equal to 0.3297 which is greater than p > 0.05 (Page et al. 2021). This finding
further confirms the notion that asymmetry in the funnel plot does not solely arise from publication

bias but can be attributed to other factors, such as sample size (Borenstein et al. 2019).

3.8. Characteristics of Primary Studies

To discern trends and uncover patterns of the 75 meta-analysis studies, Figure 3. 6 to Figure 3. 12
are utilised to provide further insight into the popularity of certain methods. The insights into the
popularity of certain methods are conducted based on publication year, popularity of certain model
types by publication year, and model type popularity by percentage value throughout all four years.
In addition, it also provides insight into the approaches utilised by each study based on the number
of studies. This is also illustrated in a percentage format to provide an overall depiction.
Furthermore, a diagram is utilised to provide an overview based on the number of datasets used
per study and to provide insight into the commonly utilised datasets per study. Lastly, a graphical
map illustration is used to provide an overview and highlight the geographical based coverage of
the research papers that have been published and to determine where most of the papers have been

published.

3.8.1. Method Popularity by Publication Year

Figure 3. 6 highlights the trends in the reviewed publications from the years 2019 to 2023. Based
on Figure 3. 6, it is evident that there is an increase in the development of FMD and MFR models
with zero in 2019, one in 2020, 15 in 2021, and 29 in 2022. In the period of January to December
2023, a total of 30 studies were published. This marked a peak in research output for the year of
2023. Since the beginning of the COVID-19 pandemic, this deadly disease wreaked havoc causing
6 866 434 deaths worldwide according to the World Health Organisation (WHO) statistics (WHO
2023). This virus continues to spread despite the development and administration of vaccines to
several people worldwide. In the year 2023, there has been at least 41 702 deaths worldwide (WHO
2023). Hence, in 2023 there was a peaked interest in the methods utilised for the development of
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FMD and MFR models in order to mitigate and where possible eliminate this disease. Figure 3. 6
reveals evidence of a pronounced trend that highlights the prevalent methods utilised which 1s
predominantly the deep learning framework methodology. In comparison to the other methods
identified, deep learning emerges as the most utilised method with the highest number of 60
studies. Transfer learning and deep learning in conjunction also have the potential to become a
popular choice for FMD and MFR model development, however in 2023, deep learning having so

many research studies, proves to be the most suitable method for model development.
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Figure 3. 6: Method Popularity by Publication Year Graph

3.8.2. Model Type Popularity by Publication Year

Within the model type popularity by publication year, the model types can be compartmentalised
mnto two categories namely, FMD and MFR. Figure 3. 7 illustrates how these research studies have
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utilised the different model type methods throughout the years of 2019 to 2023. It is evident that
there 1s an increase in the development of FMD and MFR models with zero in 2019, one in 2020,
151 2021, and 29 in 2022. In the period of January to December 2023, a total of 30 studies were
published. This marked a peak in research output for the year of 2023. There is a significant
number of research studies that have been produced for FMD with 64 available studies and a total
of only 11 studies for MFR. Figure 3. 8 further illustrates that 85% of the research papers have
developed models for FMD and only 15% of the research papers have contributed toward the
development of MFR models. The surprisingly low number of studies developed for MFR present

the need for a research paper that can provide both a FMD and MFR model in combination.
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Figure 3. 7: Model Type Popularity by Publication Year Graph
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MODEL TYPE BY PERCENTAGE
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Figure 3. 8: Model Type Popularity by Percentage Graph
3.8.3. Approach by Number of Studies

Depicted in Figure 3. 9 and Figure 3. 10, out of 75 research papers that were identified for the
meta-analysis, 74 research papers (99%) utilised the supervised approach to develop their models.
Within the 75 papers, only one research paper (1%) presented a semi-supervised approach to
develop the respective research model. Given the significantly high number of research papers that
were published and utilised the supervised approach to develop the FMD or MFR model, this
research study utilises a supervised approach to develop the FMD and MFR model.
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Figure 3. 9: Approach by Number of Studies Graph
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Figure 3. 10: Approach by Number of Studies Percentage Value Graph
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3.8.4. Datasets by Number of Studies

It is evident that there is level of diversity in the choice of datasets and methods employed in the
field of FMD and MFR. Numerous image datasets were employed in the reviewed studies to assess
FMD and MFR model performance. Figure 3. 11 presents a host of datasets that were used in the
75 research studies. A total of 54 distinct datasets were employed to train, test, and assess model
performance. Within the 54 datasets, many of the reviewed studies used multiple datasets to review
the performance of the models, thus creating a total of 154 datasets. The datasets are colour coded
according to the number of times a dataset was used throughout the 75 studies. Throughout the
meta-analysis investigation, it was prevalent that a significant number of studies utilised variations
of a custom dataset that was developed for the purpose of testing the respective research models.
A total of 46 studies utilised some version of a custom dataset that was created specifically for
each research study. A total of eight studies utilised the RMFD dataset, and seven studies used the
MAFA dataset. The Witkowski’s Medical Mask, Pylmage Search Reader by Prajna Bhandary,
MaskedFaceNet, and Face Mask Detection Dataset by Larxel were each employed five times in
the respective studies. In addition, datasets such as the AIZOO, FMD dataset by Omkar Gurav,
LFW and Wider Face were utilised four times each in the respective studies. The remainder of the
studies utilised a total of three or less datasets each that were employed for a performance
assessment of the models. In total 47 out of the 75 studies utilised 10 000+ image that were
required to train the model. This amalgamation of datasets was aimed at enhancing the robustness
and generalisation of the existing literature models, a strategy that underscores the variety of

approaches undertaken in the field.
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DATASETS BY NUMBER OF STUDIES
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Figure 3. 11: Datasets by Number of Studies Graph
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3.8.5. Spatial Distribution of Research Papers

The graphical map illustrated in Figure 3. 12, is used to highlight the geographical based coverage
of the research papers that have been published. Furthermore, the red dot serves to emphasise the
prominence of countries with a substantial volume of published research papers. Countries that
contain three or more publications include, India (19), China (14), Pakistan (5), Saudi Arabia (5),
Tunisia (3), Malaysia (3), and Turkey (3). Based on the graph and research findings it is evident
that there were no papers published within the region of South Africa. Therefore, the absence of
published research papers based on FMD and MFR using CNN in South Africa emphasises a clear
research gap. Introducing a research study on this topic would provide valuable insights and
contribute to addressing a pertinent need in the region as well as providing an improved study

internationally.

AUSTRALIA

Figure 3. 12: Spatial Distribution of Research Papers
3.9. Conclusion

In recent years, the CNN has displayed immense success in computer vision and image processing
tasks aptly (Khan ez al. 2020). In demonstrating their robustness in visual data machine and deep
learning applications, there has been a success rate in the development of FMD and MFR models
as identified in several research papers (Islam er al. 2020; Mundial et al. 2020; Dharanesh and

Rattani 2021; Talahua et al. 2021; Ullah et al. 2022). While certain studies have reported instances
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of success, it is essential to acknowledge that a number of them have revealed shortcomings in

delivering fully developed FMD, MFR, or a combination of the respective models. The following

conclusive points encapsulate the limitations derived from the outcomes of current traditional

models employed in the context of FMD and MFR.

L

IL.

III.

IV.

The Local Binary Pattern Histogram (LBPH) is often sensitive to lighting conditions
making the model less robust in different environments that the model would be presented
with (Khurana, Chauhan and Singh 2020). In addition, the LBPH is also not suitable for
variations in facial angles making it unfit for FMD and MFR (Arya and Tiwari 2021;
Suhaimin et al. 2021).

In models such as You Only Look Once (YOLOV), real-time FMD and MFR applications
are difficult to implement due to computational complexity and resource limited devices.
In addition, YOLOV is not best suited for facial image recognition as it is primarily
designed for object detection and presents bad training estimates and provides a
generalisation for images that presents odd aspect ratios (Aswal et al. 2020; Mhadgut
2021). It therefore relies on numerous truth labels that are of high quality in order to train
the model to receive accurate results (Zhihuan et al. 2018).

Utilisation of the Visual Geometry Group (VGG) models are not optimised for FMD and
MEFR since it requires extensive training to implement the model (Wei et al. 2020). In
addition, it is often computationally expensive as it may be required to use in conjunction
with other models such as CNN to implement the application (Hariri 2022) and presents a
challenge when employed for real-time applications (Wei et al. 2020).

Methods such as Eigenface demand extensive image training to precisely identify a user's
face, a process acknowledged for its time-intensive nature (Kadhim, Jabber, & Hadi, 2019).
In the conducted experiments, the assessments were exclusively reliant on full frontal
perspectives of participants, posing challenges when users present varying facial angles to
the camera, especially in instances of substantial deviations (Kadhim, Jabber, & Hadi,
2019).

The Fisherface algorithm, known for its higher dimensionality and increased space
requirements (Reddy and Kumar, 2021), exhibits complexity in handling adverse factors

such as facial expressions and illumination issues during testing (Jayaswal and Dixit,
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2020). To achieve accurate results, this algorithm mandates the utilisation of an extensive

number of human face images for effective training (Zarei, 2018).

The meta-analysis illuminates key findings from the literature, providing further insight on

prevalent issues within context of FMD and MFR. These limitations encompass the following;

L

IL

III.

IV.

The literature highlights that the majority of the models focus mainly on either face mask
detection (Aswal et al. 2020; Islam et al. 2020; Yang et al. 2020; Abbasi, Abdi and Ahmadi
2021; Suhaimin et al. 2021; Hariri 2022) or masked facial recognition (Mundial et a/. 2020;
Wang et al. 2020; Damer et al. 2021; Hariri 2022) and do not cater for a combination of
both. A study by Kamil ef al. (2023) in the meta-analysis highlighted that the model was
only capable of FMD and not MFR, necessitating users to remove their masks for
recognition authentication, thereby compromising the effectiveness of both FMD and MFR
and posing a potential risk of spreading airborne diseases.

Both FMD and MFR models faced challenges in accurately detecting or recognising masks,
with some exhibiting difficulty in detection and recognition capabilities when presented
with adverse lighting conditions, resulting in extremely poor accuracy rates or inability to
detect a mask or recognise a masked individual (Islam ef al. 2020; Arya and Tiwari 2021,
Boulos 2021; Mhadgut 2021; Talahua ef al. 2021; Hussain ef al. 2022; Marwa and Kais
2022; Kumar and Bansal 2023).

When presented with a variation in angles of the human face both FMD and MFR models
faced challenges in effectively detecting masks or recognising masked individuals, often
exhibiting limitations in their ability to perform accurate detection and recognition tasks.
Thus, resulting in extremely poor accuracy rates or inability to detect or recognise masks
or masked face individuals (Islam et al. 2020; Alzu’bi et al. 2021; Boulos 2021; Yu and
Zhang 2021; Cimmino ef al. 2022; Kumar, Kalia and Kalia 2022; Pann and Lee 2022;
Jayaswal and Dixit 2023).

Further, the existing literature revealed that the accuracy rates of FMD and MFR models
can be improved significantly since a host of models produced an accuracy rate of 95%
and below (Kumar et al. 2021; Loey et al. 2021; Teboulbi et al. 2021; Guo et al. 2022;
Balasubaramanian et al. 2023; Benifa et al. 2023; Fazeli Ardekani, Tale and Parseh 2023;
Kwak and Kim 2023).
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VIL

Developing an efficient face mask detection and recognition model is crucial, given the
significant computational complexity and resource demands of existing models (Pann and
Lee 2022; Balasubramanian, Ramyadevi and Geetha 2023; Benifa ef al. 2023; Fazeli
Ardekani, Tale and Parseh 2023; Umer et al. 2023). Overcoming these challenges is
essential for effective performance under adverse conditions. Training times vary, ranging
from 1.5 hours for 12 epochs, 2.83 hours, 3.5 hours, 10 hours, to 26 hours for model training
(Yu and Zhang 2021; Kumar et al. 2023; Umer et al. 2023). Studies by (Gtowacka and
Ruminski 2021; Nagrath et al. 2021; Guo et al. 2022; Yang et al. 2022); Balasubaramanian
et al. (2023); (Peng et al. 2023; Rafidison et al. 2023) utilised epochs that ranged from 60
to 2000 that were required to train the respective models.

The FMD and MFR models struggle with detecting smaller faces and low-resolution
targets, often overlooking them. The models performances are affected by occlusions and
noise, impacting the overall quality. The presence of noise in images poses a challenge for
accurate detection and recognition, hindering model precision and introducing false
positives (Hussain et al. 2021; Talahua ef al. 2021; Yu and Zhang 2021; Mahmoud, Alharbi
and Alghamdi 2022; Rahmani ef al. 2022; Rafidison ef al. 2023).

It was observed that the models encountered challenges in accurately detecting instances
where a face mask was worn incorrectly. Furthermore, the models were unable to
differentiate situations where a person was incorrectly wearing a face mask versus not
wearing one at all. Consequently, these models have not accounted for the improper use of
face masks (Yu and Zhang 2021; Cimmino et al. 2022; Mahmoud, Alharbi and Alghamdi
2022; Rahmani et al. 2022; Kumar 2023; Rafidison et al. 2023; Sheikh and Zafar 2023).

3.10. Chapter Summary

The purpose of this chapter was to highlight the current and existing models that have been

developed for FMD and MFR. A comprehensive meta-analysis of 72 research studies were

conducted using the Web of Science database, revealing a wealth of pertinent research papers.

Drawing conclusions from transparent and objective evidence, the meta-analysis emphasises the

imperative for the development of an innovative FMD and MFR model. The next chapter delves

into the methodologies and materials employed to fulfil the research objectives, particularly in

development and refinement of the FMD and MFR model.
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CHAPTER FOUR: RESEARCH METHODOLOGY

In this chapter, the described methodology is focused on the structure and approach of the Face
Mask Detection (FMD) and Masked Facial Recognition (MFR) models. Chapter four is therefore
organised into several key sections beginning with an outline through the utilisation of process
flow visualisations of the aforementioned models. Following the process flow visualisation, the
seven-step Convolutional Neural Network (CNN) model development is discussed in detail in
context of both the FMD and MFR model. Subsequently, this chapter describes the materials
utilised in developing, training, validating, and testing of the respective models, highlighting the
datasets and software libraries used within the research. This systematic approach provides a
robust framework utilised for understanding the intricacies of this methodology in order to build a

robust model for both FMD and MFR.

4.1. Face Mask Detection and Masked Facial Recognition Process

Within the context of FMD and MFR, the methods describe the operational flow in which the
models follow during the development stage. These process flow diagrams serve as a cornerstone
of the research to assist in providing an accurate and efficient layout required for the development
stage. Therefore, the process flows for both models are used to depict the sequence of actions the
models follow from inception till completion and offer a clear and intuitive understanding of how

the models function in real-world scenarios.

4.1.1. Face Mask Detection Process

The FMD process flow visualisation encompasses a series of steps aimed at the identification for
the presence of a face mask on an individual’s face in real-time as illustrated in Figure 4. 1. The
process begins with the initialisation of a web camera through a local screen window. This image
then goes through a series of steps to detect the input facial image presented to the model in the
mask detection frame. Upon detection in this frame, the model encounters two of the following
outcomes, the presence of a masked face or non-masked face. In context of a masked face, the
model proceeds to assess the compliance of the masked face based on a predefined set of criteria
(i.e., it covers the mouth and nose region). Hence, a green bounding box opens up around the input
face and a label titled “Mask” with the corresponding accuracy percentage (i.e., confidence score)
is displayed on the screen. In the case of a non-masked face, a green bounding box appears on the

screen titled “No Mask” with the respective accuracy percentage. This approach can help to
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enforce safety protocols and public health measures during situations that require the mandatory

use of a face mask.

START

Input Image

Mask detection

Y

Validation Message Validation Message:
‘No Mask’ "Mask"

END END

Figure 4. 1: Face Mask Detection

Process Flow Diagram
4.1.2. Masked Facial Recognition Process

The MFR flow encapsulates a systematic process through a series of steps aimed at identifying
and recognising masked face individuals in real-time as illustrated in Figure 4. 2. The process flow
begins with the initialisation of a web camera through a local screen window. The input image
then goes through a series of infricate steps required to recognise the input facial image presented
to the model in the MFR frame. Upon detection of a masked face in this frame, the model
encounters two of the following outcomes, the presence of a recognised masked face or an
unknown masked face. In context of a recognised masked face, the model proceeds to evaluate the
adequacy of a masked individual, assessing predefined factors such as trained and learned facial
features within the MFR frame. If the correct identity of the participant is recognised, a green
bounding box opens up around the participant’s face. A label with the individual’s name and the

accuracy percentage (i.e., confidence score) of the recognised participant is displayed on the
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screen. If the participant is not recognised, a red bounding box appears on the screen titled
“Unknown” and a percentage value of “0.00” 1s set for unknown participants. This approach
allows for effective and secure access control, authentication, and monitoring in high-security
environments, during current and future pandemics or instances that require the mandatory use of

a face mask.
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. J
END END

Figure 4. 2: Masked Facial Recognition Process

Flow Diagram

To develop successful FMD and MFR models, it is crucial to ensure the correct algorithms and
materials required to build these models are selected for development. Therefore, a detailed
blueprint is a necessity in ensuring the development of these successful models. The following
section consequently provides a meticulously detailed seven-step CNN model development within
the context of FMD and MFR. Through a detailed description of each step, the model development
design for the FMD and MFR models play a pivotal role in achieving immense accuracy in the

detection and recognition of masked or non-masked individuals.
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4.2. Proposed Model Development

The proposed model is developed by following the seven-step model development of the CNN
architecture as illustrated in Figure 4. 3. Thus, the subsequent sections provide an in-depth
description of each of the seven steps for both FMD and MFR model development in order to build

robust models.

Data

Preparation

Define the Initialize and
S, . compile the 'I'ralnme ev’:'o(lel
Architecture model -

Figure 4. 3: CNN Seven-Step of the Model Development
4.2.1. Data Preparation
The data preparation step illuminates the intricacies of the data preprocessing, employed for both

the FMD and MFR model development.

42.1.1. Face Mask Detection

Initiating the data preparation step marks a crucial preliminary phase in the development for the
FMD phase of the model. The data preparation step requires a specific set of processes essential
to transform the raw data into a suitable format required for training the model (Brownlee 2020).
Therefore, within this step, the images undergo a series of preprocessing steps. In the first step the
mput images are loaded from the selected dataset. As depicted in Figure 4. 4, the code 1s developed
to retrieve a specified folder from the dataset containing the images using the “data_folder”. The
categories list 1s used to define the categories or labels for the images, which in this case are
“Mask” and “No Mask”. The “dictionary labels", dictionary maps the numerical labels zero (0)
and one (1) respectively for the “Mask” and “No Mask” categories.
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Figure 4. 4: Image Preprocessing Code for FMD

Once the images have been loaded, they are converted into a greyscale format. The purpose of the
greyscale image conversion is to ensure only the most critical and pertinent features are taken into
consideration. In addition, this also ensures the reduction of computational complexity and the
inclusion of benefiting from dimensionality reduction (Francone et al. 2020). Furthermore, the
greyscale image format conversion maintains texture analysis and edge detection based on the
original colour image among other benefits (Cascianelli et al. 2018; Ma and Yuan 2019). This
signifies that during the conversion of a Red, Green, and Blue (RGB) image to a greyscale image
format, the greyscale computational conversion process is streamlined to accommodate only for a
single dimension (Francone ef al. 2020). In an RGB image, the computation must accommodate
for three dimensions which refer to the three colour channels. In a grayscale image, only a single
channel requires computational processing, whereas an RGB image necessitates processing across
three distinct channels, thereby increasing the computational complexity (Cascianelli et al. 2018;
Ma and Yuan 2019). Hence, the choice of a greyscale image provides a decrease in model

computational complexity.

Upon the conversion of the RGB images to a greyscale format, the images are resized and cropped
to a standard scale of 100x100. Resizing the image ensures that standardisation occurs throughout
all images within the dataset. Furthermore, it ensures the mitigation of small variations that occur
as well as the effects of noise (Francone ef al. 2020). Defensive programming techniques as shown
in Figure 4. 4, are used for error handling. Resized images are normalised to pixel values between

[0, 1] by dividing it by 255. The images are normalised for the purpose of ensuring there is
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uniformity in data representation and to effectively facilitate convergence during the model’s
training (Moradi, Berangi and Minaei 2020). Upon normalisation, one-hot encoding using
“np_utils.to_categorical” is then applied. One-hot encoding is crucial for converting categorical
data into a numerical format, especially in classification tasks, improving model interpretation and

learning (Kumar 2023).

4.2.1.2. Masked Facial Recognition

In the preprocessing step for MFR, the images are loaded and processed using OpenCV for
computer vision tasks. The choice of OpenCV stems from the library’s widespread adoption in
image processing tasks and in its ability to process various image formats, presenting its versatility
(Szeliski 2022). In addition, the OpenCV functions for computer vision are compatible with each
other, allowing seamless integration into computer vision applications (Vadlapati, Velan and
Varghese 2021; Szeliski 2022). The images are then converted from a BGR format to an RGB
format. Within the context of OpenCV, BGR images are the default format. Hence, OpenCV
defaults to loading images within a BGR format. Historically, this practice has been part of the
library's development since its inception, offering historical continuity and familiarity to the image
preprocessing process (Howse and Minichino 2020). Therefore, converting the image from BGR
to RGB ensures seamless compatibility with the Multi-Tasked Convolutional Neural Network
(MTCNN), and the FaceNet InceptionResNetV1 model by aligning the color channel order
(Howse and Minichino 2020; Chunming and Ying 2021). This preprocessing step ensures that
each component of the MFR model receives input in a standardised format, facilitating smooth

integration and optimal performance (Cabunilas et al. 2023).

The model proceeds to utilise MTCNN to detect the face in the respective image. Only images that
have undergone accurate detection advance to the subsequent step, wherein the image region is
cropped. Once the image is detected, it is cropped and resized to 160x160 dimensions. The choice
to crop the image to a size of 160x160 is driven by the prerequisites of the pre-trained FaceNet
model (Sitepu et al. 2021). Resizing the image ensures that standardisation occurs throughout all
images within the dataset. Furthermore, it ensures the mitigation of small variations that occur as
well as the effects of noise (Francone et al. 2020). This specific dimension facilitates optimal
feature extraction, a crucial step in accurate MFR. Once the image is cropped it is returned to the

next step of the MTCNN function where it undergoes the landmark detection process. Hence, the
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concluding stage within this function involves identification and visualisation of the facial
landmark detection based on MTCNN within the O-Net subprocess (Francone et al. 2020; Sitepu
et al. 2021). Within the landmark detection and visualisation process, in the case of an unsuccessful
detection of facial landmarks based on the input image, an error message is printed, and the
landmarks are excluded for that particular image. Hence, the landmark detection step is responsible
for visualising and attaining the visible facial landmarks on the cropped facial image based on the

information obtained from the MTCNN step.

All images that have been successfully detected, cropped and whose landmarks have been
identified and visualised by the MTCNN, are further processed through a series of feature
extraction techniques. These techniques include data augmentation, landmark feature extraction
using the FaceNet InceptionResNetV1 model, and face matching through the utilisation of the

Fuclidean distance metric.

Once the localised landmark detection has been applied successfully, the next preprocessing phase
focuses on feature extraction of the localised detected landmarks using the FaceNet
InceptionResNetV1 model. This model is specifically trained on the ‘CASIA-Webface’ dataset
(William et al. 2019). The FaceNet InceptionResNetV1 model utilises the cropped facial images
and its corresponding facial landmarks as an input for the feature extraction process. The model
proceeds to create copies of the input cropped facial images. It then overlays the facial landmarks
on the copies and preprocesses the images for compatibility with the FaceNet InceptionResNetV1
model. The preprocessed facial images are normalised and converted into the appropriate format
required for input to the model. The images are normalised to a range of approximately -1 to 1.
This is achieved by subtracting 127.5 from each pixel value and then dividing by 128.0 to ensure
faster convergence and improved generalisation whilst ensuring stability during the training
process of the model (Moradi, Berangi and Minaei 2020). In the final step, the function utilises the
pre-trained FaceNet InccpetionResNetV1 model to extract the embedded features from the
processed facial images and returns these features. Once the required embedded features have been
extracted using the FaceNet InccpetionResNetV1 model, the face matching process is conducted

using the Euclidean distance metric.

The “match faces” function in the developed code employs the Euclidean distance metric to

calculate the distance between the facial embedding received from the preceding function and each
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feature vector identified within the dataset. This distance computation is aimed at face matching.
The feature vectors are flattened to streamline the calculation process, and the resulting distances
are compiled into a list (Kortli ez al. 2020). By utilising NumPy's “argmin” function, the index of
the feature vector with the minimum distance is determined, effectively identifying the best match.
Subsequently, the corresponding label associated with this minimum distance feature is returned
by the Euclidean distance metric function. Thus, providing insight into the closest matching face
within the given selected dataset (Alzu’bi ef al. 2021).

In the preprocessing step, data augmentation is applied to the existing dataset as depicted in Figure
4. 5. Data augmentation stands as a widely employed technique used in computer vision tasks that
exist in the machine and deep learning field (Masi ef a/. 2019). The main purpose of data
augmentation i1s to expand and diversify an existing dataset through the utilisation of existing
images within the dataset in order to reduce overfitting that may occur in models. The application

of data augmentation provides a more generalised and robust model (Masi ef al. 2019).
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Figure 4. 5: Application of Data Augmentation in the MFR Model

In the data augmentation phase of this model, augmentation techniques are applied to the faces
that are detected and cropped based on the MTCNN segment of the model. For each image there
are 21 augmented images generated. Therefore, the new total number of images in the dataset are

calculated using equation 4.1.

New Dataset = ((Number of Images Per Folder x Fixed Number of Augmented Images) +
Number of Images Per Folder ) X Number of Folders in the Dataset 4.1)

Hence, all images inclusive of the augmented images are processed through each of the relevant
aforementioned detection and extraction functions. The augmentation methods involve a series of

transformation techniques required to change the orientation of an image in a dataset by applying
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scaling, transforming, increased noise, elastic deformations, rotations, application of lighting
techniques, colour space and cropping to an image. Data augmentation techniques are applied
using the “ImageDataGenerator” function of Keras. These augmentation techniques include
increased rotation (20 degrees), wider horizontal shifts (0.1), heightened vertical shifts (0.2),
greater shear distortion (0.3), increased zoom (0.3), and horizontal flipping. Additionally,
brightness variation is introduced with a range from 0.1 to 1.0 to simulate darker conditions.
Finally, channel shifting with a range of 0.2 is employed to enhance the diversity of the training
data and improve the model's robustness. This can therefore be utilised during the training step of

the model in order to produce better accuracy and generalisation of the model.

Using an “NPZ” file, the extracted feature numerical values are then saved for storage to be utilised
within the training process. The purpose of storing the extracted feature numerical values are useful
for the purpose of saving and loading multiple NumPy arrays in an efficient manner. In addition,
the compression used in a npz file helps to reduce the file size. This therefore makes it easier to

store and transfer a large amount of numerical data efficiently (Zhang et al. 2020).

4.2.2. Convolutional Neural Network Architecture Definition

The CNN architecture defined for building both the FMD and MFR models, are detailed below
highlighting the defined network architecture.

42.2.1. Face Mask Detection

In the network architecture definition step for FMD, the model focuses on leveraging the power of
the Keras sequential Application Programming Interface (API). The model incorporates the pre-
trained MobileNetV2 architecture which is a variation of CNN designed for efficient image
processing tasks (Sandler et al. 2018). MobileNetV2 is chosen for its lightweight structure and
high performance, making it well-suited for real-time face detection applications (Rokhana,
Herulambang and Indraswari 2021). The Keras Sequential API proves advantageous in
constructing the model layer-by-layer, seamlessly integrating the specified layers into the
framework (Gao, Zhang, and Wei, 2018). The model comprises of an input layer followed by the
MobileNetV2 base model, which is loaded with pre-trained weights from the ‘ImageNet’ dataset.
To adapt the base model to the proposed FMD model, custom classification layers are added on
top of the base model. These include global average pooling, dense layers with “Rectified Linear

Unit” (ReLU) activation functions, dropout layers for regularisation, and a final dense layer with
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a “Sigmoid” activation function for binary classification (Toppo et al. 2022). The Sigmoid
activation function outputs a probability score between zero (0) and one (1), indicating the
likelihood of a person wearing a mask (0) or not wearing a mask (1). The activation function
therefore accommodates the two exclusive classes for “Mask” or “No Mask” (Salehi et al. 2023).
These convolutional layers are designed to capture complex patterns in both masked and unmasked
faces. The ReLU activation function is applied to the neurons within these layers. ReLU promotes
non-linearity in feature representation and effectively mitigates the vanishing gradient problem
(Dubey, Singh, and Chaudhuri 2022). Within the hidden layers of the MobileNetV2 architecture,
a default stride of 1x1 is utilised for all convolutional layers, facilitating comprehensive feature
extraction by examining the input feature maps with no gaps. Following this, dropout
regularisation is incorporated into the model with a dropout rate of 0.5, placed after each dense
layer to mitigate overfitting during training. Subsequently, the global average pooling layer is
applied to condense the extracted features into a single value per channel, effectively producing a
1x1 feature map while retaining essential information. Dense layers with varying neuron counts,
specifically 512, 256, 128, and 64, are then incorporated to introduce non-linearity and further
abstraction, facilitating the capture of intricate features in context of FMD. This carefully
orchestrated architecture aims to optimise feature representation and model performance for the
FMD model, ensuring effective FMD is conducted while improving the model's generalisation

capability and robustness to unseen data.

42.2.2. Masked Facial Recognition

In this step, the MFR model is defined by a CNN architecture. The model comprises of three
hidden layers, carefully balancing computational efficiency and feature extraction capabilities. The
initial layer consists of 128 neurons, followed by a MaxPooling layer with a pool size of two for
effective down-sampling. The subsequent layer features 256 neurons, enhancing the model's
ability to discern masked facial attributes. Another MaxPooling layer with a pool size of two
maintains the down-sampling strategy. The model then flattens the output into a one-dimensional
vector. To enhance the network's capacity without overfitting, a dense layer with 512 neurons is
introduced, complemented by a dropout rate of 0.5 and the addition of batch normalisation. Batch
normalisation enhances and expedites the training process by standardising the inputs across each
layer, resulting in improved stability and efficiency (loffe and Szegedy, 2015). Furthermore, the

ReLU activation function aids in effectively discerning patterns in masked faces (Ullah et al.
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2022). In the final step, the “SoftMax™ activation function is applied to the output layer to
accommodate multi-class classification requirements. SoftMax inherently converts the raw outputs
of the model into a probability distribution across multiple classes. It ensures that the predicted
class probabilities sum to one, making it easier to identify the most likely class. This is essential
for determining which class an input belongs to in the MFR multi-class classification model
(Grandini, Bagli and Visani 2020). This refined architecture represents a strategic enhancement of

the MFR model, developed to deliver improved results in identifying masked face patterns.

4.2.3. Initialisation and Compilation of the Model

Once the network architecture has been defined using the respective network architectures, the
next step in the seven-step CNN architecture is focused on the initialisation and compilation of the

specified described models.

42.3.1. Face Mask Detection

The FMD model is initialised with the “Adam” optimiser, and a lower learning rate of 0.0001 is
set. This optimiser's versatility and performance across various models make it a suitable choice
since it does not require extensive parameter tuning and can handle varying gradients efficiently
during training due to its adaptive learning rate (Wang, Chen and He 2020; Y1, Ahn and Ji 2020).
The learning rate of 0.0001 is effectively chosen to ensure gradual and stable convergence during
training. Hence, it balances between fine-tuning the pre-trained model's weights and updating the
custom CNN layers effectively and efficiently (Wang, Chen, & He, 2020). In the loss function,
“binary_crossentropy” is applied, enabling the model to optimise its parameters effectively by
measuring the dissimilarity between predicted and actual mask presence (Toppo et al. 2022).
Weights and biases are incorporated into the MobileNetV2 model during training to adjust its
parameters iteratively and enhance its performance through optimisation algorithms such as
gradient descent. These parameters are fine-tuned alongside custom classification layers to
improve the model's ability to distinguish between mask and no-mask classes (Alzubaidi et al.

2021).

4.2.3.2. Masked Facial Recognition

The MFR model is also compiled using the “Adam” optimiser with a reduced initial learning rate
of 0.0005 to effectively ensure gradual and stable convergence during training. The loss function

is utilised using ““categorical crossentropy”. The choice to employ the "categorical crossentropy"
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function stems from the network's adaptable nature to accommodate for different scenarios,
variations and can measure the dissimilarity between predicted and actual classes, for model
optimisation (Maji and Gupta 2023). The weights and biases of the CNN model are initialised
randomly during model creation. Upon initialisation, the weights and biases are updated during
training through backpropagation. During training, the model learns optimal values for these
parameters to minimise the loss function and improve performance on MFR image classification

(Ayyadevara 2018; Alzubaidi et al. 2021).

4.2.4. Model Training

The model training step is dedicated to training the model with a primary emphasis on acquiring a

comprehensive grasp of the underlying data patterns discovered.

42.4.1. Face Mask Detection

During the training process, the data is split into an 80/10/10 percentage. In this step, 80% of the
data is utilised during the training phase of the model. The remaining 20% of the data is divided
evenly, with 10% allocated for validation and 10% reserved for testing. The validation data is
inherently utilised for fine-tuning the model’s hyperparameters to ensure generalisation and
prevent model overfitting whilst the testing data is used to determine the generalisation of the
model on new unseen data (Weerts, Mueller and Vanschoren 2020; Hu ef al. 2022). The 80/10/10
split is chosen due to its popularity amongst research papers (Chavda et al. 2020; Kumar et al.
2021; Kumar, Kalia and Kalia 2022; Kumar ef al. 2023). In addition to its popularity, the split
provides a good balance between obtaining sufficient data for training and validating the model to
effectively learn the discovered patterns and generalise them, whilst still preserving a sufficient
amount of data required for testing the model on unseen data. Therefore, this split assists in
identifying the occurrence of overfitting within the data as well as aiding in guiding parameter
tuning of the FMD model (Joseph and Vakayil 2022). A “stratify” parameter is applied in the
‘train_test split” function to ensure that the data split maintains the same class distribution as the
original dataset, helping to preserve the balance of classes in the training, validation and testing
sets (Hu et al. 2022). Within the training phase of the model, data augmentation techniques are
applied as depicted in Figure 4. 6. The application of data augmentation helps to address class
imbalance issues by creating augmented samples for both the classes to aid in a more balanced

training set and to mitigate biases in the model's predictions (Shorten and Khoshgoftaar 2019).
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The data augmentation employed the “ImageDataGenerator” function, which introduces various
transformations such as rotation, shifting, shearing, and flipping to enhance the model's robustness.
The data augmentation techniques applied include rotation with a range of 40 degrees, horizontal
and vertical shifts with a maximum magnitude of 0.2 of the image dimensions, shear distortion
with a magnitude of 0.2, zoom with a maximum magnification of 0.2, and horizontal flipping.
Additionally, the "nearest" fill mode is used to handle any empty pixels created by the
augmentation process. These techniques collectively aid in creating a more diverse and

comprehensive dataset for training the FMD model.
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Figure 4. 6: Application of Data Augmentation in the FMD Model (Jangra 2020)

Upon augmentation, a number of batch sizes were experimented on (i.e., 32, 64, 128 and 256) and
a final batch size of 32 is chosen as it displayed the most effective outcome during the model’s
training in comparison to the other batch sizes applied and tested on. The model is trained with
augmented training data and labels using 35 epochs. The choice of 35 epochs balances the training
time and model performance, allowing sufficient learning from the augmented data without
overfitting. This number is inherently selected based on the early stopping criteria and performance
evaluation across the aforementioned validation metrics (Bejani and Ghatee 2021). Selecting 35
epochs therefore provides an effective balance between convergence and generalisation within the
model. Monitoring the training process confirmed that 35 epochs provided the best accuracy and
loss results. Thus, the model is able to learn intricate patterns within the dataset as it refines its
weights, resulting in improved performance without increasing training time significantly. The
validation data is subsequently employed to optimise the model's hyperparameters and facilitate
adjustments during the training process, thereby ensuring effective generalisation while mitigating
the risk of overfitting (Joseph and Vakayil 2022). The training process is enhanced with callbacks,

including a learning rate scheduler, and early stopping, promoting efficient learning, and
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preventing overfitting. This comprehensive approach, utilising MobileNetV2 and incorporating
custom classification layers, ensures that the model is well-equipped to detect faces with or without
masks effectively. The chosen architecture and training strategies aim to strike a balance between
capturing intricate mask features and preventing overfitting. In the framework of this model, a
patience parameter is established, specifically implemented within the "Early Stopping" callback,
which is set at a value of 10. This parameter dictates that the training process halts if there is a lack
of improvement in the validation accuracy over 10 consecutive epochs. This strategic utilisation
of patience is instrumental in mitigating overfitting risks, ensuring the model converges

effectively, and attains optimal performance (Muhammad et al. 2022).

42.4.2.  Masked Facial Recognition

Step four is aimed at training the MFR model. During the training process, the data is also split
into an 80/10/10 split. In this step, 80% of the data is utilised during the training phase of the
model. The remaining 20% of the data is divided evenly, with 10% allocated for validation and
10% reserved for testing. The validation data is utilised to fine-tune hyperparameters, promoting
generalisation and avoiding overfitting, whilst the testing data evaluates the model's performance
on unseen data (Weerts, Mueller and Vanschoren 2020; Hu ef al. 2022). In this step, the number
of epochs required to train the model is also determined. The model is trained with the training
data and labels using 35 epochs. The choice of 35 epochs balances training time and performance,
enabling sufficient learning without overfitting and yielding optimal accuracy and loss results
(Bejani and Ghatee 2021). Therefore, it is able to learn intricate patterns within the dataset as it
refines its weights, resulting in improved performance without increasing training time
significantly. Validation data is then employed to optimise the model's hyperparameters and
facilitate adjustments during the training process, thereby ensuring effective generalisation while
mitigating the risk of overfitting (Joseph and Vakayil 2022). A number of batch sizes were
experimented on (i.e., 32, 64, 128, 256 and 512) and a final batch size of 128 is chosen as it
displayed the most effective outcome during the model’s training in comparison to the other batch
sizes that were tested on. In addition, a custom learning rate scheduler is defined to gradually
decrease the learning rate after the initial epochs. The learning rate scheduler, coupled with early
stopping, model checkpointing, and a dynamic reduction of the learning rate on form, contributes
to the overall robustness and generalisation of the model. Within this model, a patience parameter

is set. The patience parameter is set to 10 in the “Early Stopping” callback. This implies that

85



training inherently stops if there is no improvement in validation accuracy for 10 consecutive
epochs in the initiative to overcome and prevent the occurrence of overfitting and ensuring the

model converges to the best performance (Muhammad ef al. 2022).

4.2.5. Model Evaluation

Upon the completion of the training step, evaluating the effectiveness and accuracy of the models
are the next important step in the seven-step CNN model development. In this step a meticulous
assessment based on both the models performance are conducted. Using the various metrics
mentioned below, the models’ effectiveness is essentially determined to gain insight into the

performance.

42.5.1. Face Mask Detection and Masked Facial Recognition

Performance metrics are often applied to determine how well the model has performed (Nuruddin
Qaisar Bhuiyan et al. 2019). Both the FMD and MFR models are evaluated using the confusion
matrix to determine the accuracy of the model. The confusion matrix is one of the desired accuracy
metrics selected since it analyses the performance of a classification model in a comprehensive
and intuitive manner (Deng ef al. 2016). In addition, the FMD and MFR models are also evaluated
based on the widely employed evaluation metrics which include the accuracy, precision, recall,
and f1-score (Grandini, Bagli and Visani 2020). Therefore, both models apply the same metrics to
assess the models’ effectiveness on the unseen test data. Thus, it highlights the model’s

significance in determining whether the proposed models performed optimally.

1. Confusion Matrix

The confusion matrix is used for diagnosing specific problems and improving the
model, this information provides granular insights into the different types of errors and
intuitive key indicators the model performs (Deng et al. 2016). The four factors in a
confusion matrix (Mundial ef al. 2020; Damer et al. 2021; Dharanesh and Rattani 2021;
Suhaimin et al. 2021; Ullah et al. 2022) are expressed below.

e True Positive (TP) - This refers to the ability to correctly identify a masked
face during recognition and then match it to the corresponding training dataset
image (positive label) accurately. For instance, in MFR, when a person wearing
a mask is correctly recognised with their face mask on or in the instance of

FMD, when a person is correctly wearing their face mask, and the model
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II.

correctly associates it with the “Mask” class (Yi, Ahn and Ji 2020; Dharanesh
and Rattani 2021; Suhaimin et al. 2021; Ullah et al. 2022).

True Negative (TN) - This occurs when an unrecognised masked face (negative
label) that does not belong to the dataset remains unidentified after training. For
example, when a face that is not part of the dataset is labelled as "Unknown" or
in the instance of FMD, when a person that does not have a face mask on is
correctly labelled as “No Mask” (Yi, Ahn and Ji 2020; Dharanesh and Rattani
2021; Suhaimin et al. 2021; Ullah et al. 2022).

False Positive (FP) - FP is observed when an unknown face in the classification
process is wrongly identified as a participant that exists within the dataset
(positive label). This can happen if an unrecognised face is mistakenly matched
with a known individual wearing a mask from the dataset. In the case of FMD,
a false positive occurs when the model incorrectly identifies a non-masked face
as wearing a mask (Yi, Ahn and Ji 2020; Dharanesh and Rattani 2021; Ullah et
al. 2022).

False Negative (FN) - FN in MFR arises when a masked facial image observed
during classification does not correctly correspond to the accurate negative
label. An example of this is when a masked face from the dataset, which should
be recognised, is incorrectly labelled as "Unknown". In FMD, a false negative
occurs when the model incorrectly identifies a face without a mask as having

one on (Deeba et al. 2019; Sailusha et al. 2020).

Evaluation Metrics

In evaluating model performance, key metrics such as accuracy, precision, recall, and
the f1-score, are essential benchmarks to accurately assess model performance (Yi, Ahn
and Ji 2020; Suhaimin e al. 2021; Ullah et al. 2022). These metrics collectively provide
a comprehensive assessment of the model's ability to correctly identify and classify

instances when presented to it.

Accuracy - The accuracy or the correctness index is computed as indicated in
equation 4.2. This metric offers a comprehensive evaluation of the model's

effectiveness by determining the ratio of accurately predicted instances to the

87



total number of instances. However, its suitability may be compromised in
datasets with significant class imbalances.

Accuracy = (TPR + TNR) / (TPR + TNR + FPR + FNR) 4.2)
Precision - The precision or precision index, is expressed in equation 4. 3. This
metric measures a model's proficiency in avoiding false positives, particularly
when the consequences of false positives are substantial. This index assesses
the accuracy of predicting true positives (Abbasi, Abdi and Ahmadi 2021;
Dharanesh and Rattani 2021; Mandal, Okeukwu and Theis 2021; Septi, Yulita
and Napitupulu 2021; Ullah et al. 2022).

Precision = TPR / (TPR + FPR) (4.3)
Recall - The recall or sensitivity score, can be calculated as depicted in equation
4.4. The recall metric is used to assess the proportion of true positive predictions
relative to all actual positive instances. This metric gains significance,
especially when the cost of false negatives is considerable (Abbasi, Abdi and
Ahmadi 2021; Damer et al. 2021; Dharanesh and Rattani 2021; Mandal,
Okeukwu and Theis 2021; Septi, Yulita and Napitupulu 2021; Ullah et al.
2022).

Recall = TPR/(TPR + FNR) (4.4)
F1-score - The fl-score serves as an evaluation metric derived from the
harmonic mean of precision and recall, as expressed in equation 4.5. Utilising
the fl-score to assess model performance provides a balanced consideration of
both precision and recall, proving particularly beneficial in scenarios with
uneven class distributions (Boulos 2021; Damer et al. 2021; Mandal, Okeukwu
and Theis 2021; Ullah et al. 2022)

F1 — Score = (2 * precision * recall) / (precision + recall) 4.5)

4.2.6. Model Fine Tuning

Fine-tuning the FMD and MFR models in step six is crucial for adjusting existing models to

enhance their ability to detect face masks and recognise faces, especially when individuals are

wearing face masks. This iterative process allows models to learn intricate patterns and features

88



associated with masked faces, enhancing their accuracy and reliability (Yi, Ahn and Ji 2020;

Toppo et al. 2022).

4.2.6.1. Face Mask Detection

Within context of fine-tuning the pre-trained MobileNetV2 model for FMD, adjusting layers
within this architecture is conducted. In the FMD model, custom layers are added on top to the
base of the model to adjust it for FMD classification. These additional layers include dense layers
with dropout and batch normalisation for feature extraction and classification of masked and non-
masked faces (Ding et al. 2019). In addition, a subset of layers in the MobileNetV2 base model is
unfrozen and trainable, while others remain frozen. The code unfreezes and fine-tunes a subset of
layers in the MobileNetV?2 base model by iterating through each layer, setting them to be trainable,
except for the last 20 layers. This selective unfreezing allows for the adaptation of pre-trained
features to the FMD model (Xiao ef al. 2019). The freezing process is conducted for the purpose
of selectively freezing specific layers within the pre-trained model during training. While some
layers remain frozen to retain learned features, others are unfrozen to facilitate updates to the
learned features during training (Xiao et al. 2019; Wang et al. 2023). A lower learning rate of
0.0001 is utilised to fine tune the model to facilitate precision of adjustments made to the FMD
model parameters during model compilation (Yi, Ahn and Ji 2020). Furthermore, various data
augmentation techniques are applied to assist in mitigating overfitting that occurs. Concluding
with fine-tuning the model, callbacks including early stopping, applying a patience of 10 and
learning rate scheduling are applied to the training process for the FMD model (Muhammad ef al.
2022). This can help to stabilise and accelerate the training process (Yi, Ahn and Ji 2020; Salehi
et al. 2023; Wang et al. 2023).

42.6.2. Masked Facial Recognition

Fine-tuning the CNN model is conducted through refinements and adjustments made based on
specific components of the model. This includes incorporating batch normalisation layers and
reducing dropout rates (Ding et al. 2019). Through the application of these techniques, overfitting
is reduced and model generalisation is improved. In addition, hyperparameters including the
learning rate of the optimiser set at 0.0005 are fine-tuned to ensure efficient model training in MFR
(Y1, Ahn and Ji 2020). Additional techniques including early stopping with a patience of 10, model

checkpoint, and learning rate reduction on plateau are employed for effective training and
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optimisation (Muhammad et al. 2022). The reduction on plateau dynamically adjusts the learning
rate based on the validation loss trend during training to further optimise performance and prevent

overfitting of the MFR model (Zhang and Deng 2020).

4.2.7. Prediction and Deployment

In concluding the CNN seven-step model development, the model transitions from
conceptualisation, training, validating, testing and concludes with the ultimate practical
application for the utilisation of a real-world scenario. The implementation of practical
applications are conducted by making predictions on new unseen data as described in the

prediction and deployment step.

4.2.7.1. Face Mask Detection

Within the prediction and deployment step for FMD, the trained model is utilised to make
predictions based on new and unseen data. This process is conducted by testing the FMD model’s
performance through assessing its accuracy on a sperate unseen test dataset. This test dataset
consists of randomly selected test images based on masked and unmasked face participants. These
images are acquired from sources such as different datasets within the two selected FMD datasets.
Based on the satisfaction of the model performance (i.e., the model presents accuracy rates of 95%
and higher) within the test images, the model is tested in a real-time scenario. In this real-time
detection, the process begins with the initialisation of a web camera through a local screen window.
This image then goes through a series of steps to detect the input facial image presented to the
model in the mask detection frame. If the participant is a wearing mask, a green bounding box
pops up around the input face and a label titled “Mask” along with the accuracy percentage of the
detected mask is displayed on the screen. If the participant is not wearing a mask, a green bounding
box appears on the screen titled “No Mask” along with the accuracy percentage for the “No
Mask”. Hence, through leveraging the FMD model, it becomes possible to ascertain whether
individuals adhere to the practice of wearing their face masks or not. Therefore, the capability of
the FMD model can provide predictive capabilities which can open possibilities for real-time

monitoring in public spaces where the use of a face mask is mandatory upon deployment.

4.2.7.2. Masked Facial Recognition

In the prediction and deployment step for MFR, the trained model is utilised to make predictions

based on new and unseen test data. This process is conducted by testing the MFR model
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performance through assessing its accuracy on a sperate unseen test dataset using randomly
selected test images. These images are acquired from sources such as different datasets within the
three selected MFR datasets and the ‘face mask detection’ dataset (Gurav 2020). The images
consist of known and unknown masked participants. In addition, the model is tested in a real-time
scenario. In the real-time recognition, the process begins with the initialisation of a web camera
through a local screen window. This image then goes through a series of steps to detect the and
recognise the input facial image presented to the model in the masked face recognition frame. If
the correct identity of the individual is recognised, a green bounding box pops up around the
participant’s face and a label with the participant’s name and the accuracy percentage of the
recognised participant is displayed on the screen. If the participant is not recognised, a red
bounding box appears on the screen, titled “Unknown” and a value of “0.00” is set for unknown
individuals. Once the model's accuracy and reliability are verified, it can be deployed for practical

use, such as in security systems or identity verification applications.

4.3. Materials

In this section the essential materials utilised in this study are described in detail. These materials

include a detailed description of the datasets and software libraries used to develop, train, validate

and test the proposed FMD and MFR models.

4.3.1. Dataset

In both datasets, there is a diversification of face mask types, participant, genders, skin tones,
angles, and the quality of the images range from extreme High Definition (HD) to significantly

blur, making the datasets suitable for use.

Within the FMD phase of the research, two datasets are employed. These datasets include the 'face
mask detection’ (Gurav 2020) with 5980 images and 'Face Mask Detection 12K images dataset’
(Jangra 2020) with 5000 images, both from the Kaggle repository. A custom dataset is formed for
both datasets given the excessive volume of images, a more streamlined selection is deemed

appropriate for the study, as the vast quantity exceeded the study's requirements.

In the MFR phase of the research, three datasets are employed. The ‘Masked Face Recognition’
(Singh 2023a) dataset contains 465 images, taken from the Kaggle repository. Using the
augmentation equation described in equation 4.1, ((24 x 21) + 24) x 19, a total of 10032
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images are created. Additionally, a dataset titled ‘Mask Detection and Masked Face Recognition’
developed by author Ullah ef al. (2022), contains a total of 500 images. Through the application
of the augmentation equation defined in equation 4.1, ((10 x 21) + 10) x 50, a total of 11000
images are generated. For the ‘Mask Detection and Maked Face Recognition’ dataset by author
Ullah et al. (2022) , a tailored dataset is developed due to the excessive volume of images. This
developed selection of images ensure a more focused and relevant sample size for the proposed
study, aligning with the specific needs and objectives of the research. Considering the scarcity of
publicly accessible datasets, both ‘Masked Face Recognition’ and ‘Mask Detection and Masked
Face Recognition’ datasets are selected due to their availability to the public and the suitability of

their sample size required for the proposed study.

Further, a custom dataset is developed to test the performance of the model in a real-time context.
This dataset consists of 10 participants that make up 250 images. Using the augmentation equation
described in equation 4.1, ((25 x 21) + 25) x 10, a total of 5500 images are created. The
purpose of creating the custom dataset titled ‘Custom Real-Time Masked Face Recognition’ is to
validate the model’s effectiveness in real-life scenarios, ensuring it can recognise individuals

accurately and efficiently in real time.

4.3.2. Software Libraries

Software libraries such as TensorFlow, Keras, and OpenCV play a pivotal role in advancing
computer vision and deep learning applications. In image processing and video analysis, OpenCV
is a commonly used open-source library that enables tasks such as face detection and feature
extraction (Bussa et al. 2020). Deep learning models can be developed and trained easily using
Keras, a framework built on top of TensorFlow (Agrawal et al. 2021). TensorFlow, a powerful
framework, empowers the creation of complex neural networks for various tasks, including face
recognition (Jose 2019). TensorFlow, Keras and OpenCV are the main software libraries used to

develop the FMD and MFR models.

I.  TensorFlow
TensorFlow serves as an open-source machine learning framework. Positioned as the latest
second-generation creation from Google (Jose 2019), it finds application in the
construction of Artificial Intelligence (AI) models, particularly in the domain of image

recognition training. By employing dataflow graphs rooted in numerical computations,
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II.

TensorFlow facilitates the translation of intricate data structures into artificial neural
networks (Pang, Nijkamp and Wu 2020). Its open-source nature allows for versatile
deployment across various devices. Notably, the CNN harnesses the power of TensorFlow
for tasks such as facial recognition (Yuan et al.2017). Leveraging this open-source
framework aids in the development of the FMD and MFR models (Pang, Nijkamp and Wu
2020). The utilisation of TensorFlow presents several advantages. These benefits
encompass the capability to yield greater accuracy results when compared to alternative
facial recognition algorithms. Additionally, TensorFlow demonstrates commendable
computational performance, excels in generating intricate graph visualisations, and
provides compatibility with a variety of devices due to its open-source nature. In complex
settings, TensorFlow therefore exhibits a heightened level of robustness, suitable for aiding
in the development of the FMD and MFR models (Yuan et al. 2017; Pang, Nijkamp and
Wu 2020).

Keras

Keras serves as a pivotal tool in the realm of CNNs. Functioning within the Python
programming language, Keras emerges as a prominent open-source library, for the
construction of neural networks (Agrawal et al. in 2021). The framework seamlessly
integrates with the TensorFlow framework, supporting its open-source nature to allow the
library to support the use of back-ends, since it operates with high level computations
(Agrawal et al. in 2021). Hence, using Keras with TensorFlow provides efficient
optimisation using callbacks such as early stopping and reduceLLR on plateau (Diirr, Sick
and Murina 2020). The utilisation of this framework provides numerous advanatges in its
adoption. Classification tasks in image detection and recongition are simplified with it
since the library provides numerous pre-trained models (Chen et al. 2018). Feature
extraction, prediction and fine-tuning are conducted using the pre-trained models as the
framework contains easy-to-learn code features which are bound with a user-friendly API
that is simple to implement in deep and machine learning algorithms (Nguyen et al. 2019).
Keras allows for the processing of large amounts of image data, since it utilises multiple
GPUs to train the model. Hence, it supports data parallelism throughout the model (Sergeev
and Del Balso 2018; Diirr, Sick and Murina 2020). In this research study, Keras plays a

vital role in implementing various deep learning functionalities crucial for the development
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of the FMD and MFR. Through leveraging the capabilities of Keras, pivotal CNN functions
are constructed and fine-tuned. These functions include one-dimensional convolution
layers, max pooling, the flattening process, dense layers, batch normalisation, dropout,
model checkpoint and aids in the implementation of augmentation techniques.

OpenCV

OpenCV stands as a prominent open-source platform tailored for the domain of computer
vision applications for machine and deep learning models. The library extends itself to
tasks such as the identification and retrieval of images from expansive databases, object
recognition, and the facilitation of three-dimensional (3D) object modelling (Bussa et al.
in 2020). With over 2500 algorithms, it offers a comprehensive suite of computational tools
tailored to diverse visual processing tasks, provides extensive data storage capabilities, and
automated identification (Dhawle, Ukey, and Choudante, 2020). Within the context of this
research study, the OpenCV library plays a crucial role in various aspects of model
development. The OpenCV library facilitates the preprocessing phase of the input dataset
images by enabling operations such as reading, resizing, and converting colour spaces
(Bussa et al. in 2020; Dhawle, Ukey, and Choudante, 2020). These preprocessing
operations are essential for preparing data for training the FMD and MFR models. In
addition, OpenCV is utilised for real-time masked face detection, recognition, and
localisation. It assists in providing the necessary inputs required for the subsequent
processing steps of the model (Jagtap et al. 2019). The library aids in visualising the results
of the detected and recognised faces by drawing colour bounding boxes around detected
faces whilst overlaying crucial information such as the confidence scores and classification
labels within the video feed, real-time detection (Jagtap et al. 2019; Bussa et al. in 2020).
Furthermore, OpenCV enables the augmentation of dataset images, enhancing the diversity
and robustness of the training data, contributing to the overall performance of the FMD

and MFR models.

Ethics Consideration

The research proposal of this study has been approved with ethics category one. Due to the use of

datasets and minimal risk to humans that the research proposal was approved with no need for

further ethical clearance approval (4Annexure B).
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4.5. Chapter Summary

Within this chapter, the required methods and materials utilised for the model development were
presented to offer a comprehensive understanding based on the development of the FMD and the
MFR models. A detailed process flow was provided to aptly visualise the flow of the
aforementioned models, thus gaining insight into the implementation of both the models. In
addition, all seven steps of the CNN model development are detailed with the respective
descriptive information on the structural methodology of each model. Furthermore, within the
seven-step model, a detailed description is provided based on the performance metrics (i.e., the
confusion matrix and evaluation metrics) which are used to evaluate the FMD and MFR models.
In concluding this chapter, the research materials and software libraries, encompassing datasets
and frameworks employed in this study, are thoroughly examined, and discussed. Due to this
thorough methodology, the model is not only resilient but also suitable for practical applications.
In the subsequent chapter, detailed experiments and results are presented and analysed to provide

comprehensive insights based on the efficacy of the developed models.
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CHAPTER FIVE: RESULTS AND ANALYSIS

Chapter five delves deeply into the results and analysis of the experiments conducted based on the
developed Convolutional Neural Network (CNN) for the Face Mask Detection (FMD) and Masked
Facial recognition (MFR) models. This chapter, therefore, provides an in-depth exploration into
the critical phase of model evaluation, assessing its effectiveness in detecting the presence and
non-presence of face masks and recognising the identity of masked faces. By harnessing two
distinct datasets for FMD and three datasets for MFR, this study navigates through a meticulous
exploration of experimental results. The conducted experiments highlight scenarios that include
varied lighting conditions, diverse facial angles, and the incorrect use of a face mask. In addition,
the research delves into the scrutiny of confidence levels, examining their dynamics across all
models in the training and testing phases, as well as in simulated and real-time scenarios. This is
conducted for the purpose of detecting and recognising participants in the FMD and MFR segment
of the research. Hence, a qualitative and quantitative analysis of results are presented in this

chapter.

5.1. Model Development and Experiments

The models were developed on an HP ProBook 450 G4 laptop (x64-based PC) with 16 gigabytes
of random-access memory and 232 gigabytes of storage space, utilising both the Intel R High
Definition (HD) graphics 620 integrated graphics processing unit and central processing unit. The
experimental development process involved executing the constructed models within the
Anaconda (Aryotejo ef al. 2023) Integrated Development Environment (IDE). The models were
developed and built using the Jupyter notebook open-source web application, using Microsoft
Edge as the web platform (Granger and Pérez 2021). The initial phase of the experimental process
involved training the models with various images. In the FMD phase, the images contain
participants that wear a face mask and participants that do not, in order to build a robust model
that is flexible and able to easily identify individuals that wear masks. In the second phase, within
context of the MFR model, a multitude of masked and non-masked images containing multiple
participants for each dataset are trained to accurately recognise a participant whilst their face mask

1S on.
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5.2. Face Mask Detection Model

The FMD model is designed and developed to automatically identify whether individuals are
wearing face masks or not in real-time. Moreover, the model can discern instances where a person
wears their face mask incorrectly or employs their hands to cover their mouth, categorising such
scenarios as a “No Mask” detection. This can help to enforce safety protocols and public health
measures during situations that require the use of a face mask. Section 5.2.1. to Section 5.2.4.,
provide an illustrative overview based on the development and results implemented for the
required FMD model. The FMD model is experimented on with the 'face mask detection' (Gurav
2020) and 'Face Mask Detection 12K images' (Jangra 2020) datasets. The analysis and results
begin with the dataset visualisation and summary. The model results derived from the training
phase is then depicted and described in detail. In the last stage the model performance is discussed,
highlighting the evaluation metrics applied to determine the effectiveness of the proposed model
when compared to the existing research literature findings. The section concludes with a summary

based on the FMD model documented outcomes.

5.2.1. Face Mask Detection Datasets

In the context of ‘face mask detection’ and 'Face Mask Detection 12K images' datasets, this study
explores FMD, presenting a comprehensive experimentation and the ensuing results based on the
respective datasets. As displayed in Figure 5. 1 and Figure 5. 2, the datasets contain multiple
variations of images. Both datasets consists of extremely blurry, HD, various light intensities,
diverse facial angles, several images with cropped regions, and a diverse range of ethnicities. All

these images are utilised to aid the development of a generalised and robust model.

5.2.1.1.  The ‘face mask detection’ Dataset

This dataset is composed of a total of 5980 images. The images are compartmentalised based on
two folders labelled “Mask” and “No Mask.” Both the “Mask” and “No Mask” classes contain

a balanced and equally distributed number of images containing 2990 in each folder.
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Figure 5. 1: Sample Images of the 'face mask detection’ Dataset (Gurav 2020)
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5.2.1.2.  The 'Face Mask Detection 12K images' Dataset

In this dataset, a total of 5000 images are included. The “Mask” and “No Mask” classes both

contain a balanced and equally distributed number of images with 2500 images in each folder.
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Figure 5. 2: Samples Images of the 'Face Mask Detection 12K Images' Dataset (Jangra 202(0)
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Investigating the outcomes of training the FMD model provides critical insight into their
performance and efficacy. The next section explores the results obtained from training the FMD
model using the aforementioned datasets in identifying the presence and non-presence of face

masks on individuals.

5.2.2. Face Mask Detection Model Training Results

The dataset images are trained using a variation of CNN known as the MobileNetV2 architecture,
optimising parameters to enhance accuracy in predicting or classifying new, unseen data to

perform classification proficiently.

5.2.2.1. The ‘face mask detection’ Dataset

The distribution of images which follow an 80/10/10 split, with 4784 images allocated for training
the model, 598 images utilised for validation during hyperparameter tuning, and 598 images
reserved for assessing the model's accuracy in classification testing on unseen test data. As
depicted in Annexure C, Figure I, the representation demonstrates the model's accuracy

throughout both the training, validation and testing process.

The model accuracy is defined as the mean accuracy across individual batches of training data.
The metric "val accuracy" is precisely reflective of the accuracy based on the predictions within
the validation data batch. The "val loss" exhibited in the model diagram for each epoch quantifies
the instances where predictions do not align with the values in the validation data batches. This
loss metric reveals discrepancies identified within the model across various batches of data. The

last epoch displayed an apt validation accuracy of 1.0000 and a validation loss of 0.0024.
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Once the model has been trained using this dataset, it is effectively evaluated based on the
performance of the deep learning model within the test portion of the dataset. This evaluation is
performed to calculate the average loss and accuracy over the entire unseen test dataset. The model
produced an overall exceptional accuracy rate of 100%. The model in conjunction with the

exceptional accuracy rate also produced an overall low loss of 0.0012.

Upon completion of the trained, validated and tested images, through the utilisation of plotted
graphs, a demonstration based on the evolution of key metrics across the epochs during the training

process is visualised.

During training, machine or deep learning models are evaluated using training accuracy and
training loss metrics. This indicates the model’s fit to the training data. Training accuracy
represents the percentage of correctly predicted labels, while training loss quantifies the disparity
between the model's predictions and the actual targets. Decreasing training loss signifies improved
accuracy and serves as an optimisation objective. Visual representations, such as the graph
depicted in Figure 5. 3, offer insights into the accuracy and loss trends that occur during the
training process. Furthermore, validation accuracy and loss are assessed on a distinct subset of the
dataset to facilitate hyperparameter tuning, ensuring that the model avoids overfitting and achieves
robust generalisation. Conversely, test accuracy and the test loss, evaluated on a separate test
portion of the dataset, inherently assess the model's performance on the unseen portion of the test
data. The test accuracy therefore measures the percentage of accurately predicted labels, while test
loss quantifies the deviation between predictions and targets. These metrics, crucial for gauging
real-world performance, aid in identifying potential overfitting issues and optimising model

generalisation (Akhtar and Ragavendran 2020).

Based on the training, validation and test results obtained during the epoch iteration, there is a
notable improvement in model performance over the epoch iteration process. The training
accuracy begins with a value of 56% and steadily increases to a value of 99.44%, indicating
effective learning. Similarly, the validation accuracy begins with 55.02% and steadily increases to
a value of 100%. The test data, performed on the unseen images, provided a test accuracy of 100%.
This highlights the model’s ability to generalise on unseen data effectively. In the loss function,
the training loss decreases from 0.8164 to 0.0214 for training and 0.5753 to 0.0024 for validation.

Within the unseen test data, a loss of 0.0012 was observed.
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Figure 5. 3: Plotting the Epochs of the ‘face mask detection’ Dataset

This indicates efficient convergence and therefore a strong predictive capability of the model is
displayed. In addition, the model exhibits no signs of overfitting, as indicated by consistently
improving validation accuracy and with a minimal disparity between training and validation loss

in the graph visualisations.

52.2.2. The 'Face Mask Detection 12K images' Dataset

The distribution of images following the aforementioned split consists of 4000 images allocated
for training, 500 images for validation and 500 images reserved for assessing the model's accuracy
in classification testing on the unseen data. The accuracy of the model that occurred during the
epoch iteration training, validation and testing process is depicted in Annexure C, Figure 2. The

last epoch displayed a validation accuracy of 1.0000 and a validation loss of 0.0020.

Upon completion of the trained model using this dataset, the deep learning model is evaluated
based on the model's performance on the unseen test dataset. The model produced an overall
accuracy of 100%, emphasising the model's remarkable performance. Furthermore, the model
produced an overall loss of 0.0013, demonstrating insignificant discrepancies and highlighting its

exceptional performance.

The training, validation and testing accuracy, and training, validation and testing loss are illustrated
in Figure 5. 4. The provided training, validation and testing results reveal a steady progress in both
loss and accuracy metrics during the respective epoch iteration process. The FMD model
demonstrates a moderate performance and progressively increases through each epoch iteration,

with an initial training accuracy of 53.60% to 99.45% and a validation accuracy of 69.00% to
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100%. The test data, performed on the unseen images, provided a test accuracy of 100%. In the
loss function, the training loss decreases from 0.8853 to 0.0260 for training and 0.5504 to 0.0020
for validation. The test loss produced an outcome of 0.0013. Hence, there is a consistent increase
in accuracy and decrease in the loss on both the training and validation sets throughout the epochs.

It therefore suggests that no overfitting has occurred.
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Figure 5. 4. Plotting the Epochs of the 'Face Mask Detection 12K images' Dataset

The evaluation of model performance through the confusion matrix and evaluation metrics offers
valuable insights into its effectiveness and robustness of the model. The results of these metrics
based on model performance are illustrated both quantitatively and qualitatively within the model

performance section.

5.2.3. Face Mask Detection Model Performance

The performance of the model is evaluated on the ‘face mask detection’ and the ‘Face Mask
Detection 12K images’ datasets using the confusion matrix, accuracy, precision, recall, and the f1-

Score€.

5.2.3.1. Model Performance - ‘face mask detection’ Dataset

The confusion matrix depicted in Table 5. 1, provides an illustrative overview of the model. In this
matrix, there are 299 True Positive (TP) images, indicating that 299 out of a total of 299 test images
per class are correctly and accurately representative of the “Mask”™ class. In the False Positive
(FP) class, there are zero (0) instances where the model falsely classified negative “No Mask™
instances as positive “Mask” instances. In the third block known as the False Negative (FN) class,
there are zero (0) instances where the model falsely classified positive “Mask” instances as

negative “No Mask” instances. This overview depicts 299 True Negative (TN) images, indicating
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that 299 out of a total of 299 test images per class are correctly and accurately representative of

the “No Mask” class.

Table 5. 1: Confusion Matrix on the ‘face mask detection’ Dataset

Actual
Mask No Mask
Predicted Mask TP (299) FP (0)
No Mask FN (0) TN (299)

By adding both the 7P (299) and TN (299) classes and dividing it by the total number of testing
images (598), it provides insight into whether the model is overfitting or not. Performing this
calculation results in a total of 100%. Hence, there is no overfitting that occurred since the unseen

test data provides a score of 100% and the confusion matrix calculation is also 100%.

In assessing model performance, a comparison of the proposed model against the existing literature
1s performed using evaluation metrics such as the accuracy, precision, recall, and fl-score. A
quantitative comparison is therefore performed based on the existing literature models that use the
same ‘face mask detection’ dataset to train and assess model performance as depicted in Table 5.
2. Referring to Annexure A, the entire study result for each model is found based on the

corresponding author name.

Table 5. 2: Performance Evaluation on the ‘face mask detection’ Dataset

Study Accuracy  Precision Recall F1-Score
Proposed Study 100 100 100 100
(Bania 2023) 99.97 99.97 99.97 99.97
(Habib et al. 2022) 99.98 99.96 99.97 99.97
(Benifa et al. (2023) 99.00 98.00 99.00 99.00
(Guo et al. 2022) 96.70 96.30 92.50 94.36
(Goyal et al. 2022) 98.00 98.00 98.00 98.00

Based on the comparison performed in 7able 5. 2, it is evident that the proposed model

outperformed the existing models, attaining a 100% score across the aforementioned evaluation
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metrics. In addition, it is important to note the identified limitations within each of the existing
studies that have been effectively addressed within this research. Within these studies the

following limitations are noted.

e In the study by author Bania (2023) , the model lacks the ability to identify instances when
individuals wear face masks incorrectly. The outcomes solely reflect individuals
presenting frontal face images in real-time. Hence, the model does not cater for images at
varied angles.

e Within study by Habib et al. (2022), the model focuses on detecting frontal face images,
lacking the capability to discern different face mask positions, including instances with no
mask or incorrect mask placement.

e Study three by Benifa et al. (2023) highlights the model's responsiveness is highly
influenced by the spatial orientation of the camera. In addition, the model's potential is
constrained as it relies on larger datasets for training, and the acquired weights are not
fully optimised for real-world applications without further enhancement. The model
required a considerable number of 100 epochs to train in order to produce an accuracy of
99%.

e In the study by Guo ef al. (2022), the model only achieved an accuracy of 96.70%,
indicating the lowest accuracy in comparison to the rest of the models. The current dataset,
while extensive, poses a limitation as it lacks heavily obscured and half-face images.
Therefore, the model produces a considerable number of false positives. In addition, this
model required a total of 100 epochs to train the model efficiently.

e The last study by author Goyal et al. (2022), utilises a selection of images from the 'face
mask detection' dataset to create a custom dataset for model training and testing. In this
study, the model only achieved score of 98% throughout the aforementioned metrics in
comparison to the proposed model that achieved 100%. In addition, the model is incapable
of detecting improper mask usage, thus creating an increased number of false positives in

the improper mask usage scenario.

Based on Figure 5. 5, a graph-oriented visualisation of the proposed model is depicted for the ‘face

mask detection’ dataset. Thus, it provides a score of 100% across the aforementioned evaluation
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metrics when compared to the existing models that utilised the ‘face mask detection’ dataset

identified in the existing literature.

Performance Evaluation on the 'face mask detection'
Dataset
99,97 99,97 99,97 99,97
102 100 99,98 100 99, 96 100 99,97 100 99,97,
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Figure 5. 5: Performance Evaluation on the ‘face mask detection’ Dataset Graph

Using sample images from the ‘Face Mask Detection 12K images' dataset, the model performance
1s further assessed. The predicted results based on a set of test images are illustrated and described

aptly in Table 5. 3 and Figure 5. 6.

Table 5. 3: Results of the ‘face mask detection’ Dataset Sample Prediction

Label Description Accuracy
Percentage (%)

A Frontal face and no mask with glasses on. 100

B No mask, blurry image and a slight facial angle. 100

C Mask on, highly blurry image and head at an extreme left angle. 100

D Mask on, extremely blurry image with a slight facial angle and glasses on. = 100

E Augmented image, no mask, head at a slight right angle with reduced 100

brightness and distorted colour orientation.

F Augmented image, no mask, highly blurred image with noticeable 100
distortion and a slight right angle of the head.

G Augmented image, mask on, highly blurred image with noticeable 100
distortion and a slight right angle of the head.

H Augmented image, mask on, slight right angle of the head with reduced 100

brightness and distorted colour orientation.
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Figure 5. 6. ‘face mask detection' Dataset Sample Prediction (Jangra 2020)

As a result, the model consistently achieved a 100% accuracy score across all sample image

scenarios presented to the model, demonstrating the robustness of the FMD model.

5.2.3.2. Model Performance - ‘Face Mask Detection 12K images’ Dataset

The confusion matrix depicted in Table 5. 4, provides an illustrative overview of the model. The
results reveal that there are 250 TP images, indicating 250 out of 250 total test images per class
are correctly and accurately representative of the “Mask” class. In the FP class, there are zero (0)
instances where the model falsely classified negative “No Mask” instances as positive “Mask”
instances. In the third block known as the FN class, there are zero (0) instances where the model
falsely classified positive “Mask” instances as negative “No Mask™ instances. This overview
depicts 250 TN images, indicating that 250 out of 250 total test images per class are correctly and

accurately representative of the “No Mask” class.
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Table 5. 4: Confusion Matrix on the 'Face Mask Detection 12K images' Dataset

Actual
Mask No Mask
Predicted Mask TP (250) FP (0)
No Mask FN (0) TN (250)

By adding both the 7P (250) and 7N (250) classes and dividing it by the total number of test images
(500), it provides insight into whether the model is overfitting or not. Performing this calculation
results in a total of 100%. Hence, there 1s no overfitting since the unseen test data provided a score

of 100% and the confusion matrix calculation is also 100%.

A comparison of the proposed model using the 'Face Mask Detection 12K images' dataset against
the existing literature models that utilise the same dataset are performed based on the

aforementioned evaluation metrics depicted in Table 5. 5.

Table 5. 5: Performance Evaluation on the ‘Face Mask Detection 12K images’ Dataset

Study Accuracy Precision Recall F1-Score
Proposed Study 100 100 100 100
(Fazeli Ardkeen, Tale and Parseh 2023) | 99.02 99.00 99.00 99.00
(Zhang 2021) 98.70 98.00 98.00 98.00
(Chakma et al. 2022) 99.46 99.73 99.19 99.46
(Arora, Gupta and Sridhar 2022) 95.00 98.00 95.00 96.50

Based on the comparison performed in 7able 5. 5, the proposed model outperformed the exiting
literature models, attaining a score of 100% throughout the aforementioned evaluation metrics. In

performing this evaluation, the following limitations are noted in the existing literature studies.

e The study by author Fazeli Areana, Tale and Parseh (2023), noted that the model required
a total of 100 epochs to run. In addition, the model's computational demands are significant,
driven by its utilisation of a dataset comprising 12000 images. Moreover, the inclusion of
an additional 12000 1images through data augmentation further heightened the
computational complexity of the model. The model also lacks the capability to detect face

masks in real-time. Furthermore, the model identified a considerable number of false
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negatives and positives in confusion matrix, indicating that the model struggles with
accurately distinguishing between the respective classes.

e In the study by Zhang (2021), the model achieved an average score of 98% throughout the
evaluation metrics and 98.70% in the accuracy of the model, attaining a considerably lower
score than the proposed model. In addition, the model displayed a considerable number of
false negatives and positives in the confusion matrix, implying that it faces challenges in
accurately differentiating between the respective classes. Furthermore, the study highlights
the need to enhance storage efficiency and overall speed in the detection process, indicating
a substantial demand for computational resources.

e Within the study by author Chakma et al. (2022), it is evident that the proposed model
achieved a higher set of results in comparison to the existing developed model. In addition,
the model's effectiveness is limited to frontal face images, as demonstrated by the real-time
detection results presented in the research study.

e Based on the results obtained in the study by author Arora, Gupta and Sridhar (2022), the
model displayed poor scores in all the aforementioned evaluation metrics. This indicates
that the model requires significant improvement. Furthermore, the model required a
significant amount of computational resources indicating the computational complexity

identified within the model.

Based on Figure 5. 7, a graph-oriented visualisation of the proposed model in comparison to the
existing literature models using the 'Face Mask Detection 12K images' dataset is depicted. Thus,
it provides a score of 100% across the aforementioned evaluation metrics when compared to the

existing models in the literature that utilised the same dataset.
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Figure 5. 7: Performance Evaluation on the ‘Face Mask Detection 12K images’ Dataset Graph

Using sample images from the face mask detection’ dataset, the model performance is further

assessed. The predicted results based on a set of test images are illustrated and described aptly in

Figure 5. 8 and Table 5. 6.

Table 5. 6: Results of the ‘Face Mask Detection 12K images’ Dataset Sample Prediction

Label

o QO A w B

Description Accuracy
Percentage (%)

Frontal face and no mask with a baseball cap on. 100

No mask, blurry image and head at an angle with glasses on. 100

Mask on, highly blurry image and head at a slight angle with glasses on. = 100
Mask on, highly blurry image and head at an extreme left angle. 100
Augmented image, no mask, head at an extreme right angle with 100
noticeable image distortion.

Augmented image, no mask, head at an extreme left angle. slightly 100
blurred image with noticeable distortion, reduced brightness and
distorted colour orientation.

Augmented image, mask on, highly blurred image, head at a slight right = 100
angle with noticeable distortion and glasses on.

Augmented image, mask on, frontal face image with reduced brightness = 100

and distorted colour orientation.

108



No Mask (100.00% accuracy) No Mask (100 00% accuracy) Mask (100 00% accuracy) Mask (100.00% accuracy)

e
=,,.o

A B

No Mask (100 00% accuracy) No Mask (100 00% accuracy) Mask (100 00% accuracy) Mask (100.00% accuracy)

Figure 5. 8: ‘Face Mask Detection 12K images' Dataset Sample Prediction (Gurav 2020)
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Therefore, the model achieved an accuracy score of 100% in every sample image scenario

presented to it, indicating the robustness of the proposed FMD model.

In the next subsection, a quantitative comparison is performed between the proposed model and
the top three performing models in the existing literature that utilise the MobileNetV?2 architecture
to build a FMD model.

5.2.3.3. Model Performance - MobileNetV2 Model

The accuracy, precision, recall and fl-score are aptly discussed, and a comparison visualisation 1s
depicted in 7able 5. 7. Referring to Annexure A, the entire study result for each of the top three
performing models can be found based on the corresponding author name. The model comparison
1s performed based on the mean score of the face mask detection’ and ‘Face Mask Detection 12K
images’ datasets on the accuracy, precision, recall and fl-score combined. The model, therefore

displayed a mean score of 100% throughout the aforementioned evaluation metrics.

Table 5. 7: Performance Evaluation on the MobileNetV2 Architecture Model

Study Accuracy Precision Recall Fl-score
Proposed MobileNetV2 Study (face mask detection = 100 100 100 100

and Face Mask Detection 12K images datasets)

(Talahua ef al. 2021) 99.65 100 100 100
(Custom dataset)
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(Habib et al. 2022) 99.98 99.96 99.97 | 99.97
( FMD by Omkar Gurav , FM by Oumina, Makhi,

and Hamdi, and the RMFR datasets)

(Ilyas and Ahmad 2022) 100 99.90 99.90 | 99.90

(Custom dataset that composed of random public

repositories)

Based on the comparison of evaluation metrics within 7able 5. 7, it 1s evident that the proposed

model outperformed the top three performing models that utilised the MobileNetV2 architecture

within the existing literature, attaining a mean score of 100%. Furthermore, it is important to note

the identified limitations within each of the existing studies that have been effectively addressed

within this research.

In the study by author Talahua ez al. (2021), the model presented difficulty in the detection
of certain faces when individuals wore a face mask. The second limitation noted was the
model’s inability to detect masked individuals from varied angles presented, as it only
worked on frontal face images. The model also experienced decreased accuracy when
presented with adverse lighting conditions. In addition, the model required a significant
amount of time for processing and training the images as the model demanded a total of 10
hours in training time. Hence, computational complexity was noted within this model.
Within the study by Habib et a/. (2022), the model focused on detecting frontal face images,
lacking the capability to discern different face mask positions, including instances with no
mask or incorrect mask placement.

In the study by authors Ilyas and Ahmad (2022), the model displayed a significant score
across the aforementioned metrics, however the proposed model still outperformed the
existing model with 100% scored across the evaluation metrics. In the existing study, the
focus 1s solely on the research and development of a FMD model and does not address a

solution for MFR.

Therefore, the proposed FMD model attained exceptional evaluation metric scores when compared

to the existing literature identified. This highlights the proposed model’s ability to discover

patterns and conduct accurate classifications on both test sample images and real-world
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applications as illustrated and described in the model performance section and the real-time

detection for face mask detection subsection.

Based on Figure 5. 9, a graphical visualisation of the proposed model is depicted below. The graph
consists of a combination of both the ‘face mask detection’ and ‘Face Mask Detection 12K images’
datasets. Thus, it provides a mean score of 100% across the aforementioned evaluation metrics

when compared to the top three performing MobileNetV2 models identified in the existing

literature.
Performance Evaluation on the MobileNetV2 Model
100,1 100 100 gg gg 100 99,06 100 100 99,97 100 100 99,97 100
100 99,9 99,9 99,9
99,9
99,8
99,7 99,65
99,6
99,5
99,4
Accuracy Precision Recall F1-score
W MobileNetV2 (Proposed research) W MobileNetV2 (llyas and Ahmad 2022)
M MobileNetV2 with CNN (Habib et al. 2022) m MobileNetV2 (Talahua et al. 2021)

Figure 5. 9: Performance Evaluation on the MobileNetV?2 Architecture Model Graph

Presented below i1s a series of real-time FMD demonstrations. These scenarios demonstrate the
model's performance in identifying the presence, non-presence, and improper use of face masks in

various real-time scenarios, highlighting its practical application and reliability.

5.2.3.4. Real-Time Detection for Face Mask Detection

The series of images below present an illustration based on real-time FMD. In labels 4 7o F, the
detection is conducted using a normal standard home lighting condition of 50 lux. In G 70 L, the
lights are completely switched off and the same experiments are conducted. Based on labels £ and
F, extreme variation in angles are presented on both the left- and right-hand side with the normal
standard lighting conditions applied. In labels K and L, extreme variation in angles are presented
on both the left and right-hand side with the lights completely switched off. Within label B, the
scene 1s 1lluminated, while in A, the lights are entirely extinguished, and in 7, there is fraction of
illumination while the lights are still completely extinguished through the utilisation of a dimmed
(1.e., lowest setting) iPhone 11 torch light. All three scenarios display the participant’s hands
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covering the facial region in place of a face mask. In this scenario the model is still able too
accurately identify that it is not a face mask and labelled the outcomes as “No Mask.” Lastly in

label D, the model is able to accurately identify that even though the participant had a mask on, it

is not placed properly on the required facial region rendering the output as “No Mask.”
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Table 5. 8 provides a description of each image based on the series of images labelled 4 70 L to

provide an in-depth description with reference to the experiments conducted for FMD below.

Table 5. 8: Results of Real-Time Detection for FMD

Label Description Accuracy
Percentage (%)

A No mask. 99.90

B No mask, hands covering face as a mask. 93.47

C Mask on, frontal face. 100

D Incorrect use of a face mask. 93.27

E Mask detection, left angle. 100

F Mask detection, right angle. 100

G No mask in the dark. 99.32

H No mask, hands covering face as a mask in the dark. 64.08

I No mask in the dark, frontal face with slight illumination. 97.95

J Mask on in the dark, frontal face. 100

K Mask detection in the dark, left angle. 99.99

L Mask detection in the dark, right angle. 100

During both testing on sample images and in real-time detection, the model displayed significant
results in its ability to detect the presence and non-presence of a face mask on a participant. In the
real-time detection phase, the model produced accuracy results that ranged from a perfect 100%
score to the minimum score of 64.08% obtained in extreme dimmed lighting conditions. The model
however 1is still able to accurately identify the non-presence of a mask since the participant
employed their hands to cover the facial region. This further reinforces that the model is able to
accurately detect the incorrect usage of a face mask in varied lighting conditions despite the
necessary facial regions being covered in place of a face mask. In addition, the model is able to
detect the presence or non-presence of a face mask whilst the participant had objects such as a
baseball cap or the participant’s hair down slightly covering the facial structure in certain instances

as well as glasses covering the eyes and a portion of the nose region.
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5.2.4. Face Mask Detection Summary

Within in the current developed FMD model, the overall mean accuracy score achieved on the

unseen test data utilising the two aforementioned FMD datasets is calculated as 100 + 100 = ? =

100%. In addition, the combined average loss achieved on the unseen test data for the FMD model

is calculated as 0.12 + 0.13 = % = 0.125. The model achieved a total mean accuracy of 100%

and a total mean loss of 0.125. The proposed model therefore outperforms the exiting models
outlined in the FMD portion of the existing literature, highlighted in the meta-analysis, Annexure
A. In addition, the developed model displayed an outstanding performance and achieved
exceptional accuracy rates throughout real-time scenarios and application testing of the model.
The model when run on each of the aforementioned datasets, took a total of one hour each to run
with low computational complexity given the laptop hardware described above. Furthermore, the
model possessed the ability to detect the presence, non-presence, or incorrect usage of a face mask
despite being presented with dimmed lighting conditions, diverse facial angles, distorted blurry
images, object obstructions (i.e., eye glasses, baseball cap and hair covering slight regions of the

face) and diverse ethnicities as depicted in the model performance section.

5.3. Masked Facial Recognition Model

The MFR phase is designed and developed to enable efficient and secure access management,
control and monitoring in high-security environments, during pandemics or instances that require
the use of a face mask. Section 5.3.1 to Section 5.3.4 provide an in-depth and illustrative overview
of the analysis and results for the required MFR phase. The MFR model is experimented on the
‘Masked Face Recognition’ (Singh 2023a), ‘Mask Detection and Masked Face Recognition’
(Ullah et al. 2022) and the ‘Custom Real-Time Masked Face Recognition’ datasets. In the study,
the ‘Masked Face Recognition’ dataset by Singh (2023a), ‘Mask Detection and Masked Face
Recognition’ dataset by Ullah et al. (2022) and the ‘Custom Real-Time Masked Face Recognition’
dataset are respectively labelled as ‘MFR Dataset’, ‘MDMFR Dataset’ and ‘CRMFR Dataset’.
The analysis and results begin with the dataset visualisation and summary, next the model results
derived from the training phase are depicted and described in detail. In the last stage, model
performance is discussed, highlighting evaluation metrics applied to determine the effectiveness
of the proposed model in comparison to the existing research literature results. The section

concludes with a summary based on the MFR model documented outcomes.
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5.3.1. Mask Facial Recognition Datasets

In the context of the ‘MFR Dataset’, ‘MDMFR Dataset’ and the ‘CRMFR Dataset’, this study
explores MFR, presenting a comprehensive experimentation and the ensuing results based on the
respective datasets. All three datasets contain multiple variations of images, including blurry, HD,
various light intensities, diverse facial angles, and several images with cropped regions based on
the applied augmentation techniques. All these images are utilised to aid the development of a

generalised and robust model.

5.3.1.1. The ‘MFR Dataset’

In the ‘MFR Dataset’, a total of 456 images exist within the original dataset. Images of the
participants are compartmentalised into 19 folders as displayed in Figure 5. 10. Each folder
consists of 24 images per participant. To ensure the model is robust and works optimally, data
augmentation is created and applied to the original dataset as indicated in chapter four within the
MFR preprocessing step under the CNN seven-step model development. Since there are 21
augmented images generated per folder, the updated dataset consists of ((24 x 21) +
24) x 19 = 10032 images. Therefore, the dataset contains a balanced and equally distributed

number of images with a total of 528 images per class.

I O T I A VO T
(ORI B A

p10 pl8

A

p19

Figure 5. 10: Folders for Each Participant in the ‘MFR Dataset’ (Singh 2023a)

5.3.1.2. The ‘MDMFR Dataset’

In the ‘MDMFR Dataset’, a total of 500 images exist within the original dataset. Images of the
participants are compartmentalised into 50 folders as displayed in Figure 5. 11. Each folder
consists of 10 images per participant. As applied to in the first dataset, the same data augmentation

techniques are applied to the second dataset, creating a new batch of images. The updated dataset

115



therefore consists of ((10 x 21) + 10) x 50 = 11000 images and contains a balanced and

equally distributed number of images with a total of 220 images per folder.
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Figure 5. 11: Folders for Each Participant in the ‘MDMFR Dataset’ (Ullah et al. 2022)

5.3.1.3. The ‘CRMFR Dataset’

Within the ‘CRMFR Dataset’, a total of 250 images exist within the original dataset. Images of the
participants are compartmentalised into 10 folders as displayed in Figure 5. 12. Each folder
consists of 25 images per participant. As applied to the first and second dataset, the same data
augmentation techniques are applied to the third dataset to create a new batch of images.
Therefore, the updated dataset consists of ((25 x 21) + 25) x 10 = 5500 images and contains

a balanced and equally distributed number of images with a total of 550 images per folder.

p7 p8 p9 p10

Figure 5. 12: Folders for Each Participant in the ‘CRMFR Dataset’
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Investigating the outcomes of training the MFR models provide critical insight into their
performance and efficacy. The next section explores the results obtained from training the MFR
model using the aforementioned MFR datasets in identifying the accurate identity of a masked

face individual despite the model being presented with facial occlusions.

5.3.2. Masked Facial Recognition Model Training Results

The dataset images are trained using the CNN architecture, optimising parameters to enhance the

accuracy in predicting or classifying new, unseen data to perform classification proficiently.

5.3.2.1. The ‘MFR Dataset’

The model follows a dataset split of 80/10/10. This indicates that 80% of the data is employed for
training the model, which consists of 8024 images. Within this split, 10% of the data, comprising
1004 images, is used for data validation during hyperparameter tuning, while the other 10%, also
consisting of 1004 images, is reserved for testing the model on unseen test data. During the epoch
iteration training, validation and testing process, the model’s accuracy in the MFR phase is
displayed as seen in Annexure C, Figure 3. The model accuracy is defined as the mean accuracy
across individual batches of training data. The metric "val accuracy" is precisely reflective of the

'

accuracy based on the predictions within the validation data batch. The "val loss" exhibited in the
model diagram for each epoch quantifies the instances where predictions did not align with the
values in the validation data batches. This loss metric reveals discrepancies identified within the
model across various batches of data. The final epoch yields a validation accuracy of 0.9930 and

a validation loss of 0.0380.

Once the model’s epoch iteration process has been completed, it is effectively evaluated based on
the performance of the deep learning model within the test portion of the unseen dataset. This
evaluation is performed to calculate the average loss and accuracy over the entire test dataset. The
model therefore produced an overall accuracy rate of 99.40%, highlighting the model’s remarkable
performance. The model in conjunction with the exceptional accuracy rate also produced an

overall loss of 0.0305, indicating minimal discrepancies within the performance.

Upon completion of the trained, validated and tested images, through the utilisation of plotted
graphs, a demonstration based on the evolution of key metrics across the epochs during the training

process is visualised aptly.
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The training, validation and testing accuracy, and training, validation and testing loss are illustrated
in Figure 5. 13. Based on the training, validation and testing results obtained during the epoch
iteration, there is a notable improvement in model performance over the epoch iteration. The
training results based on the model’s accuracy improved from 74.44% to a remarkable 100% in
the final epoch and 91.53% to 99.30% in the validation accuracy. The test data, performed on the
unseen test images, provided a test accuracy of 99.40%. The training loss significantly decreased
from 1.2146 to 0.0142 whilst the validation loss followed a decrease from 2.6375 to 0.0380 in the
last epoch. The test loss produced an outcome of 0.0305. This therefore highlights the model’s

ability to generalise on new and unseen data.

Tramning, Validation, and Test Accuracy Tramning, Validation, and Test Loss

Loss

Figure 5. 13: Plotting the Epochs of the ‘MFR Dataset’

Therefore, the consistent increasing trend in both the training and validation accuracy and
decreasing trend in both the training and validation losses indicates no signs of overfitting. Due to
the narrowing gap between training and validation accuracies, it further indicates a balanced fit.

Thus, mitigating concerns of both overfitting and underfitting within the data.

53.2.2. The ‘MDMFR Dataset’

Following the aforementioned dataset split, 8800 images are employed to train the model, whilst
1100 images are allocated for hyperparameter tuning during validation and 1100 images are
reserved for testing the model on the unseen test data. The accuracy of the model’s results during
the training and validation epoch iteration process with the inclusion of the test accuracy and loss
values are depicted in Annexure C, Figure 4. The last epoch displayed a validation accuracy of

0.9982 and a validation loss of 0.0259.
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Once the model’s epoch iteration process is completed, the model is evaluated based on its
performance on the unseen test dataset. The model produced an overall accuracy rate of 99.82%,
emphasising the model’s outstanding performance. The model in conjunction with the exceptional
accuracy rate also produced an overall loss of 0.0307, demonstrating insignificant discrepancies

in the performance.

The training, validation and testing accuracy, and training, validation and testing loss are illustrated
in Figure 5. 14. Within the context of the training and validation accuracy, the model displays a
steady increase from 62.76% to 99.99% and 93.82% to 99.82%. Within the test data, performed
on the unseen images, the model produced a test accuracy of 99.82%. In the training and validation
loss the model displays a steady decrease from 2.0658 to 0.0203 and 3.6029 to 0.0259. The test
loss produced an outcome of 0.0307. Therefore, this highlights the model’s ability to generalise on

unforeseen data and indicates the model's ability to capture complex patterns without overfitting.
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Figure 5. 14: Plotting the Epochs of the ‘MDMFR Dataset’

Since there is a consistent increase in accuracy and decrease in the loss on both training and

validation sets throughout the epochs, it suggests that no overfitting has occurred.

5.3.2.3. The ‘CRMFR Dataset’

This dataset follows the same aforementioned split with 4400 images employed to train the model,
whilst 550 images are allocated for hyperparameter tuning during validation and 550 images are

reserved for testing the model on the unseen test data. The training, validation and testing epoch
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iteration process for this dataset’s model is depicted in Annexure C, Figure 5. The last epoch

iteration displayed a validation accuracy of 0.9982 and a validation loss of 0.0097.

Upon completion of the model’s epoch iteration process, the model is evaluated based on the
performance on the unseen test dataset. The model produced an overall accuracy rate of 99.82%,
emphasising the model’s remarkable performance and an overall loss of 0.0094, indicating

minimal discrepancies in performance.

The training, validation and testing accuracy, and training, validation and testing loss are illustrated
in Figure 5. 15. In this dataset, the model begins with a training loss of 0.8622 and accuracy of
79.98%, converging to a loss of 0.0051 and accuracy of 100% in the concluding training epochs.
In the validation accuracy and loss, a significant improvement is displayed, highlighting a
decreasing loss from 2.0724 to 0.0097 and accuracy increasing from 94.55% to 99.82%. Within
the test data, performed on the unseen images, the model produced a test accuracy of 99.82% and
a test loss of 0.0094. These results portray the effectiveness of the training process and the

robustness of the model in accurately classifying new unseen data presented to the model.
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Figure 5. 15: Plotting the Epochs of the ‘CRMFR Dataset’

Therefore, the minimal difference between the training and validation losses, along with the
increasing trend in training and validation accuracies, indicates effective generalisation, with no

signs of overfitting, affirming the model's robustness and ability to generalise on unseen data.
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The evaluation of model performance through the confusion matrix and evaluation metrics offers
valuable insights into its effectiveness and robustness. The results of these metrics based on model
performance are illustrated both quantitatively and qualitatively within the model performance

section.

5.3.3. Masked Facial Recognition Model Performance
The performance of the model is evaluated on the ‘MFR Dataset’, ‘MDMFR Dataset’ and the

‘CRMFR Dataset’ using the confusion matrix, accuracy, precision, recall, and the fl-score.

5.3.3.1. Model Performance — ‘MFR Dataset’

Visual insight into the accuracy of all participants within the dataset during the testing phase is
depicted in Figure 5. 16, utilising a confusion matrix. In the aforementioned detailed description
based on the dataset split, the dataset underwent a division into training, validation and testing sets,
with an 80/10/10 split. It is noteworthy that a total of 1004 images are dedicated to testing the
model, with an allocation of 53 images per participant in each class during the testing phase. The
diagonal elements, colour coded in a dark shade of blue represent the number of correct predictions
for each class. Conversely, the off-diagonal elements represent the number of misclassifications
between the relevant classes. All classes contain a respectable number of correct classifications
whilst the minimum number of correct classifications are 51, that is obtained for participant pS8.
This indicates that only two misclassifications are yielded by the model for participant p8.
Therefore, the number of misclassifications produced by the model for each participant fall within
the range of zero to two. Hence, this suggests a slight discrepancy between the classifications and
misclassifications, highlighting the model's effectiveness in accurately predicting the correct

identity of the participants for each class.
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Figure 5. 16: Confusion Matrix on the ‘MFR Dataset’

By adding all the true positives (998) for each class and dividing it by the total number of testing
images (1004), it provides insight into whether the model is overfitting or not. Performing this
calculation results in a total of 99.40%. Hence, there is no overfitting since the unseen test data in

the testing result is 99.40% and the confusion matrix calculation is also 99.40%.

Within the context of performing a model comparison using the 'MFR Dataset', which was
released recently in 2023, it has therefore not been widely explored by other studies. Moreover,
within the dataset, no other studies in the existing literature utilised this dataset during the training
and assessment of model performance as illustrated in Table 5. 9. Acquiring publicly available

MFR datasets proved challenging within this research study.

122



Table 5. 9: Performance Evaluation on the ‘MFR Dataset’

Study
Proposed Study

Accuracy Precision Recall Fl-score

99.40 99.41 99.40 | 99.40

The study however, yielded a respectable result of 99.40% across the accuracy, recall and f1-score

while the precision attained a score of 99.41%.

Using a set of sample images from a combination of the ‘MFR Dataset’, ‘MDMFR Dataset’ and

the ‘CRMFR Dataset’ allocated test data, the model performance is further assessed. The predicted

results based on the set of test images are illustrated and described aptly in 7able 5. 10 and Figure

5.17.

Table 5. 10: Results of the ‘MFR Dataset’ Sample Prediction

Label | Description

A P16 with mask
on.

B P15 with mask
on.

C Unknown
prediction with

mask on.

D Uknown
prediction with
mask on, at an

angle and in the
dark.

E PS5 prediction

with mask on,

Accuracy Percentage
(%)
99.94

100

97.82

96.95

99.94
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Explanation

This indicates that the model 1s 99.94% certain
that this is participant p16.

This indicates that the model is 100% certain
that this is participant p15.

A test dataset image taken at random from the
‘CRMFR Dataset’ 1s tested on the model. The
model was able to accurately identify that this
participant did not belong to the ‘MFR
Dataset’.

A test image taken at random from the
‘MDMFR Dataset’ with darkening applied
through the implementation of augmentation
techniques was tested on. The model was able
to accurately identify that this participant did
not belong to the ‘MFR Dataset’.

Despite significant image darkening to
simulate varying lighting conditions using

augmentation techniques and presenting the



at an angle and

in the dark.

P17 prediction = 99.58
with mask on,

at an angle and

in the dark.

P18 prediction = 99.89
with mask on

and at an angle.

P1 prediction 99.62
with mask on,

at an angle and

slight darkening

to the image.
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model with an image of an angled face, it was
still able to accurately identify the participant
pS and achieved a respectable accuracy rate.
Despite even further significant image
darkening to simulate varying lighting
conditions using augmentation techniques and
presenting the model with an image of an
angled face, it was still able to accurately
identify the participant p17 and achieved a
respectable accuracy rate.

Despite applying different colour variations to
the image to simulate varying lighting
conditions using augmentation techniques and
presenting the model with an image of an
extreme right-angled face, it was still able to
accurately identify the participant p18 and
achieved a respectable accuracy rate.

Despite even further significant image
darkening and applying different colour
variations to the image to simulate varying
lighting conditions using augmentation
techniques and presenting the model with an
image of an extreme right-angled face, it was
still able to accurately identify the participant

pl and achieved a respectable accuracy rate.



Predicted: Unknown (96.95%)

Predicted: p16 (99.94%) Predicted: p15 (100.00%) Predicted: Unknown (97.82%)

A B C D
Predicted: p18 (99.89%) Predicted: pl (99.62%)

Predicted: p5 (99.94%) Predicted: p17 (99.58%)

E F

Figure 5. 17: ‘"MFR Dataset’ Sample Prediction (Ullah et al. 2022, Singh 2023a)

The model attained remarkable accuracy scores within the range of 96.95% to 100%. Despite
recording the lowest accuracy score of 95.96%, the model was still certain that the ‘MDMFR
Dataset’ participant did not belong to this dataset, despite being presented with image darkening,
and the image presented at an angle. Furthermore, the model possessed the ability to recognise
participant pl16, p15 and p18 in label 4, B and G despite their glasses covering a region of their

face and achieved an accuracy score of 100% for label B.

5.3.3.2. Model Performance — ‘MDMFR’ Dataset

The confusion matrix depicted in Figure 5. 18, illustrates all participants within the dataset. It is
noteworthy that a total of 1100 images are dedicated to testing the data, with an allocation of 22
images per participant in each class. In the classification process, all classes contain a respectable
number of precise and accurate classifications whilst the minimum number of correct
classifications is 21, which are obtained for participants p29 and p37. Therefore, the number of
misclassifications produced by the model for each participant fall within the range of zero to one.
Hence, this suggests a slight discrepancy between the classifications and misclassifications,
highlighting the model's effectiveness in accurately predicting the correct identity of the

participants for each class.
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Figure 5. 18: Confusion Matrix on the ‘MDMFR Dataset’

By adding all the true positives (1098) for each class and then expressing it as a fraction over the
total number of test images (1100), it provides insight into whether the model is overfitting or not.
Performing this calculation results in a total of 99.82%. Hence, there is no overfitting since the

unseen test data in the testing result is 99.82% and the confusion matrix calculation is also 99.82%.

A comparison of the model is performed against the existing literature based on the evaluation
metrics that include the accuracy, precision, recall, and fl-score. A quantitative comparison is

therefore performed between the proposed model and existing literature model that use the same
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‘MDMFR Dataset’ for the purpose of training and testing the models, as depicted in Table 5. 11.
Referring to Annexure A, the entire study result for the model can be found based on the
corresponding author name. Furthermore, it 1s important to note that the 'MDMFR Dataset’,
developed by Ullah et al. (2022), is a unique dataset. Therefore, it has not been extensively
explored by other studies for training and testing models, thus it has only been specifically

identified and highlighted in the existing review article.

Table 5. 11: Performance Evaluation on the ‘MDMFR Dataset’

Study Accuracy Precision Recall Fl-score
Proposed Study 99.82 99.82 99.82 99.82
(Ullah ef al. 2022) 93.33 93.00 9450 | 93.74

Based on the comparison of evaluation metrics within 7able 5. 11, it 1s evident that the proposed
model outperformed the model developed by author Ullah ez a/. (2022) when utilising the same
dataset. In performing this analysis, the model displayed an outstanding performance within the
accuracy, precision, recall and fl-score, achieving a 99.82% score across the relevant metrics.
Furthermore, it 1s important to note the identified limitations within the existing study have been
effectively addressed within the proposed model. The MFR model developed by Ullah et al.
(2022), demonstrated limitations, with accuracy, precision, recall, and fl-score all falling below
the 95% threshold. This highlighted the need for further refinement and exploration of an
alternative model or technique to enhance performance. Additionally, the computational
complexity associated with the training process warrants consideration, prompting a balance
between model sophistication and computational efficiency in future endeavours. Lastly the study
noted that it would like to implement testing on a more diverse and quantified dataset, indicating
that there 1s a lack of diversity within the FMD and MFR datasets. Hence, the model requires
significant and further improvement. Therefore, the proposed MFR model attained exceptional
evaluation metric scores when compared to the existing literature identified for this dataset. This
highlights the proposed model’s ability to discover patterns and conduct accurate classifications

on the respective images in this dataset.
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Using Figure 5. 19, a graph-oriented visualisation of the proposed model is depicted. The graph
consists of a comparison between the proposed model developed and the research model developed

by author Ullah ef al. (2022), utilising the same ‘MDMFR Dataset.’

Performance Evaluation on the 'MDMFR Dataset’
102
99,82 99,82 99,82 99,82
100
98
% 94,5
o4 93,33 03 93,74
92
90
88
Accuracy Precision Recall F1-score
m Proposed research study m MFR Dataset model (Ullah et al. 2022)

Figure 5. 19: Performance Evaluation on the ‘MDMFR Dataset’ Graph
Using sample images from the ‘MFR Dataset’, ‘MDMFR Dataset’, ‘\CRMFR Dataset’, allocated

test data and the face mask detection’ dataset, the model performance is further assessed. The
predicted results based on the set of test images are illustrated and described in Table 5. 12 and

Figure 5. 20.

Table 5. 12: Results of the ‘MDMFR Dataset’ Sample Prediction

Label  Description Accuracy = Explanation
Percentage
(%)
A P17 with mask 100 This indicates that the model is 100% certain that this
on. 1s participant pl7 despite being presented with a slight
facial angle.
B P7 withmaskon | 99.99 This indicates that the model is 99.99% certain that this
at an angle. is participant p7.
C Unknown 95.32 A test image taken at random from the ‘MFR Dataset’
prediction with 1s tested on the model. The model was able to
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mask on at an

angle.

Unknown 99.97
prediction with

mask on.

P13 prediction 99.64
with mask on, at

an angle and in
the dark.

PS5 prediction with | 100
mask on, at an

angle and in the
dark.

P30 prediction 99.90
with mask on and
slight darkening

to the image.

P8 prediction with | 99.80
mask on and head

at an angle.

accurately identify that this participant did not belong
to the ‘MDMFR Dataset’ despite being presented with
a facial angle.

A test image taken at random from the 7ace mask
detection’ dataset was tested on the model. The model
was able to accurately identify that this participant did
not belong to the ‘MDMFR Dataset .

Despite introducing significant image darkening to
simulate varying lighting conditions and presenting the
model with an image containing an angled face, the
model was still able to accurately identify participant
p13 and produced a respectable accuracy rate.

Despite introducing significant image darkening to
simulate varying lighting conditions and presenting the
model with an image containing an angled face, the
model was still able to accurately identify participant
pS and produced a respectable accuracy rate.

Despite even further significant image darkening and
applying different colour variations to the image to simulate
varying lighting conditions using augmentation techniques,
it was still able to accurately identify the participant p30 and
achieved a respectable accuracy rate.

Despite applying different colour variations to the image to
simulate varying lighting conditions using augmentation
techniques and presenting the model with an image of a
slight right-angled face, it was still able to accurately
identify the participant p8 and achieved a respectable

accuracy rate.
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Figure 5. 20: ‘MDMFR Dataset’ Sample Prediction (Gurav 2020; Ullah et al. 2022, Singh
2023a)

The model achieved respectable accuracy scores within the range of 95.32% to 100%. Despite
recording the lowest accuracy score of 95.32%, the model confidently determined that the ‘MFR
Dataset’ participant did not belong to the dataset, even when the participant was wearing glasses
and presented an angled facial orientation. Furthermore, it demonstrates the model’s ability to
recognise participants with objects covering regions of their faces, such as headscarves and glasses
as illustrated in label B, C and H, where the model produced an accuracy score of 99.99% for

participant p7.

5.3.3.3. Model Performance — ‘CRMFR’ Dataset

The confusion matrix depicted in Figure 5. 21, illustrates all participants that exist within this
dataset. It is noteworthy that a total of 550 images are dedicated to testing the data, with an
allocation of 55 images per participant in each class during the testing phase. In the classification
process, all classes contain a respectable number of correct classifications whilst only one class
presented a single misclassification with a value of 54 out 55 classifications. This misclassification
is obtained for the participant p9. Hence, this suggests a slight discrepancy between the
classifications and misclassifications, highlighting the model's effectiveness in accurately

predicting the correct identity of the participants for each class.
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Figure 5. 21: Confusion Matrix on the ‘CRMFR Dataset’

By adding all the #rue positives (549) for each class and dividing it by the total number of testing
mmages (550), it provides insight into whether the model is overfitting or not. Performing this
calculation results 1n a total of 99.82%. Hence, there is no overfitting since the unseen test data in

the testing result is 99.82% and the confusion matrix calculation is also 99.82%.

Since the ‘CRMFR Dataset’ is a custom dataset, there are no comparisons to be made in the
existing literature as depicted in Table 5. 13. The study however produced an outstanding accuracy,

precision, recall and f1-score of 99.82% across the metrics.

Table 5. 13: Performance Evaluation on the ‘CRMFR Dataset’

Study Accuracy Precision = Recall Fl-score
Proposed Study 99.82 99.82 99.82 | 99.82
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The series of images below present an illustration based on simulated and real-time recognition
for MFR. In labels A to W, the anticipated result is evaluated on participants allocated test images
both within and outside the ‘CRMFR Dataset’. A confidence threshold of 0.8 (i.e., 80%) was set.
In 4, the first image presents a confidence score of 100% indicating the model is 100% certain that
it was participant p2. In B, the model is 100% confident that it was participant p7. In labels C and
D, random allocated test images were taken from the ‘MDMFR Dataset’ and the ‘MFR Dataset’
and were then tested on the ‘CRMFR Dataset’ model. The model was able to accurately identify
that these participants did not belong to this dataset. The model, therefore, displayed a confidence
score of 100% that the participants did not belong to the dataset for both the images.

Since a real-time dataset exists with images of participants, real-time recognition can be
performed. The series of images based on labels E fo W, illustrate real-time recognition on four
participants (i.e., two that exist within the dataset and two that do not belong to the dataset). In
performing real-time recognition, the following results were achieved. Labels E and F illustrate
participants that did not belong to the dataset that were tested within the dataset in real-time. The
model was able to accurately identify that these participants did not belong to this dataset. In the
real-time scenario the model is set to provide a “0.00” accuracy rate when the model predicts a
participant that is below the threshold value set (i.e., 0.8) and does not belong to the specified
dataset when performing real-time recognition. In labels G to K and P to S, real-time recognition
was conducted using a normal standard home lighting condition of 50 lux and utilised surgical
face masks. Extreme variation in angles is presented on the frontal face, and on both the left and
right-hand side as seen in labels H, I, J, K, O, R and S. As seen in K, the model was even able to
accurately recognise participant p2 whilst their eyes are almost completely closed. The model was
also able to recognise a face with or without the face mask on as seen on participant p2 in G and
H and then in P and Q on participant p7. In L to O and T to W, the same experiments conducted
with the normal lighting conditions are conducted with the lights completely switched off on both
participant p2 and p7. The real-time recognition was conducted in extreme dimmed lighting
conditions and utilised surgical face masks. In addition, the model was presented with extreme
variations in facial angles (i.e., frontal face, left and right-hand side) as seen in labels M, N, O, U,
V and W. The model performed optimally with the lights switched off and was able to recognise
the relevant participant aptly and accurately with their face mask on and off as seen in labels L, M,

T and U.
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Table 5. 14 provides a detailed description based on the model’s predictions utilising the ‘CRMFR

Dataset’.

Table 5. 14: Sample Image and Real-Time Recognition Results on the ‘CRMFR Dataset’

Label @ Description Accuracy
Percentage (%)
A Participant p2 with mask on. 100
B Participant p7 with mask on. 100
C Unknown prediction with mask on. 100
D Unknown prediction with mask on. 100
E Real-time unknown prediction with mask on. 0.00
F Real-time unknown prediction with mask on. 0.00
G No mask, frontal face, accurate recognition on participant p2. 100
H Mask on, frontal face, accurate recognition on participant p2. 100
I Mask on, left angle, accurate recognition on participant p2. 100
J Mask on, right angle, accurate recognition on participant p2. 100
K Mask on, left angle, eyes almost closed, accurate recognition on 99.52
participant p2.
L No mask, frontal face, accurate recognition in the dark on participant p2. 100
M Mask on, frontal face, accurate recognition in the dark on participant p2. 100
N Mask on, right angle, accurate recognition in the dark on participant p2. 100
(0] Mask on, left angle, accurate recognition in the dark on. participant p2. 100
P No mask, frontal face, accurate recognition on participant p7. 100
Q Mask on, frontal face, accurate recognition on participant p7. 100
R Mask on, right angle, accurate recognition on participant p7. 100
S Mask on, left angle, accurate recognition on participant p7. 100
T No mask, frontal face, accurate recognition in the dark on participant p7. 100
U Mask on, frontal face, accurate recognition in the dark on participant p7. 100
\% Mask on, right angle, accurate recognition in the dark on participant p7. 100
W Mask on, left angle, accurate recognition in the dark on participant p7. 100
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During both testing on the sample test images and in real-time recognition, the model displayed
exceptional results in its ability to detect and recognise masked face participants despite the
aforementioned occlusions of the facial region. During the real-time recognition phase, the model
produced accuracy results that ranged from a perfect 100% score to the minimum score of 99.52%
obtained when participant p2’s eyes were closed, and facial region was at an extreme left angle.
The model however was still able to accurately identify participants despite extreme varied lighting
conditions, occlusions within certain facial regions, distorted blurry images, diverse facial angles
and object obstructions including eye glasses that cover regions of the nose and eyes, hair down
slightly covering the facial structure and head scarves that cover regions of the face that were

presented to the model.

5.3.4. Masked Facial Recognition Summary

Within in the current developed MFR model, the overall mean accuracy score achieved on the

unseen test data utilising all three of the MFR datasets is calculated as 99.40 + 99.82 + 99.82 =

299.04

= 99.68% in accuracy. In addition, the combined average loss achieved for the MFR model

is calculated as 3.05 + 3.07 + 0.94 = % = 2.35. The model achieved a total mean accuracy of

99.68% and a total mean loss of 2.35. The proposed model therefore outperforms the exiting
models highlighted in the MFR portion of the meta-analysis depicted in Annexure A. In addition
to the developed model displaying an outstanding performance whilst achieving exceptional
accuracy rates and remarkably low overall loss scores, the model presented notable achievements.
The model when run on each of the three datasets, took a total of one hour and 30 minutes each to
run with low computational complexity given the laptop hardware described above and possessed
the ability to recognise the identity of a masked face individual despite being presented with
dimmed lighting conditions, diverse facial angles, occlusions and obstructions to certain facial

regions, and distorted blurry images.

Furthermore, it is important to note that within the 11 studies that were developed for MFR
presented in the existing literature, six studies (Talahua et al. 2021; Ullah et al. 2022; Chen ef al.
2023; Kumar ef al. 2023; Peng et al. 2023; Wang, Li and Zou 2023) utilised a custom dataset or a
dataset that is not publicly available. The remaining five studies (Cimmino ef al. 2022; Marwa and
Kais 2022; Pann and Lee 2022; Akingbesote et al. 2023; Al-Dmour et al. 2023) were composed

of significantly large datasets that contain a minimum of 42 000 images to a maximum of
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2 024 897 images. Therefore, given the excessive volume of images throughout the five datasets,
a more streamlined selection was deemed appropriate for the study, as the vast quantity exceeded

the study's requirements.

54. Chapter Summary
In the final analysis, it is evident based on the results and discussion, that both the FMD and MFR

model achieved extremely high accuracies and tremendously low loss values. Overall, the FMD
model achieved an overall average accuracy of 100% whilst the MFR model achieved an average
of 99.68%. The MFR model outperformed all the existing MFR models that were identified in the
systematic literature review based on the meta-analysis that was performed in chapter three. The
proposed model was able to collectively perform both FMD and MFR despite the challenge of
adverse lighting conditions, blurry images, being presented with varied angles, fake mask
scenarios, incorrect use of a face mask, closed eye scenarios, occlusions of the face, object
obstructions and intensive computational complexity. This further re-enforces the ability of the
pre-trained MobileNetV2 architecture and the CNN with FaceNet InceptionResNetV 1 architecture
which can be utilised with aid of hyperparameter tuning to attain respectable results for both FMD
and MFR. The next chapter provides a conclusion based on the final remarks, recommendations,

and future work within the context of the proposed study.
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CHAPTER SIX: SUMMARY, CONCLUSION AND FUTURE
WORK

In this chapter, the focus is shifted to the study's outcomes, offering recommendations, discussing
the limitations, and shedding light on future prospects for implementing the developed Face Mask

Detection (FMD) and Masked Facial Recognition (MFR) models.

6.1. Summary

The research investigation has been pivotal in developing a FMD and MFR model. These models
aim to address the shortcomings identified within the current face recognition models caused by
the COVID-19 pandemic and other respiratory illnesses, as noted by Desai and Mehrotra (2020).
Furthermore, the developed models assisted in eliminating the current issues identified in the
existing literature for the identification of facial masks and the recognition of masked faces. The
successful execution of the models involved the adept application of computer vision
methodologies, and the utilisation of tailored algorithms designed for the detection of face masks
and occluded facial features, and the subsequent recognition of masked faces. The models were
developed through the utilisation of a powerful deep learning algorithm known as the

Convolutional Neural Network (CNN).
At the outset of the study, the following objectives were formulated and consolidated:

1. To critically analyse the existing literature using the Systematic Literature Review (SLR)
based on the Preferred Reporting Items for Systematic Reviews and Meta-Analysis
(PRISMA) protocol to identify the current trends in FMD and MFR models.

ii.  To develop a hybrid CNN based FMD and MFR model to classify and recognise masked
faces.
iii.  To evaluate the performance of the newly developed FMD and MFR models by comparing

them against the existing models using well-known evaluation metrics.

Aligned with these objectives, each subsequent objective was successfully achieved and is outlined

as follows:

Within the first objective, the meta-analysis was conducted to identify existing trends and patterns

highlighted in the current FMD and MFR models. During the implementation of the meta-analysis
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several limitations were identified. The first limitation highlighted that in the exploration of the
meta-analysis, a total of 72 research studies were reviewed with a total of 61 studies on FMD,
eight for MFR and three for both FMD and MFR combined. This emphasised the lack of research
within the MFR models and the combined models for both FMD and MFR developed together.
Additionally, a notable trend emerged with a significant portion of studies reporting evaluation
metric scores of 95% and below, inclusive of accuracy. Moreover, challenges were evident in both
FMD and MFR models concerning accurate mask detection and masked facial recognition,
particularly under adverse lighting conditions and varying angles of the human face. Notably, these
models faced difficulty in accurately detecting smaller faces and low-resolution targets, often
overlooking them. In addition, a common limitation surfaced as the models struggled to
differentiate situations where a person incorrectly wore a face mask versus not wearing one at all.
Furthermore, many of the developed models struggled with significant computational complexity,
requiring substantial hours to train the models. Hence, the identified limitations presented a need

for the development of a FMD and MFR model highlighted within the second objective.

The second objective aimed to build a hybrid model for FMD and MFR. This objective was
achieved through the utilisation of MobileNetV2, FaceNet InceptionResNetV1, and CNN for
model development. In the FMD phase of the model, the pre-trained MobileNetV2 model was
utilised with the aid of hyper parameter tuning to build a model capable of FMD. The MTCNN
for face and landmark detection, pre-trained FaceNet InceptionResNetV1 for feature extraction
and the Euclidean distance metric for numeric feature matching significantly contributed toward
the MFR development phase of the research. Both models utilised a total of five datasets. The face
mask detection’ (1) and ‘Face Mask Detection 12K images’ (2) datasets were utilised for FMD
whilst the ‘Masked Face Recognition’ (3), ‘Mask Detection and Masked Face Recognition’ (4)
and the ‘Custom Real-Time Masked Face Recognition’ (5) datasets were utilised for MFR. The
model designed for FMD demonstrated a mean accuracy level of 100% and the model developed
for MFR achieved a mean accuracy rate of 99.68%. A standard definition web camera measuring
640 pixels in width, 480 pixels in height, and having a resolution of 96 dpi was employed during
model testing based on the aforementioned laptop utilised. The successful development of the

FMD and MFR model, therefore, aided in the achievement of the third objective.
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To achieve the third objective, a comprehensive comparison was conducted by employing well-
established evaluation metrics to assess performance and compare it against the existing selected
literature’s evaluation metrics. The models demonstrated noteworthy efficacy in detecting and
recognising masked faces. Despite comparisons with existing literature, the proposed models
emerged as the leading contender, providing the best scores across the respective evaluation
metrics. This achievement establishes the models’ proficiency and effectiveness in the domain of

FMD and MFR.

6.2. Conclusion

The proposed study introduces hybrid CNN models that combine various techniques to achieve
superior results during model performance evaluations. Furthermore, the proposed models include
real-time testing for FMD and MFR to examine and highlight their robustness and ability to
generalise in real-time scenarios. The models have demonstrated high accuracies, proving their
effectiveness in real-time applications. While only a few existing literature models have tested
these scenarios in real-time, the proposed models’ successful implementation underscores their
significant contribution to the field. Therefore, the proposed advanced and robust CNN models
have significantly improved accuracy in both simulated and real-time settings, enhancing
performance in challenging scenarios. These scenarios include dimmed-light conditions, extreme
dark lighting conditions, fake mask scenarios, incorrect use of a face mask, closed eye scenarios,
occlusions of the face, object obstructions of the facial region, angled facial presentations, and

computational complexity.

Hence, these models present a versatile solution that can be effectively employed by a wide range
of organisations, including companies, schools, universities, hospitals, and the banking sectors that
require the implementation and utilisation of an FMD and MFR model. It therefore serves as a
valuable tool for implementing robust FMD and MFR functionalities into existing applications or
enhancing current biometric systems. The models’ adaptability and accuracy make it an ideal
choice for diverse sectors seeking to ensure compliance with future and current mask-wearing

protocols and to enhance security measures with advanced masked facial recognition capabilities.
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6.3. Future Work

Upon the successful development of the FMD and MFR models, it is crucial to recognise and
acknowledge the limitations identified within the proposed study. The first limitation identified
took place during real-time recognition using the developed ‘Custom Real Time Masked Face
Recognition’ dataset. A misidentification occurred, where the model erroneously produced a single
false positive when the lighting conditions were dimmed completely, and the face was beyond a
distance of 200 centimetres. This identified limitation may potentially be attributed towards the
camera hardware rather than a flaw in the developed hybrid CNN model. For instance, the
developed models utilise a built-in laptop webcam, such lenses are typically designed for close-
range use. In essence, different cameras such as Closed-Circuit Television (CCTV) systems, may
feature lenses with varying focal lengths or zoom capabilities. It is also noted that the FMD model
required a total training duration of one hour whilst the MFR model necessitated an overall training
duration of one hour and 30 minutes. Despite the aforementioned limitations, the computational
approach consistently produced commendable outcomes in the FMD and MFR models upon the

culmination of this investigative research study.

The realm of information technology undergoes constant evolution, encompassing advancements
in both hardware and software domains. There exists a vast potential for enhancing authentication
and access control mechanisms, which hinges on ongoing research, innovation, and the
deployment of thoroughly tested products. Subsequent endeavours will revolve around the
enhancement of the current FMD and MFR models. Future work aims to improve the training
time required for the models. In addition, it will focus on testing the models with different types
of cameras, including but not limited to CCTV cameras and thermal cameras to evaluate its
performance under varied hardware for image acquisition. Furthermore, the MFR model aims to

mitigate, and where possible eliminate the occurrence of misclassifications identified.
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ANNEXURE C: ANALYSIS OF MODEL TRAINING DYNAMICS
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Figure 1: Training the Model on the ‘face mask detection’ Dataset
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Figure 2: Training the Model on the 'Face Mask Detection 12K images' Dataset
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Figure 3: Training the Model on the ‘MFR Dataset’
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Figure 4: Training the Model on the ‘MDMFR Dataset’
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Figure 5: Training the Model on the ‘\CRMFR Dataset’
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