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Abstract—This paper provides an analysis and review of the
fundamental aspects of securing genomics data on a federated
cloud. It highlights the concept of cloud computing and the
security issues associated with it. Furthermore, the concept of
genomics, ethical and privacy concerns relating to genomics data,
and existing attacks on genomics data. Various cryptographic
approaches to data breach the importance of employing
homomorphic encryption schemes to safeguard genomics data. It
discusses security issues in cloud computing, the concept of
federation in cloud computing, the genomics concept and
cryptographic approaches for protecting genomics data.
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L INTRODUCTION

In the contemporary landscape, the proliferation of cloud-
related activities has surged, leading to a substantial expansion
in sensitive information. This surge is fuelled by the rapid
growth of interconnected devices, laboratory equipment,
genomics data, and cloud computing, catalysing advancements
in bioinformatics and the economy. However, this intertwined
growth also amplifies cybersecurity and information security
challenges [1]. Cloud security issues have surfaced due to the
presence of unauthorized users, often referred to as intruders,
engaging in malicious activities. These intruders primarily seek
to access confidential data [2]. The most daunting challenge in
cloud data security is the realization that attackers often outpace
organizations, exploiting security vulnerabilities overlooked by
company employees. Moreover, the swift evolution of new
technologies, particularly cloud and mobile, presents additional
hurdles. Attackers adeptly adapt to and exploit these
technologies, necessitating cybersecurity experts to remain
vigilant and anticipate their tactics. Many security measures
concentrate on detecting malware and preventing breaches,
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leading to a reactive approach rather than proactive measures
against current and future threats [3].

The risk of cyberattacks on cloud infrastructure escalates as
the healthcare and research sectors become increasingly
interconnected through technology. External theft involves
malicious actors not affiliated with research or healthcare
institutions infiltrating sensitive data, such as genomics datasets
and patient records, for nefarious purposes like ransom. They
may also exploit patients' private data for fraudulent insurance
claims or demand ransom payments from healthcare institutions
to regain access to patient data systems. Sophisticated malware
and phishing techniques are deployed to install malicious
programs or pilfer credentials, potentially compromising entire
systems [4,5].

Genomic sequencing yields vast amounts of data with
immense potential for research and future healthcare
applications. Individuals undergoing genetic testing as part of
clinical care or research studies often contribute their genomic
data along with relevant clinical or phenotypic information [6].
Professional societies widely endorse sharing donated genomic
data [7,6,8]. The American College of Medical Genetics and
Genomics strongly advocates for widespread genomic data
sharing, emphasizing its pivotal role in realizing the full
potential of genomic medicine [9,8]. They argue that broad
dissemination of genomic information will enhance patient care
and expedite the discovery of remedies for genetic diseases.
Building vast datasets through genomic data exchange among
research studies, often involving tens of thousands of
participants, is feasible, reducing costs and participant burdens
[10,8].

The manner in which genetic data is stored, shared, and
utilized holds significant implications for data contributors, their
families, and the broader healthcare system. Public support is
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crucial for effective data sharing, but obstacles may dissuade
individuals from donating their genomic data [11,8]. Individuals
often perceive genetic data as distinct from other health
information and evaluate the benefits and drawbacks of sharing
it differently. Concerns about unintended consequences,
privacy, data security, and access by insurance companies and
employers have persisted since the introduction of genetic data.
The complexity and volume of information in genetic data are
expected to increase, exacerbating these concerns.
Understanding the criteria individuals consider before donating
their genetic data and ensuring a robust cybersecurity
framework for data privacy and security are imperative to
address these barriers and maximize the potential benefits of
genomic medicine.

Researchers have made notable strides in developing
cybersecurity tools, such as machine learning intrusion detection
systems (IDS), to counter cyberattacks on cloud infrastructure
and safeguard the privacy and security of genomics datasets.
However, current methods are vulnerable to data poisoning,
leakage, and privacy breaches [12]. Hence, exploring encryption
techniques within distributed environments, such as federated
learning and homomorphic encryption, is essential to fortify
genomics data privacy and prevent data leakage in cloud
infrastructure. Federation, a technology facilitating multiple
servers or databases to operate as a unified entity, promotes
communication and collaboration among autonomous,
decentralized organizations. Data remains within jurisdictional
borders in a federated architecture, while metadata is
consolidated and searchable. This approach differs from models
where data is centralized through relocation or duplication.
Organizations can interconnect their federated architectures to
create a federated data platform, enabling users to access and
process data across different entities [13]. Full federation
involves federating data and computing access across distributed
computing and databases, facilitating querying and collaborative
data analysis [14,13]. Conversely, homomorphic encryption
(HE) enables computations directly on encrypted data, yielding
encrypted outputs. Once decrypted, these results can be
compared to outcomes obtained from operations on plaintext
data. HE is a suitable cryptographic technique for ensuring data
security, allowing for the evaluation of data through
computations on encrypted data, mitigating concerns about
information leakage and enabling the processing of sensitive
data by unreliable servers [12].

Given the resilience of federated architecture and
homomorphic encryption in safeguarding data privacy and
security, this study integrates both technologies to ensure the
privacy and security of genomics data in cloud infrastructure.

1L SECURITY ISSUES IN CLOUD COMPUTING

Undoubtedly, cloud computing is a transformative force in how
we utilize the internet and share data [15]. Essentially, the main
challenge in implementing an effective security scheme arises
from the demands placed on cloud environments. Here are
some of the threats encountered by such environments:
e Malicious insiders: The extent of access and
capability for malicious insiders to infiltrate

organizations and compromise assets determines the
extent of financial and productivity losses. Consumers
need to understand the measures taken by providers to
detect and protect against malicious insiders. The lack
of precise boundaries and the consolidation of services
under a single administrative domain increase the risk
of gaining complete control over cloud services or
extracting sensitive data by malicious actors [15].

e Account or facility hijacking: Unauthorized access
to user accounts or facilities can lead to significant
harm to critical aspects of cloud computing services
and compromise the confidentiality, integrity, and
availability (CIA) of those services [15].

e Shared technology issues: Cloud service providers
leverage shared resources in a scalable manner.
However, this can create vulnerabilities that attackers
can exploit to gain unauthorized access to data. Shared
hardware and software resources, such as shared disk
partitions and CPU caches in storage servers, can be
targets for unauthorized access. Customers should not
have access permissions that would allow them to
access other tenants' data or network traffic [15].

e Mistreatment and unethical exploitation of data:
Cloud computing is susceptible to attacks due to its
relatively vulnerable registration system, which lacks
effective fraud detection capabilities. Therefore, there
is a need for robust security solutions to mitigate these
risks [15].

e Insecure interfaces and application programming
interfaces (APIs): Weak interfaces and APIs can give
rise to various security concerns within an
organization, affecting the confidentiality, integrity,
and availability of systems. These interfaces are
utilized for tasks such as provisioning, orchestration,
management, and monitoring. As new value-added
services are developed using these interfaces, the
complexity of the interfaces can increase,
subsequently adding complexity to the underlying
layered API [15].

e Absence of adequate cloud security standards:
When organizations adopt cloud services, unanswered
questions regarding internal security protocols, data
storage practices, access permissions to logs, and the
extent of information disclosed by vendors in the event
of'a security breach can lead to significant threats [15].

I1I. CONCEPT OF FEDERATED CLOUD
COMPUTING

In a broad sense, a federated cloud can allow resource sharing
and interchange between diverse application domains and
consumer groups spanning several administrative domains.
Data-sharing services that are used in a variety of situations,
such as international scientific collaborations, disaster response
operations, supply chain management, or medical information
systems, might be considered among these resources. By
securely sharing data with specific partners, a secure approach
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to selective data sharing can facilitate any form of
organisational collaboration. The concept of Virtual
Organisation (VO), developed within the grid computing
community, aimed to achieve this goal by establishing
resource-sharing rules and conditions for sharing functional or
analytical services [16,17].

Understanding the core principles of the federation is crucial
due to its wide applicability and significant impact. These
principles are explained in Figure 1 and Figure 2. Figure 1
explains the process of authentication also authorisation in
modern frameworks. In this process, a wuser obtains
identification credentials from an Identity Provider (IdP) (1,2).
When a service request is initiated by a user from a Service
Provider (SP), they need to provide their authentication
information (3). The Service Provider then authenticates the
user's authentication information with the IdP (4) before
proceeding. Once the IdP responds (5), the SP evaluates the
access request (6) by considering the user's valid authentication
token and associated permissions and properties. Based on this
assessment, the SP determines whether to grant or deny the
requested service. [17].
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Figure 1: Traditional Authentication and Authorization [17].
To facilitate collaboration among various organisations, it is
necessary to establish a similar process among these
collaborating entities. This essential need is demonstrated in
Figure 2.
Therefore, a federation can be defined as an environment
where:

. Users from Organization A have the ability to

discover and utilize services offered by
Organization B.

. Service Providers within Organization B can
authenticate the credentials provided by

Organization A and make informed decisions
regarding access permissions.
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Figure 2: Federated Authentication and Authorization [17].

The upcoming section will delve into the concept of
federations, which enable secure resource sharing, including
data, platforms, and infrastructure federations, by facilitating

authentication and authorization in a decentralized
environment.
A. Important Features of Federated Cloud

Based on the understanding of the federation, the fundamental
attributes of cloud federation can be identified. These attributes
provide a framework for constructing the reference architecture
for cloud federation [17]

e A federation is a collaborative and secure virtual
environment that is not solely owned by any individual
user or organization. It serves as a shared platform for
security and cooperation among multiple entities.

e Within a federation, specific users, sites, and
organizations collaborate towards shared objectives,
with each participating entity having membership and
identity credentials associated with them.

e By choosing to share specific resources and metadata,
certain entities have the option to become members of
a federation. This participation enables the
accessibility and discoverability of the shared
resources by other federation members.

e Participating members of the federation reach
agreements on shared objectives and governance,
establishing well-defined access control mechanisms.

B. Federations Serving as Virtual Administrative
Domain

The fact that a general federation effectively performs as a
Virtual Administrative Domain is crucial to comprehend. Users
and resources are handled inside federations in a way that is
compatible with other administrative domains. In a federation,
however, this domain is virtual, which means it includes a
number of elements from numerous sites or organizations. This
digital space is not always under the ownership of a single
organization but rather serves as a space where participants can
come to a consensus on the objectives, goals, and governance
of each specific instance of the federation [17].

C. Federation Identity Credentials and Membership

A federation is composed of a group of users who are
considered members, based on certain criteria for membership.
Each federation can establish its own requirements for
membership. Some federations may allow users to join without
extensive identity verification or vetting, relying on self-
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identification. In contrast, alternative federations could possess
stringent requirements in place. Certain federations may also
impose specific requisites members must adhere to. When
joining a federation, members may be required to enter into
legal agreements that outline their obligations in supporting the
federation's objectives and preventing misuse of shared
resources. Additionally, it is important to note that there can be
a distinction between individual memberships and
organizational memberships, which can significantly impact
the governance model of the federation. It can be expressed that
these participating entities hold membership in a particular
federation since only specific entities opt to collaborate for
shared objectives [17].

Federation members may possess identity credentials that are
specific to the federation. The definition of a "member" within
the federation is based on what the organization decides, and
therefore, this choice may also affect the precise format of a
member's identity credentials. Additionally, defined procedures
and rules control how these credentials are structured and how
they are connected to a member's identity inside the original
institution where they first joined the federation. [17].

D. Concept of Resource Sharing, Metadata and

Discovery in Federation
Although the range of resources, including data and services,
that can be shared within a federation is diverse, each federation
generally shares specific types of resources aligned with its
objectives. It is essential to identify and describe these shared
resources using recognized metadata. This requirement
highlights the need for semantic interoperability, which can be
achieved through standardized schemas and ontologies.
Existing work in this field, as well as efforts related to the
Internet of Things, can be leveraged by operational federation
environments to address this requirement effectively [17].
Once a federation is established, its members will have a need
to share and access various resources with one another. There
should be a system in place that enables members to learn about
the resources and services the federation has to offer in order to
assist this. A resource catalog and discovery service are
therefore necessary. These catalogue and discovery services
can have their implementation specifics and underlying
semantics customized to the particular federation. As with
cataloged resources, resource discovery policies may be
tailored to the federation by taking into account attribute
descriptors and user specifications related to each member
scanning the catalogue [17].
Members of a federation may, in some situations, work together
to develop the discovery policy for different categories of
accessible resources. The accomplishment of the federation's
goals may depend on how well these efforts are coordinated.
On the other hand, in some circumstances, specific resource
owners may choose setting their own discovery policies. Sites
in the federation have the option to take part by deciding which
materials can be found and accessed by other federation
members. But it's critical that these regulations follow the
resource information, responsibilities, and attributes specified
by the federation [17].

When a federation encompasses only a limited and
predetermined services that each member provides to others,
the resource catalogue and discovery process becomes straight
forward. However, in the broader context, resource metadata
and service discovery policies become necessary. To assist
federation members, it is beneficial to have descriptive database
that lists also describes the assets within the federation. This
shared repository ensures that vetted information about the
resources and services is accessible to all members in a
persistent manner. To maintain data integrity, the metadata is
cryptographically signed to prevent unauthorized alterations.
While the primary objective of a federation is to foster
collaboration and resource sharing, it is important to note that
resource owners maintain full control over their own resources.
Resource owner has the authority to modify their discovery and
access policies at their discretion. However, it is crucial for
resource owners to have valid justifications for making such
unilateral policy changes, as these alterations could potentially
have negative consequences for other members of the
federation [17].

E. Governance in Federation

The governance of federations is a critical aspect that
determines their existence within a broader federation
ecosystem. Members who participate in a federation can
collectively establish the shared goals and governance
framework for their federation. This governance is reflected
through policies that govern membership duties and
responsibilities, finding resources, and accessing resources
[19,17].

To grant or revoke federation membership, a formal process
needs to be in place. There must be a system in place for issuing
and rescinding memberships if participants cannot simply self-
identify and join. This responsibility typically lies with a
designated entity called the FedAdmin, which possesses the
necessary authorization. This permission could take the form of
a position or characteristic given to certain federation members.
As part of their role, the FedAdmin is responsible for enforcing
identity verification or vetting policies for new members, if any,
ensuring that authorized and authenticated users can access the
designated resources. If there are conditions in the federation
that warrant membership revocation, the Fed Admin is entrusted
with executing the revocation process. Additionally, the
FedAdmin may have the responsibility of monitoring,
detecting, and verifying instances where such conditions arise.
Actors who have certain functions or qualities inside the
federation ecosystem are involved in federations. The
obligations of various members and the actions they can take to
determine the policy that will govern the federation's activities
are outlined by these roles and qualities. The significance and
ramifications of these positions and traits must be understood
by every member. A procedure must also be in place for
assigning or removing member responsibilities or
characteristics [17].

Given that not every member of the federation has access to
common resources equally, it becomes necessary to
differentiate among the capabilities of different members. This
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distinction can be achieved through the allocation of diverse
user roles or attributes. The entity responsible for granting and
revoking member roles or attributes, commonly referred to as
the FedAdmin, possesses the necessary authorization to carry
out these actions [17].

F. Federated Cloud Architecture

This conceptual model's goal is to identify the fundamental
tasks performed by the federation that are significant to a wide
range of stakeholders across several application areas. The next
sections of this paper provide various approaches for
deployment and governance. It is significant to note that there
are many different federation solutions that might be used.
Some could be rather straightforward, requiring only a portion
of the components included in this conceptual model, while
others might be complex and call for strong governance
mechanisms [17,18].

Figure 3 outlines several components that serve as
corresponding counterparts to SP 500-292. These components
include Cloud Service Provider, Cloud Service Consumer,
Federation Operator, Federation Manager, Federation Carrier,
Federation Broker and Federation Auditor

Federation Manager

/ | Cloud Service Provid | \ Federation Instance

ity Provi loud Service Provider S ——
Identity Provider Menm! .
Cloud Service Management _ Management

Serpity BasinessSggart || Provisioning : Policy Management

| Regulatory Environment | Federation Operator
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Reseuree Abstraction and Control Layer \ Resource
R B Management
— Monitoring and.
Reportis
Cloud Service R:.mm::Ca;al;gandesnurc:. SasS Eoty
Consumer = o) Paa§ Accounting and
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Identity Credentials Data Resource | Physical Resource G S
_ Layer Layer | Portability and |
/ Interoperability
Security
; [ Security
‘ Security | Federation Carrier Security
Security Security
Regulatory Audit
Membership Audit e T—
Security and Trust Audit [ —
User and Performance Audit Catalog of Federations
Federation Auditor Federation Broker

Figure 3: Existing Federated Cloud Architecture [17]

By using this analogy, these components serve as the
framework that defines the structure of a federation. While
there are numerous similarities, It is crucial to draw attention to
a few major modifications and changes to the model that will
be covered in more detail. The ideas of Administrative Domains
(AD) and Regulatory Environments (RE), which are crucial to
this cloud federation paradigm, are two examples. Cloud
federations are frequently made up of geographically scattered
organizations that function under a variety of legal frameworks
that may include numerous international and regional domains
[17,18].

The Federation Manager and Federation Operator, two new
players who play crucial roles in the management and
functioning of the federation, are also introduced under this

paradigm. Despite the fact that their duties are separate, their
tasks depend on the federation's particular governance
architecture [17,18].

G. Security in Federated Cloud Computing

The actors in federated cloud architecture directly address the
concerns related to federated identity, authentication, policy,
and authorization are integral components. Security
negotiations encompass the procedures undertaken to establish
a baseline level of trust for interactions among federation
members. The goal of the Security Negotiations is To ensure a
foundational level of trust for interactions among federation
members. The core essence of establishing and managing
federated environments lies in creating a secure and
collaborative context that can fulfil all the required security
needs. Within the framework of a federation, this entails the
ability to verify the identity of participants within the
federation, determining which resources should be shared
within this context, and establishing the mechanism and policy
for resource discovery so that only users with permission within
the federation can access them, guaranteeing that only
authorized users are granted admittance to resources, and
ensuring that all interactions maintain the integrity and privacy
of information. Specifically, safety has to encompass the
requirements for the Federation Manager to detach parts of the
federation, allowing for support in cases of repudiation and
obsolescence. As we delve into the lifecycle governance
requirements of a federation, we will explore these security
needs in greater detail [17].

Iv. GENOMICS CONCEPT

Biology's field of genomics focuses on examining and studying
an organism's entire genome, which is made up of all of its
genes. To understand the structure, function, and evolution of
genes and how they contribute to the development of an
organism's traits, it entails the sequencing, mapping, and
analysis of DNA. Our understanding of genetic information has
been revolutionized by genomics, which also has several uses
in industries including biotechnology, agriculture, and
medicine. Genomic research offers the possibility of
individualized therapy, targeted treatments, and improvements
in genetic engineering and breeding methods. Genomic
research is advancing our understanding of the components of
life and influencing the direction of future biological research
and applications as a result of ongoing technological and
computational advances.

A.  Ethical and Privacy Concerns of Genomics Data
The potential transformative impact of genomic data is evident;
however, the growing accessibility of such data gives rise to
numerous unresolved ethical, security and privacy challenges
[20]. While various types of health data may contain sensitive
patient information, genomic information possesses distinctive
and formidable characteristics that raise unique concerns.
Genomic data contains information that can be utilized to
diagnose and make predictions related to health and behaviour.
While these predictions are often probabilistic in nature, they
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hold substantial diagnostic value and, consequently, raise
significant privacy concerns. To address potential
discrimination against individuals with genetic markers for
certain diseases, laws such as the Genetic Information Non-
Discrimination Act (GINA) have been enacted in the United
States (U.S.). However, it is important to note that these laws
have acknowledged loopholes that may leave the public
vulnerable to discrimination from insurance providers,
employers, and other entities based on the outcomes of genomic
testing. The unwanted disclosure of genomic information can
also lead to unintended consequences. For instance, if an
individual's genome indicates a predisposition to a specific
disease, their family, friends, and employers may exhibit
reduced trust in their judgment and decisions [20].

Genomic information possesses a distinct characteristic that
sets it apart from other forms of personally identifiable
information (PII) or protected health information (PHI). While
sensitive data like PIN numbers, home addresses, and bank
account numbers are subject to change, genomic information
remains inherently sensitive for an extended duration. Unlike
transient PII or PHI, genomic information is relatively
unalterable and can serve as a lifelong identifier for an
individual. Additionally, an individual's genomic information
exhibits a significant degree of commonality with that of their
blood relatives [21]. This commonality extends not only to
existing relatives but also to future generations yet to be born.
The genetic composition of a parent will inevitably be
interconnected with the genomic makeup of their offspring. As
a society, we are just beginning to grapple with the long-term
implications of our capacity to uncover the genetic information
of individuals.

B. Need for Genomics Data Privacy and Security
Despite the majority agreeing that investigations resulting in the
arrest of serial killers benefit society, cases like the Golden
State Killer investigation have opened Pandora's box by
demonstrating what is possible with unrestricted access to
genomic data. According to researchers, the data currently
accessible in GEDmatch is considered sufficient for identifying
a third cousin or closer in over 90% of the population. When
combined with publicly available data and demographic
identifiers such as gender, age, or other phenotypic traits, there
is enough information to identify a named individual even if
their genomic data does not exist in the database and they have
never been genotyped. Recent studies have shown that in the
United States, by combining searches on public-facing
databases with publicly available information, up to 60% of
anonymized DNA samples can be uniquely re-identified to a
named individual [22,23]. By uploading a small number of
specifically designed genomic data files and executing standard
queries, malicious actors can retrieve or extract as much as 92%
of all genetic markers from user data on publicly accessible
databases. This includes the extraction of hundreds of
medically sensitive markers [23].

Through the utilisation of these techniques or similar methods
employed by law enforcement, malicious actors have the
potential to covertly unveil the identities of individuals,
including service members and politicians. They can also locate

their relatives and unearth compromising information, such as
undisclosed children. Since direct-to-consumer (DTC)
companies offer genomic data exports in plain text format,
third-party services lack the means to authenticate the accuracy
of input data. Consequently, malicious actors can upload
fabricated data that has been synthetically engineered to
determine the target's identity, evade law enforcement, or
fabricate relatives and relationships for targeted fraudulent
activities. These attacks exploit the distinctive characteristics of
genomic information, necessitate minimal computational
expertise to execute, and merely require access to standard
database and query functionalities available to all users [24].
C. Existing Attack on Genomics Data

Given the highly sensitive nature of genomic data, it comes as
no surprise that databases containing such data have been
targeted by malicious actors, leading to security breaches (as
indicated in Table 1). In May 2019, GEDmatch implemented a
change in its data policy, requiring users to explicitly opt-in to
facilitating policing agencies’ access to their data. However, in
November 2019, GEDmatch was served with a warrant from a
Florida judge, which demanded complete access to their
database for law enforcement purposes. GEDmatch complied
with the warrant, inadvertently exposing the data of users who
had not opted into sharing their information with law
enforcement [25]. Furthermore, in July 2020, a security breach
occurred, allowing all GEDmatch profiles to be available for
law enforcement matching, disregarding privacy settings [26].
The compromised email addresses obtained from this breach
were subsequently targeted in a phishing attack aimed at
stealing credentials for the Israeli genealogy website,
MyHeritage. Additionally, in 2017, the email addresses and
encrypted passwords of 92 million MyHeritage users were
illicitly acquired and discovered in a database on an external
private server, unrelated to the company.

TABLE 1: REPORTED GENOMIC DATA BREACH

Target | Affected Users Description

GEDm At the time,
atch[27 | GEDmatch had 1.4
1 million users. It is

By overriding a user's opt-in setting,
hackers compromised the mechanism that
required consent for sharing information
unknown how many | with law enforcement. This breach resulted
people chose not to | in the exposure of all 1.4 million profiles
share on GEDmatch, allowing law enforcement
to match against these profiles regardless
of the users' preferences[27]

dnaLl Unknown By capitalizing on a vulnerability known
MS as CVE-2017-6526 in the web-based
Softwar sequencing application dnaLIMS,
e[28] attackers were able to gain unauthorized
access to servers and potentially extract
DNA sequence hashes through remote
control[28]
MyHeri | Unknown Users of MyHeritage fell victim to a
tage phishing attack, wherein a counterfeit
[29] login form was employed to deceive
individuals  into  disclosing  their
passwords[29]
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MyHeri | 92 Million Users A private server external to the company
tage was discovered to house a database
[30] containing email addresses and hashed
passwords of all users[30]
Veritas The company's | A limited number of customers had their
Genetic | official statement | personal information accessed by
[31] regarding the | attackers. Veritas has asserted that the
security breach | stolen data did not include any personally
claims that only a | identifiable health information (PHI).[31]
small number of
customers were
impacted

D.  Use Case of Genomic Data
The use cases of genomic data are discussed below:

e Precision Medicine: The effectiveness of precision
medicine lies in its capacity to enhance the quality of
healthcare and improve patient outcomes by guiding
clinical decisions towards the most effective
treatments [32]. A crucial aspect of precision medicine
is developing a comprehensive understanding of
genomic information. By integrating data from
electronic health records (EHRs) with genotypes and
gene sequencing data, significant progress has been
made in identifying disease-associated genetic
variants, predicting adverse health outcomes, and
comprehending responses to therapies [33,34,35].
Successful advancements in precision medicine will
steer clinical care away from reactive disease
treatment and towards proactive disease prevention
and early detection.

e  Medical Research: To fully achieve the objectives of
precision medicine, it is crucial to engage in
translational medical research, which heavily relies on
the sharing of information and ensuring that
researchers can access trustworthy, extensive
repositories of electronic health records (EHRs) and
genomic data. One important tool utilized by
genomics researchers is the genome-wide association
study (GWAS), which aims to establish connections
between specific genetic variants and particular
diseases. In a typical GWAS study, genotypes are
collected from multiple individuals in both a study
group (consisting of individuals with the disease), and
a comparison group (comprising individuals without
the disease), focusing on specific loci. Genetic
variants that are more frequently observed in the
experimental group indicate an association with the
disease state. Statistical analyses are conducted to
assess the likelihood of a genetic variant being linked
to a specific disease, typically necessitating hundreds
or thousands of individual genotypes to achieve
statistical significance [36]. Recognizing the need for
large sample sizes, several data collection initiatives
have been initiated to store genomic information and
provide access to approved research endeavors.
Notable initiatives encompass the All of Us Research
Program by the National Institutes of Health (NIH),
the Million Veteran Program (MVP) led by the U.S.
Department of Veterans Affairs (VA), and the UK

Biobank. In the subsequent sub-sections, a brief
overview of these initiatives and others will be
provided.
E. . Potential Harm of Genomic Data Attack
The primary emphasis of this section is on highlighting the
potential adverse outcomes that may arise from a successful
attack, as opposed to providing case studies of attacks that have
been successfully carried out. Figure 4 illustrates the
consequences branch of the taxonomy for genomic data attacks.

Reveal medical conditions or predispositions

Reveal ancestry ]

Reveal family members

Unwanted disclosure ©

/ Individual &
|
‘J Forged relationships

/ Law Enforcememb {PL i igati m]
/ [
Consequences % ‘r’ Misdiagnose patients
\ / Hospital
\\ }/ / Prescribe incorrect treatments
\ Falsify research findings

Y\, Disclose study participants

Identification of operatives

\ Political or Military Organization [Blackmail and extortion

Damage to reputation

Figure 4:Taxonomy of Consequences of Genomic Data Attack [37,38]

Individual Consequences: The case of the Golden State Killer
serves as a tangible illustration of how genomic data can be
exploited to reidentify and track down an individual. Although
companies like GEDmatch have implemented opt-in programs
or restrictions on sharing information with law enforcement,
such measures do not eliminate the possibility of a similar
attack being conducted by an individual with access to the
necessary information. Aside from identifying specific
individuals, an adversary could exploit specific genomic
markers to reconstruct complete family trees and monitor future
generations. An existing example of this genetic surveillance
can be found in the Xinjiang region of China, where the Chinese
Communist Party employs mitochondrial and Y-DNA data to
track the Uyghur Muslim ethnic minority group [37,38]. If an
individual's genetic data is compromised, it may also result in
the exposure of associated personally identifiable health
information (PHI), such as genetic disorders or predispositions
to certain diseases that are inherent in their genetic code. There
is a possibility that an adversary could exploit these markers to
target an individual with the intention of causing harm, such as
introducing illicit substances to someone who has a genetic
predisposition to addiction. Alternatively, instead of directly
harming the individual, a malicious actor may seek to extort the
individual for personal gain. This could be achieved by creating
a synthetic individual who appears to be closely related to the
target or by manipulating their own digital genomic profile to
create a desired familial match with the target. Individuals with
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limited knowledge of genomics and genealogical data would be
unlikely to dispute a claim supported by genetic evidence,
rendering a significant portion of the population vulnerable to
this specific type of attack.

Organization Consequences: Apart from the individual
repercussions of genomic data breaches, there are wide-ranging
consequences that can impact entire organizations. One of the
apparent strategies that adversaries could employ is utilizing the
same methodology used to identify the Golden State Killer
against law enforcement itself. By assuming that law
enforcement would employ a similar approach to identify a
suspect in another criminal case, the perpetrator could introduce
manipulated data into the system, leading the investigation
towards an incorrect family tree branch or falsely incriminating
an innocent individual. Although these obfuscation techniques
might only temporarily hinder law enforcement, the additional
efforts required can result in significant resource expenditure
and provide the perpetrator with advanced warning of the
investigation, granting them further opportunities to evade law
enforcement. If the databases containing specific genomes
owned by organizations are compromised, the potential
consequences could be severe. As personalized medicine
progresses, healthcare systems may seek to possess genetic data
from their patients to accurately diagnose and treat various
conditions. If a health system's data is compromised by either
an insider threat or an external adversary, it could have life-
threatening implications for the affected patients. Additionally,
it could lead to the disclosure of unwanted information at the
individual level, as discussed in the previous section. For
instance, two companies are engaged in a competitive race to
research a disease with the goal of developing a therapeutic
solution. If an adversary manages to manipulate the original
data of one of these organizations to create false associations
between genomes and related phenotypes, it could lead the
institution to invest years of time and resources in investigating
a non-existent correlation. This would put them at a
considerable disadvantage compared to the unaffected party. It
is easy to envision how this scenario could have broader
ramifications in both the private and public sectors,
highlighting the potential implications of such actions.
Furthermore, the impact of genomic data breaches becomes
particularly significant when public officials or military
personnel are affected. While the individual consequences
remain relevant, the societal implications can be far-reaching.
In the event that a military officer or prominent politician is
compromised by an adversarial foreign entity, there is a risk of
subtle manipulation over time, leveraging their compromised
status as an insider threat. Such actions could have devastating
consequences for national security. If a government or military
database is breached, it could grant foreign adversaries access
to the data of operatives who depend on forged identities to
fulfil their responsibilities [38].

V. CRYPTOGRAPHIC APPROACHES FOR
PROTECTING GENOMIC DATA

At its core, cryptographic processes involve a set of encryption
and decryption algorithms. Encryption refers to the

transformation of data into an unrecognizable form using a
cryptographic key and algorithm, with the aim of preventing
unauthorized access. The data being transformed is known as
plaintext files, while the transformed output generated by the
encryption algorithm is known as ciphertext files. On the other
hand, decryption algorithms reverse the encryption process by
recovering the original plaintext file when provided with the
corresponding ciphertext and the correct cryptographic key.
Given the enduring sensitivity of the underlying data,
cryptographic methods used to protect genomic data need to
ensure long-term security. This requirement cannot be fulfilled
by public-key cryptographic algorithms, as their security relies
on the assumption of computational hardness. In other words,
it is believed that breaking the encryption through brute-force
methods would necessitate computational power that is
infeasible within a practical timeframe [39]. The effectiveness
of widely used encryption methods like the Rivest-Shamir-
Adelman (RSA) cypher relies on the computational challenge
of factoring large prime integers. However, considering the
enduring sensitivity of genomic data, even brute-force attacks
that require decades or centuries of computational time may
still provide the attacker with relevant and potentially harmful
information. Additionally, the emergence of high-performance
computing (HPC) tools and powerful graphics processing units
(GPUs), along with the anticipated development of quantum
computers, poses a threat to the security of algorithms based on
computational hardness assumptions. For instance, experts
estimate that quantum computers will be capable of breaking
the RSA cypher in a matter of hours [40].

A.  Concept of Homomorphic Encryption in Genomic

Data Security
Homomorphic encryption (HE) allows computations to be
performed on encrypted data without requiring decryption.
Throughout the entire process, including calculations and
analytics, the data remains encrypted, as do the results.
Therefore, the system performing the computation does not
require access to a secret key. When the outputs are provided to
the data owner, they can decrypt them within their own
environment using their secret key. Importantly, decrypted data
is never exposed outside the user's environment. The outcomes
produced by HE schemes are equivalent to those obtained if the
calculations were performed on unencrypted data. A common
application of HE is in cloud computing environments where
data is hosted, and users can conduct computations on it. Data
owners only need to encrypt the data once using a public key
and store the encrypted data in a cloud repository, such as the
UK Biobank. The encryption process satisfies specific
mathematical properties, ensuring that computations on the
encrypted data correspond to the operations performed on the
plaintext data [41].
Within the field of H.E, there are different encryption schemes
that offer varying capabilities for performing computations.
Partially homomorphic encryption (P.H.E.) enables specific
operations, such as addition or multiplication, to be conducted
on the encrypted data. On the other hand, fully homomorphic
encryption (FHE), often regarded as the ultimate goal in
encryption, allows arbitrary computations to be performed on

Authorized licensed use limited to: Durban University of Technology. Downloaded on March 12,2025 at 19:45:56 UTC from IEEE Xplore. Restrictions apply.



ciphertext, including both addition and multiplication [41]. The
security of most F.H.E. schemes rely on the ring learning with
errors (R.L.W.E.) computational problem. The security of FHE
schemes is built upon the ring learning with errors (RLWE)
computational problem, which is related to high-dimensional
lattice problems that are currently believed to be resistant to
attacks from quantum computers [42]. This is a crucial
consideration given the long-term sensitivity of genomic data.
In all existing F.H.E. schemes, ciphertexts contain a certain
level of noise, which increases during homomorphic
computations. If the noise exceeds a certain threshold, with the
correct key, the ciphertext remains undecryptable. Partially
homomorphic encryption schemes support a restricted set of
operations, such as addition and multiplication, until the noise
accumulates to problematic levels. This limitation is known as
the noise budget. Most somewhat homomorphic schemes are
considered feasible within realistic computational constraints.
To achieve the unlimited number of operations required for true
F.H.E., ciphertexts must undergo constant refreshing during
processing to reduce the noise through a computationally
intensive process called bootstrapping.

PHE approaches have been applied to various genomics use
cases by different research groups. Shimizu et al. developed a
string search algorithm using additive P.H.E. to search for
sequences of S.N.P.s in databases of aligned genomic
sequences [43]. This algorithm enables users to identify the
longest matching sequence without revealing the queried
sequences. By utilizing standard laptops for issuing queries and
executing searches, the total run time for queries over 2,184
genomes ranged from 15 to 133 seconds, depending on the
query parameters used. Ayday et al. developed a privacy-
preserving approach based on additive P.H.E. to assess the risk
of coronary artery disease using S.N.P. profiles [44]. De
Cristofaro et al. introduced an approach called Size- and
Position-Hiding Private Substring Matching (SPH-PSM). SPH-
PSM employs additive P.H.E. to determine the presence of a
substring within a genomic sequence file while preserving the
privacy of the substring's contents. The primary objective is to
enable the owner of encrypted genomic data to verify whether
an encrypted substring exists within their genome, providing a
binary response of yes or no without exposing the substring
itself. The authors conducted benchmark tests on SPH-PSM
using substrings of varying lengths. Encrypting the sequence
information for an entire genome (approximately three billion
base pairs) using a single core on an Intel i7-3770 3.4 GHz
quad-core CPU with 16 GB of RAM took 115 hours. Substring
searches against the encrypted genome, using a substring size
of 1,000 base pairs, required only 0.68ms and scaled linearly
with the size of the substring. This search time is considered
highly efficient and feasible since most practical genomics
cases involving substring matching do not involve lengthy
substring templates [45]. Pattern matching of sequence
information, which is a crucial task in many genomic
applications, poses significant challenges when using fully
homomorphic encryption (F.H.E.) due to its complexity.
However, Lauter et al. demonstrated the use of FHE in
computing algorithms commonly used in genetic association

studies, such as the Pearson Goodness-of-Fit and Estimation
Maximization algorithms. Their research focused on the single-
key homomorphic encryption (HE) schema, where all data are
encrypted and decrypted using the same key. For this schema
to be applicable in real-world genomics use cases, it would
require that all authorized entities depositing encrypted data
into a cloud repository be trusted with the key [45].

In the 2018 iDASH competition, there was a track specifically
dedicated to secure and parallel genome-wide association
studies (GWAS) using FHE [42]. Participants in the
competition were tasked with conducting GWAS on encrypted
genomic data containing thousands of single nucleotide
polymorphisms (SNPs) and hundreds of samples. The winning
solution was able to perform an FHE GWAS for 15,000 SNPs
within a two-minute timeframe. Notably, all submissions to the
competition utilized the open-source Homomorphic Encryption
for Arithmetic of Approximate Numbers (HEAAN)
framework, indicating a consensus within the community that
this framework is well-suited for addressing the numerical
optimization challenges present in GWAS [46,42].

B. Sharing genomic data while protecting privacy
Genomic data sharing encompasses two primary approaches:
unrestricted access, and limited access, each governed by
distinct authorization measures and guidelines. The safety and
secrecy of genetic data have been amplified due to various
identification attacks. Consequently, there is a reluctance to
publicly share genomic data without adequate privacy
assurances. However, existing privacy guarantees are
insufficient for several reasons, including the numerous
assumptions made about adversaries and the presence of
different threat models and types of attacks. [46]

C. The confidentiality of query processing and its result
Chen et al. (2016) introduced the concept of location-based
skyline queries (LBSQ), which aim to identify Points of Interest
(POI) that are non-overlapping by the query position. They
proposed a streamlined validation mechanism for LBSQ results
obtained from a dubious cloud provider with questionable
trustworthiness This mechanism leverages the neighbouring
POI relationship to enable effective exploration and validation
of the query results.[47] Quan et al. (2018) introduced a method
called TOPE (Top Order Preserving Encryption) that allows for
top-1 (maximum/minimum) queries to be performed on
encrypted data while minimizing information leakage. TOPE
achieved this by placing ciphertexts with the top-k values at the
beginning of the ciphertext domain [48]. The speed of
retrieving the top-k query results from a large, encrypted dataset
using the TOPE scheme is nearly as fast as performing the same
query on the original unencrypted dataset. Xu et al. (2017)
introduced a method for processing aggregated queries on sets
of values through top-k query processing. This approach is
applied to multiple datasets. To correct the objects of each
dataset using range queries, the authors utilize the MG-tree
[49]. Ding et al. (2019) made significant contributions by
developing several advanced optimization techniques. They
introduced a secure technique for range queries, which can
serve as foundational components in various representations
and protocols [50]. To ensure authentication, a digital signature
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is appended to each range query. The challenges are addressed
through the utilization of encryption schemes commonly
employed in homomorphic encryption techniques or by
introducing noise to the data, thereby preventing the
identification of the strategic plan of the process by third parties
[46].

D. Secure genomic data access and storage

Friedrich et al.[51] proposed The TrustStore. The TrustStore
refers to a collection of software and web services that enable
secure data storage on public cloud infrastructure, such as
Amazon S3, OpenStack, or Azure. It ensures data security by
fragmenting and encrypting the data on the client machine
before transmitting it over the network and storing it in the
cloud. Access to the data is restricted to authenticated and
authorized users who can decrypt and reassemble it. The
TrustStore is specifically designed to support controlled
collaboration, allowing users to grant or revoke access to the
data they are responsible for. They focused on the integration
of TrustStore as a data source within a cloud-based Galaxy
environment. The Galaxy environment is utilized for
processing (human) genomic data [51].

Wang et al., proposed a framework which is a blockchain-based
access control system for Genome-Wide Association Studies
(GWAS) using Federated Learning with BFGF (Blockchain-
based Federated Learning). Prior to building decentralized
models, this system incorporates an Automated Quality Control
(AQC) process to ensure the integrity and quality of the training
data. To protect the security of users' information, the
framework employed an authentication mechanism
implemented on the blockchain. This mechanism filtered out
malicious attackers, preventing them from accessing sensitive
user data right from the start. In order to enhance the efficiency
of cloud model training and mitigate various attacks in
federated learning, the framework suggests a periodic
aggregation method that combines differential privacy
mechanisms. This approach aims to speed up the training
process on cloud platforms while maintaining the privacy of
individual user data. By periodically aggregating the model
updates, the system achieves better resistance against multiple
attacks. Overall, the blockchain-based framework integrated
automated quality control, authentication mechanisms, and a
periodic aggregation method with differential privacy to ensure
the security and efficiency of GWAS using Federated Learning.
Fujiwara et al.[51] successfully developed a highly efficient
and comprehensive system that enables genome-wide data
analysis while ensuring controlled secondary data utilization.
The model, called the Quantum Secure Cloud System, was
designed to operate on a distributed network known as the
Distributed Secure Genomic Data (DSGD) analysis system.
This network utilized the Tokyo Quantum Key Distribution
(QKD) Network, which provided information-theoretically
secure communication. [51]

The fundamental building block of the system is a "trusted
server" that is built on the quantum secure cloud infrastructure.
This server has the capability to deploy and operate various
sequencing analysis hardware, including GPUs, FPGAs, and
CPU-based software. Through the research done, the paper

demonstrated that the DSGD system achieves equivalent data
processing speed with and without encryption on the trusted
server. This means that the system is fully functional and can
be readily implemented in research institutions and medical
facilities that perform daily diagnostics outcomes through
whole genome sequencing. In summary, the developed system
provided a high-performance solution for genome-wide data
analysis at a large scale. It ensured secure data access control
for both the data custodian and diverse users, and its utilization
of quantum secure cloud infrastructure made it an innovative
and reliable choice for research and medical institutions. [51]
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VIL CONCLUSION

Finally, the substantial potential of homomorphic encryption in
resolving the privacy and security issues related to the storage of
genomics data on federated clouds has been brought to light by
this brief assessment. Homomorphic encryption is a viable way
to maintain data privacy and facilitate cross-institutional
collaborative research by permitting computation on encrypted
material without decrypting it. But even with all of its benefits,
issues like scalability and processing cost need to be resolved.
To enhance homomorphic encryption techniques for the storage
of genomics data and to ensure their seamless integration into
federated cloud settings, more research and development work
is required. In general, the results highlight how crucial it is to
keep investigating and applying cutting-edge cryptographic
methods in order to guarantee the privacy, accessibility, and
integrity of genetic data in cooperative research environments.
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