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Abstract

A Smart Grid (SG) generally refers to a modernized power grid system that incorporates Infor-
mation and Communications Technologies (ICT) so that a two way communication between the
grid system (utility) and power users ensures power supply efficiency and optimization to the users.
In a way, an SG is an evolved version of legacy power grid systems that manages electricity de-
mand in a sustainable, reliable and economic manner, built on advanced infrastructure and tuned
to facilitate the integration of all involved. The provisioning of duplex communication between the
utility and its users (customers) allows key devices such as SMs to interact directly with the utility’s
control center (CC). SGs are destined for provisioning a cleaner environmental sustainable and
renewable energy for the future. Its successes mostly rely on advanced ICT design and architecture.
It 1s imperative that it meets the future data transmission and design performance requirements in
terms of robustness, reliability, and at the same time ensuring end-to-end data exchanges with min-

imal latencies and losses.

The incorporation of ICT, however, results in security and access control challenges, as a result
complex network arrangement may be exploited by hackers among other things, access private
information and sensitive data, hence the necessity to address vulnerabilities of such systems. Typ-
ical consequences or repercussions of security and access control threats include energy theft by
way of altering of SM data. At present, it is cost effective to implement the ICT related infrastruc-
ture on the currently unused power line spectrum (i.e. above S0Hz) hence in this work, Power Line
Communication (PLC) is elected for provisioning this platform.

As such, PLC implementation shall imply the digital communication in power lines concurrently
with electrical power transmission and ensuring uninterruption of either of the services, as well as
guaranteed efficiency. We address approaches to increasing the data rate of transmission and re-
duction of bit error rates. That will enhance the performance of PLC and redevelopment of reliable
ICT without additional cost to the existing infrastructure of electrical grids. We also address secu-
rity and access control by implementing Advanced Encryption Standard (AES) protocol to secure
SG related data in our proposed security and access control framework. Results show that the sys-
tem has low computational requirements, minimal latency and as well ensures confidentiality and

integrity. The simulation is run on a combined MATLAB/ OPNET platform.
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1 Introduction

1.1  Background

Current electricity power supply and generation systems have been in existence for quite some time.
There are no indications that these current systems will be decommissioned in the near future. Their
heavy reliance on fossil energy such as oil and coal are not sustainable as these fossils are fast
depleting [1]. These fossils are non-renewable and thus the reserves on earth are fast depleting [1].
This inevitably has led to a gradual energy crisis that has prompted global strides to identify alter-
nate energy resources that could sustain long-term power requirements as well as industry develop-
ment. Prospective renewable energy resources include but are not limited to wind, hydro plants,
solar, tidal and geothermal installations [2], all of which collectively are referred to as "green en-
ergy" solely because they do not release carbon dioxide (COz) into the air in the process of electric-

ity power generation [2].

It is important to replace the current fossil fuels because they are environmentally unfriendly [2].
The key to the energy power systems crisis is to integrate different renewable energy resources that
are automated and intelligently managed. These would ensure their effectiveness and efficiency.
The automation management and intelligence are envisioned to offer a diversity of advantages in

terms of digitalization, flexibility, intelligence and resilience [3], thus the name Smart Grid (SG)
[2] [3].

— - ’—_H\\_ \’
— . | |
Communication Smart Meter
Cloud
Server or Substation Power Lines  Network \Smart Meter@
Data Center

Smart Meter

Figure 1-1 Generic Diagram of Smart Grid Two Way Communications [2]
The SG is a promising solution towards integrating and availing renewable resources to the current
energy grid. Such a grid is an ideal platform for energy consumers to contribute to the electricity
enterprise. A typical SG has distinct mechanisms and functions in comparison to the traditional

energy grid in that it facilitates two-way communication between users (meters) and the central

1



controls. Figure 1.1 shows the generic diagram of SG two-way communications. Facilitating the
two-way data transmission 1s possible through the deployment of an enabling AMI that holds a key
element in the SG system named SM. A SM typically has a processing chip and a non-volatile
storage that performs smart tasks such as being able to report intervallic usage to consumers as well
as facilitating interaction at the power supply utility directly with SM appliances at home to control
them [3].

The two-way communication helps in matching demand versus supply. The main SG services in-
clude [2], [3]:

* Automatic meter reading.
« Power grid monitoring: peak voltage, peak factor, and a degree of synchronisation as well
as current levels in the power grid structure supervised in real time.
+ Demand Side Management consists of two parts:
o Load shifting.
o Power conservation.
» Home networking amongst electrical appliances for power management.
* Vehicles power technology: The power stored in charged cars can be put back to the power
grid.
» Self-healing system: the SG system should be able to heal automatically.
« Flexibility counter to attacks: increasing power grid robustness, protecting key assets from
physical attacks and improving flexibility.
* Equipment management and performance efficiency: the state of all equipment and opera-
tional efficiency can be monitored.
*  New markets operations: SG will join in and open new trades to the power grid.
From an operation perspective, the smart control centres monitor key electric components remotely
almost in real time, this results in smart transmission infrastructures using new technology para-
digms to enhance the energy excellence; and the smart substations coordinate their devices [4]. A
smart substation manages power quality and reliability. Enhanced substantial progresses in system
automation as earlier cited, improves the future power usage paradigm in all the power generation,

storage, transmission and distribution phases. A quick, reliable and secure communication network



infrastructure and platform is critical to efficient energy system management. The network is re-
quired to link the magnitude of electric equipment in scattered locations and interchange their status

data and control commands periodically and in some instances in real time [4].

The SG intelligence is practically viable if the associated data exchange amongst numerous key
functional units is advantageous and reliable. The existing communication capabilities of the pre-
sent energy systems are restricted to local areas that apply basic functionalities for system obser-
vation and control, such as energy line communications [4], [5] and the supervisory control, none
of which meet the demanding communication desires for the automated and intelligent manage-
ment in SG. Future power generation and distribution systems comprise both power generators and
associated consumers that are scattered over vast areas and connected all together to form a single
management network. Real-time duplex data exchanges are thus imperative to support the power
system management tasks, which intermittently, need time-sensitive and data-intensive data inter-

change [5].

The emergence as well as gradual development of the internet, GSM based networks, satellite net-
works, wired and wireless local area and personal networks, coupled with the introduction of in-
novative networking services, and has tremendously enhanced capabilities for data and information
exchanges. Nevertheless, the current networking technologies have not been leveraged or exploited

enough in power systems for optimised management [5].

Although the presently obtainable networking platforms and expertise have significantly assisted
in communication requirements, rolling them out to energy systems to address their specifics is a
challenge. It is imperative to first identify the communication scenarios and characteristics in power
systems to develop, identify and design practical usable network solutions [6]. In particular, issues
relating to promptness, reliability and security are paramount. At this transitional phase of emigrat-
ing to the next electric energy generation systems, the study on the communication structural design
for automatic and smart system management is still at a nursery stage. Various design and imple-

mentations such as PLC challenges are awaiting solutions [7].

The current PLC challenges in SG are harsh medium environment for data transmission and un-
predictable and varying characteristics such as time, frequency and location [6]. Limited and inac-

curate theoretical models of power line environment are the main technical challenges such as



e Signal attenuation
e Signal distortion
e Noise

Digital Signal Processing (DSP) is the promising key to overcoming such harsh conditions of the
power line environment. Furthermore, spread spectrum technology has been identified as a detri-

ment rather than a benefit in overcoming these challenges. Another possible solution can be the

use of OFDM [7].

Various standards were developed in order to ensure reliable communications and inter-operability
of PLC, especially for the SG and home networking. Examples of such standards are: CENELEC,
FCC, ARIB, Homeplug etc. Power Alliance specify the ranges for operation of PLC. If a worldwide
standard for PLC were to be established, this would have a positive impact on adoption of PLC. So
far, the G3-PLC standard is the most robust scheme available, and the IEEE 1901.2. The working

group is dedicated to developing a universally acceptable standard worldwide [8].

1.2 SG Services [8]

The main SG services include:
e Automated smart metering and reading

e Vehicle to power grid technology

e Power grid monitoring

e Demand Side Management (DSM) e.g. load shifting or demand response and energy con-
servation
e Networking houses between electrical devices for power administration

e Automatic meter reading.

1.3 SG Characteristics [8]

The SG i1s generally characterized by the following goals:



User’s participation: all users will receive price signals and adjust their consumption accordingly.
On demand, response program customers give authority to the utility to control their smart electri-
cal devices in their homes. This allows the utilities to turn their devices off in case of emergency

or during peak periods.

Power factor correction: if the system monitors the power factor such as current and voltage, the

utility is able to identify the power grid glitches.

Incorporating all generation plants and power storage: SG objective is to incorporate distributed
electrical generation plants, e.g., micro grids and renewable energies with the power grid. Thus,

handling the energy produced would be easier.

Self-healing smart system: the energy grid must be able to self-heal in an automatic manner. The
system will react accordingly based on the collected information. Resilience against malicious at-
tacks: this characteristic can be given by enhancing energy grid robustness, guarding key posses-

sions from physical attacks and in providing redundancy in the energy grid [8].

Asset managing and operation efficiency: assets quality and efficiency that are employed in the

power grid will be supervised. The example of this operation is cable temperature measurements.

New market place and operations: SG will incorporate and open new trades to the power grid. For

instance, it integrates IT infrastructure to the power grid.

1.4 Security Issues

A SG is generally a widely distributed system encompassing various power generation facilities to
every energy utilizing equipment such as home appliances and other systems. The large-scale na-
ture has improved the potential of distant operation of power management and distribution system
and thus interceding security threats in the process [9] and ensuring security against theft and abuse

of energy as well as malicious activities in SG.

Ensuring cyber security in a SG is quite a complex task mainly due to the diversity of the systems
involved. Ensuring security in a SG needs uninterrupted observation to ensure that any po-
tential attack is detected timeously and appropriate remedial action can be taken. In addi-

tion, monitoring various SG parameters can assist in identifying any suspicious, abnormal



as well as malicious activities [9]. Furthermore, having a rapid restoration plan is also im-
portant. As a recommendation, SG security mechanisms should be enforced at both the
physical and logical layers. At physical layer level, SG systems and components must be
secured from harm, tampering, theft, vandalism and sabotage. Examples of physical layer
security include installation of fence, video surveillance, and alert system. In contrast, the
logical layer in the digital data must be protected. Logical layer security mechanisms have

been proposed in the literature and these include [9]:

e Encryption: the need to cipher the data in the SG from meter to utility centre is critical
towards the prevention of snooping, hence preserving the confidentiality of data. Strong
but efficient algorithms can be used; however, all SG devices, for example, meters, collec-

tors, processors, and routers, must be enabled with encryption processing capabilities.

o Authentication: It is the method of determining that a user or individual is, really, the same
individual as claimed. SG applications should have strong authentication capabilities, to
detect and reject unauthorized connections between its components, for example, meter

and the utility interfaces.

e Applications Security Controls: SM applications should be coded properly so that cyber
criminals cannot access a meter to mount buffer overflow attacks or to embed a malware.

Data validation is an example of one of the techniques that could be used.

o Security Patches: Security patches protect an application from known malicious attacks;

consequently, codes should be kept up to date with latest patches.

e Malware Removal: The use of antivirus and antispyware software through the SG appli-

cations will identify and eliminate malwares from the system.
Overall security objectives include:

e [ntegrity: protecting against illegal modification or discarding of information.
e Confidentiality: keeping data confidential to protect privacy and misappropriation of infor-

mation by an unauthorized entity. This also limits data access and disclosure.



e Availability: ensuring reliable access to information and services whenever such a need
arises.

Availability and integrity ensure overall system reliability. However, due to the unavoidable sys-
tems communications with users, privacy is also being developed in this two-way data communi-
cation system that connects the whole system comprising SMs, data collectors, communications
network, and utility data centres [10]. Overall, to ensure cyber security in SG, we need uninter-
rupted observation so that any possible attack can be spotted on time and action can be executed
rapidly. The examples of methods planned so far to handle security concerns include a public key
infrastructure, which is a mechanism that binds public keys with sole user identities by a Certificate
Authority (CA). Briefly, we note that within the framework of SG, several operational as well as
management goals, which have always been difficult as well as infeasible to practically resolve in

conventional energy system grids, become easy and possible to solve [9] [10].

So far in this preliminary review, it was discovered that most of the research in the SG operation
management objective is driven to improve power efficiency in terms of demand and supply though
sophisticated automation. In the process, this leads to a secured advanced enabling management
infrastructure. Such a process leads to a proliferation of extra functionalities hence more new man-
agement services and applications will emerge to enhance grid efficiency. In this research, we focus

on a secured AMI in an SG environment [11].

1.5 Research Focus

Smart metering enables semi-duplex data exchange between the meters and control centers. This
enables more efficient remote monitoring, as well as remote controlling of home power consuming
appliances such as lights, geysers etc. It has also been established that smart metering will improve
the reallocation of energy consumption, leverage the awareness of energy consumed, facilitate in
energy saving and consequently lead to emission reduction. A typical AMI is gradually evolving
into a conglomeration of diverse legacy systems blended with next generation expertise and asso-
ciated architectural approaches, based on different standards and regulations that all need to be
combined into a seamless communication network to support the challenges of the future power
network. The communication between the SMs and the control centers is made through channels
which are prone to security breaches. To support this objective, a wide range of security issues have

to be addressed. These include [12]:



¢ An enabling communication infrastructure, that guarantees full connectivity to all SG
elements.

e Device physical security: The individual SMs have to be secured from malicious tem-
pering.

o Network physical security: This is to ensure robust connectivity between SMs and con-
trol centers at all times.

» Software security: This is to ensure every SM runs all its functions based on the firm-
ware installed on the hardware and that it is remotely upgradeable without any vul-
nerabilities.

¢ Communications security: This is to ensure compatibilities with respect to the various
communication environments (from physical to application layers) within the SG.

e Logical security (semantic security) to ensure reliable and secure data exchanges within
the SG network.

Based on the above, the primary objectives of this research project are to:
o Survey security threats in PLC (SG) and possible solutions.
e Identify an effective security framework for an SG network.
e Explore a candidate encryption or decryption algorithm that ensures security as well as
minimal latency when implemented.

e Ensure smooth data aggregation as well as its safeguarding in a SG network.

1.6 Overview of the Thesis

The focus of this thesis is on a secured PLC based energy management system in SG environment
namely the AMI services critical in any SG network. Therefore, a study on the general SG infra-
structure, services and their requirements is presented. The protocols used in SG network is also
crucial therefore, protocols and standards are evaluated. The PLC architecture is discussed in depth
and the noise characteristics of the PLC channel are simulated using MATLAB in Chapter 2. Inte-
gration of renewable sources and physical security in general, as well as theft detection and avoid-
ances of energy in a SG are discussed in Chapter 3. Chapter 3 also introduces theft detection and
monitoring systems. Monitoring requirements with regards revenue were introduced and proposed

as the best theft detection and monitoring system that can be implemented. Chapter 4 was devoted



to data aggregation and logical (semantic) security. The framework to enhance SG semantic secu-
rity is explained. Potential attacks, DNP security, cryptology, channel security issues are discussed.
The comparison of different encryption schemes are discussed in Chapter 4 and the best encryption
scheme 1s selected with in-depth explanation that includes the modification to suit PLC network
design on the SG. In Chapter 5, the resilience of PLC is introduced where physical security, carto-
graphic techniques, IP addressing, addressing requirements, robustness and network flexibility are
discussed. The firmware diversity is also discussed together with IP address encryption. Modelling
and simulation of a proposed security model are discussed in chapter 6. The simulation model to
analyse security of data is executed in Chapter 6. The PLC system is modelled using Java NetBeans
8.5 compiler and OPNET to prove that it is secure and has a robust architecture. Modelling and
analysis help to prove some anticipated results, objectives and outcomes of the project. If the an-
ticipated results do not meet the design’s needs, it has to be adjusted and some parameters remod-

elled and re-simulated.

The conclusion of'this thesis 1s in chapter 7 where the discussion and future research are suggested.

1.7 Research Problem

The introduction of SGs technology is an excellent option but it has inherited a growing number of
serious problems calling for immediate action. The increasing public health emergency and the
potential for a national cyber security and hacking crisis on utility SGs are issues that demonstrate
the insecure SG. The costly impact on the public will continue to grow until this problem is stopped
by implementation of secure SG.

The major problem identified on the SG is the security of data transmitted on the network. If the
network is insecure it becomes vulnerable to a vast number of cyber-attacks. The attacker aims to
destroy the load management services by stealing and modifying private and sensitive data that is
used by an electricity utility for billing purposes. SG presented gaps on the network such as data
security vulnerabilities. Although it is good practice to introduce SG technology to improve power
quality of supply, the use of digital technology also exposes security threats on SG system. SGs
mostly have a complex network arrangement and private sensitive information which requires pro-
tection technology to secure it. Energy stealing is one of the biggest problems related to the SGs
application. This research discusses SG security technologies problems that are identified, and of-

fers possible effective solutions. There is need for a robust communications protocol to implement
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security functionalities that overcome SG security challenges. The solution is encryption of mes-
sages and minimizing delays caused by cryptographic processes, and guaranteeing integrity of
these messages with negligible latency. The summary of problems identified are listed below [13]:

e Overcharging customers due to data inaccuracy.

e Denial of quality of service (QoS).

e Reliability SG network problem caused by insecure system.

e Privacy invasion crisis on AML

e Interference with electronics (eavesdropping).

e Intruders hacking the system (cyber-security problem).

e Remote disconnection of power causing major disruptions.

e Environmental costs.

e Problem of control of household electrical use.

e Burdensome and excessive costs.

o Costs exceeding benefits.

e Fraudulent claims and unavailable information.

1.8 Approach to Solving Problem and Methods

Secure information storage and transportation are extremely vital for power utilities, especially for
billing purposes and grid control. To avoid cyber-attacks, efficient security mechanisms should be

developed and standardization efforts regarding the security of the power grid should be made [14]

IEC 62351 defines cyber security for the communication protocols defined by the previous four
sets. Security is a major concern with SGs, which are especially vulnerable to attack because of the

two-way communication between devices and the utility grid [15].

1.8.1 Survey on Advanced Metering Infrastructure AMI
A comparative study and investigation is conducted on the current AMI security schemes. This
survey looks at performance of the current security schemes that are utilised by the electricity util-
ities to conduct load management activities for efficiently running the power grid. Power Line
Communication is intensively investigated on how it transmits data and its security protocols. The

survey is conducted on Advanced Metering Infrastructure system including PLCs, SG protocols
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used etc. The PLC infrastructure is also investigated on the security feasibility due to the load

management aspect. The theft detection avoidances approach is also investigated [16].

1.8.2 Investigating and Enhancing Semantic and Physical Security for SGs
Sematic security framework conceptual design cryptology model was implemented. The SMs at-

tack detection scheme was introduced to improve security by preventing the attacker from com-
promising the SM. The current sematic security is intensively investigated in order to identify any
existing security gaps. Using these gaps the new security framework and security rules is created.
A framework on how to enhance physical and sematic security is crucial in order to have a stable

load management system.

1.8.3 Testing Current Available Security Schemes and Encryptions
The data transmitted from the SM was simulated to test the protocols. The test was for protocols
data security, robustness and integrity. The security schemes such as authentication, encryption,
data speed and bandwidth required are tested. The simulation tool such as OPNET JAVA and
MATLAB were used to test the integrity of the encryption of the data on AMI system. After the
test has been conducted on few selected security schemes and encryption protocols the best en-
cryption scheme will be selected based on the encryption speed, resilience and robustness of the

protocol. The encryption allowable key must not be less than 128 bits.

1.8.4 Resilience and Robustness in PLC Systems Study
PLC is a part of Advanced Metering Infrastructure and SG. Since PLC is a network that is already

available, it can be integrated easily onto the AMI. This is thoroughly investigated. Channel noise,

modulation scheme i.e. OFDM, data speed as well as the bandwidth are investigated

1.8.5 Modelling and Simulation

This section models and analyses the security scheme used to prove data integrity. Modelling and
analysis of a proposed scheme ensures resilience and robustness. Simulation is performed to prove

the concept claimed.

1.8.6 Summary Conclusions
To conclude the chapter, it is noted that a SG is a modernized grid system that manages power
demand in a sustainable, reliable and economic manner, built on advanced infrastructure and tuned

to facilitate the integration of all involved. The SG provides more power to meet rising demand,
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increase reliability and efficiency of power supplies and at the same time will be able to integrate
low carbon energy sources into power networks. SGs possess demand response capacity to help
balance electrical consumption with supply, as well as the potential to integrate new technologies

to enable energy storage devices and the large-scale use of electric vehicles.
The duplex communication helps in matching demand versus supply. Key SG services include:
+ Automatic meter reading.

« Power grid monitoring: peak voltage, peak factor, and a degree of synchronisation as well
as current levels in the power grid structure supervised in real time.
* Demand Side Management consists of two parts:
o Load shifting.
o Power conservation.
* Home networking amongst electrical appliances for power management.
* Vehicles power technology: The power stored in charged cars can be put back to the power
grid.
» Self-healing system: the SG system should be able to heal automatically.
» Flexibility to counter attacks: increasing power grid robustness, protecting key assets from
physical attacks and improving flexibility.
* Equipment management and performance efficiency: the state of all equipment and opera-
tional efficiency can be monitored.
Security and access control is also a threat in such systems. Key related problems include:
e Overcharging customers due to data inaccuracies.
e Denial of quality of service (QoS).

e Intruders hacking the system (cyber-security problem).
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2  Smart Grid Architecture and Communications Infrastructure

2.1 Background

As emphasized in chapter one, the SG generally enables utilities to efficiently and economically
balance out power consumption by re-distributing loads around to where there is relatively more
demand. In that way, the utility can also maximise power feed as well as reduce consumption [17].
Electronic billing for customers is made possible through the AMI system. In this chapter, we
review the protocols, SMs architecture and security issues that could adversely affect the AMI
system implementation. Firstly, we look at the general SM architecture, followed by a discussion
and review on the state of the art of AMI systems and related security aspects. Transmitting of data
via PLC has long been practised, but it was never done on a large scale for both commercial and
non-commercial purposes. The energy sector for long has used this facility in isolation [18]. A

typical PLC system is illustratedin Figure 2.1.
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Figure 2-1 PLC System Block Diagram [19]
It comprises a coupling transformer (TRF), surge protector, analogue front end, PLC processor,

power management circuit, as well as AC/DC supply. The Electrically Erasable Programmable

13



Read-Only Memory (EEPROM) and Clock are incorporated in the processor. A Universal Asyn-
chronous Receiver/Transmitter (UART) capability makes it possible for the system to communi-

cate with the host MCU via RS 232 C[19].

There are numerous reasons that hamper PLCs from being a common choice as SG communication

platform. These include [20]:
e The fact that power is sent to the consumer from the generation station via three stages.

e Transmission of data through three different voltage levels e.g. high voltage (HV), medium
voltage (MV), as well as low voltage (LV) intricate the use of PLC as a data transmitting

platform.

e Unipolar coded data signals introduced to a power line cannot traverse a transformer since

this is AC coupling and thus the DC components of the data signals will discard.

e Introduce bypass equipment across transformers to facilitate DC coupling will escalate

costs as well as increase overall design and structural complexity.
e The transmission and distribution losses of energy lines secludes PLC network.

e The impulsive noise reduces the data signal quality by introducing additive noise into the

system.

e Since power lines at high frequencies are not insulated, they exhibit themselves and act like
antennae and for that reason they ultimately interfere with generated signals from high ten-

sion wires nearby.

Current power grids are almost becoming obsolete and require upgrading. Because the multiple
and frequent failures associated with them pose a national security threats as well as economic
instabilities [21]. Modernising them by introducing SG architectures will provide effective solu-
tions to the problems currently posed. A resilient communication network implementation on the
power grid will ensure a robust power management system. If the distributive generation is in-
cluded on the system, it will reduce the peak load demands on the central energy generation side.
In doing so, the grid separates itself from the affected segment [22]. The different modes of com-
munication within the SG are shown in Figure 2.2. Note that it the communication medium is in a

way interface between the generator and the power consumer (user).
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Figure 2-2 Alternate Communication Medium for SG [23]
The power and data flow in the current power grid emanate or originate from generating sites and
terminate at the consumer end. As such the use of SMs has numerous advantages over conventional
meters as there exists a defined communication interface between the power grid and consumer.

Summarily these advantages include [24]:
e Remote or distant meter reading.
e Control over the appliances through remote site.
e Live tracking of electricity changes and current load.
e Programmable duration and timing of device operability.

SG technology has a choice to join all transmission interfaces directly to the sources or can be
controlled via the central grid. In that way all communication between transmission interfaces and
that of the consumers are bi-directional [25]. Selection of the best suitable data transmission me-
dium to support SG, can be made from the various available transmission technologies depending
on the utility’s design and requirements [Figure 2.2]. In this work, PLC is selected and ultimately
we will incorporate security enhancements so that it reliably delivers power loads through a secured
load data management system. It is a candidate for the solution of this power deployment constraint
[25]. As such PLC related applications make use of varying frequency spectra as well as data rates
depending on the technology choices and requirements. Its introduction undoubtedly brings about
excellent technology improvements, but there are a number of complications that also emerge as
result of its implementation, i.e. data security [26]. An analog SM system architecture is shown in

Figure 2.3.
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Figure 2-3 Analog and SM Block Diagram [27]
As cited before, we will investigate PLC related challenges together with various security proto-
cols at various levels in order to derive a solution for them. The associated data shall be safeguarded
by encryption and authentication. By way of simulation, it will be demonstrated, that such networks
can be securely utilized in load management. We will consider utilizing Advanced Encryption

Standard (AES) based encryption techniques to secure data efficiently [27].

2.2 PLC Cable Transfer Function

Power line cables mostly comprise of three conductors namely, live, neutral, and earth. Any two
of the three conductors can be used for data communication. In most cases, since live and neutral
have equal wire gauging; they are therefore used for power line data communications, but is also
possible to use other combinations as well. Overall the two conductor PLC system can be modeled
as a two port network. Whose transfer function is modeled using chain matrix ABCD theory [28].
As such the ABCD matrix can be used to calculate the transfer function of the system and conse-
quently compare it with existing theoretical results [29]. An illustration of a two port network con-

nected to a voltage source and load is shown in Figure 2-4
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Figure 2-4 Two port Network Connected to a Voltage Source and Load [30]
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2.2.1 Modelling
To carry out the calculation of ABCD representation of two-port circuit we follow the approach in

[31]. The output voltage and the current of a two port circuit can be expressed as;

V1]=A B v:]
L] lc bl

(1
Where;

A, B, C and D are the constants chosen. It becomes simple to show that if for a given a set of
cascaded two-port circuits, the resulting ABCD constants are simply derived from the product of
the individual sets of ABCD matrices. Looking at figure 2-4 and using the ABCD model for the
two-port circuit, it is easy to calculate the transfer function of the circuit as well as input impedance
Z, [31] as follows;

__ Zy

H —
V. AZ,+B+CZ,Z;+ DZ, (2)

The input impedance of two port circuit Z, can be calculated using equation 3 as follows;

_V, AZ,+B

o R
1 L (3)

Its known from basic circuit theory that, two parallel cables can be modelled as a transmission line
and as such the resulting system can be can be characterized by a characteristic impedance Z -.and
propagation constant is y.The characteristics impedance Z, and the propagation constant y are

respectively calculated from 4 and 5 as follows;.

IR + jwl
€~ 6+ ieC 4)
NJc; + jwC
y =V (R+jwl)(G +jwC) (5)

Where;

R, L, G and C are, per-unit-length resistance (2/m); inductance (//m), conductance (S/m) and

capacitance (//m), respectively, and w is angular frequency (rad/s).

cosh(yl) Z, sinh(yl)
[A B1_|1
c D Z—sinh (yl) cosh(yl) (6)
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If we replace the bridge tap with the equivalent impedance Z,; which can be seen from terminals

A and B; then the circuit can be simplified and Z,, can be calculated as depicted in equation 7

7 = Zbr + ZCtanh(ybrdr)
“ CZC 23 Zbrtanh(ybrdr) (?)

where,
Z~ and y,, are characteristic impedance and propagation constant of the branch circuit. For each
sub-circuit, it is possible to calculate an ABCD matrix ( ®, i=0, 1, 2, 3) and the ABCD matrix for

the total circuit & [32]; is shown is equation 8.
3

P = ¢
=0 (®)
where,
cosh(y,dy)  Z;sinh(y,d,) 1 0
N 4y Z—sinh(yldl) cosh(y,dy) | 2 1
1 e

cosh(y;d;) Z,sinh(y,d,)

1 §
" sinh(y,d,) cosh(y,d,)
2

Z1Y1,Z5 and y,are the characteristic impedances and propagation constants [32]. The equations

for the ABCD matrix elements for the circuit of Figure 5 are given by
sinh(y,d,)

A = cosh(y,d,)a + Z. B )
B = Z,cosh(y,d,)a + cosh(y; d,) B (10)
€ = cosh(y ;)¢ + T 12%2) (1)
D = Z,cosh(y,d,)¢ + cosh(y,d,)? (12)

where,

Z
a = cosh(y, d,) + Ef sinh(y, d,)
2

B = Z,sinh(y,d,) + Z cosh(y,d,)

¢ = [Z, cosh(y,d,) + Zssinh(y, d,) + Zsinh(y, dy)]/(Z,Z,,)
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9 = [Z,sinh(y, d,) + Zscosh(y,d,)] /Z,, + cosh(yd,)

Then, by using equation 2, the circuit transfer function can be calculated. For channels with more
bridge taps, the calculation of the resultant channel transfer function is done using a similar ap-

proach.

2.3 PLC Channel

A PLC channel consists of two different bands, namely narrowband and broadband. The narrow-
band PLC network channel currently under scrutiny in terms of its candidacy for data transmission.
Generally, it provisions a reserved low data speed in the order of kilobits per second just for data
management and control and that sufficing for smart metering. This implies that it has less band-
width while the broadband band as expected has a much wider bandwidth [33]. The electrical ca-
bles between the substation and the customer are used as an access channel for data services. PLC
have substantial signal quality problems as well as a huge interference on the transmission line
itself. The effect of signal attenuation and signal cross coupling are investigated [34]. A typical

PLC AMI is shown in Figure 2.5.
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Figure 2-5 AMI [35]

The SMs are all connected to a data concentrator; whilst the data concentrator Coupling Unit (CU)
is connected to a Data Management Centre (DMC) using a backbone network. A star topology

configuration is often advocated. We recall that a SM’s primary function is to bring data to utility
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enters using a duplex communication network as well as provide load management e.g. remote

controlling of user appliances such as geysers, air conditioners and lights[36].

It however suffers from signal interference as indicated before. This interference leads to signal
frequency fading or attenuation. The distance between the SMs and the concentrator needs to be
regulated or chosen appropriately commensurate with desired performance e.g. speed and low loss
probabilities of the data. Notably power line links characteristics resemble those of a low pass
channel up to ranges of about 300 meters and the characteristic resemblance diminish once this
length is exceeded. The length limit can be different on various network types depending on the
network topology. The extended network branches are liable for aggregating attenuation on the

PLC network [36], [37].

As the nature and type of communication medium is a key component of the SG or for any data
transmission network, there exist numerous communications platforms and technology standards
that the load management utilities can utilise. Typically we have: Wireless - ZigBee, GSM, GPRS,
3G, WiMAX, RF and wireless mesh, wired - ADSL, fibre, copper and PLC [38]. These are further

tabulated next.

Table 2-1 Smart Grid Communications Technologies [39]

Technology Spectrum Data rate Coverage Application Limitations
range
GSM 900-1800MHz Up to 14.4 kbps 1-10 Km AMI, Demand Response, Low data rate
HAN
GPRS 900-1800MHZ Up to 170 kbps 1-10 Km AMI, Demand Response, Low data rate
HAN
3G 1.92-1.98 GHz 384 kbps-2Mbps 1-10 Km AMI, Demand Response,  Costly spectrum
2.11-2.17 GHz HAN fees
WiMAX 2.5-Ghz, Up to 175 Mbps 1-50 Km AMI, Fraud Detection Not wide spread
3.5GHz,
5.8 GHz
PLC 1-30Mhz 2-3 Mbps 1-3 Km AMI, Fraud Detection Harsh noise chan-
nel environment
ZigBee 2.4GHz and 250 kbps 30-50 m AMI,HAN Low data rate,
868-915 MHz short range

Conclusively we note that out of the tabulated technology platforms, PLC is chosen as the better

candidate because as it has a direct connection to the meters. It is also cost effective and the infra-
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structure is readily in existence and widely available. Moreover it is a technique that utilises exist-
ing power lines to transfer data at relatively modest speeds [39]. The choice was based on the

following [40]:
e Protocol suitability- How suitable is the protocol to be used in PLC network.

e Smart metering support - How PLC supports smart metering?

Bandwidth- How big the band is and how it is suitable for PLC data transmission.

Security implementations- Is it feasible to implement security rules on the PLC network.

Integrity- Consistency, accuracy, and trustworthiness of data. The data must not be changed

while in transit.

To wind up this section, we note that energy flows over power lines at 50 Hz. Data signals can be
injected in the spectrum above the 5S0Hz. The injection of high frequencies on the power lines will
lessen interference from them as is the case currently. The usable spectrum can also be used for
voice alongside data. PLC systems can be designed for narrowband or broadband and its spectrum
generally flexes from 1-30MHz [41], [42]. Shannon’s Theorem states that the bandwidth can be
megabits per second (Mbps) of throughput, which is dependent on the Signal-to-Noise Ratio (SNR)
[43] as well as the type coding. Specifically certain coding techniques have much higher spectral
efficiencies (bits/Hz). Sharing the network equipment and infrastructure leads to congestion, inter-
ference and data security problems. To overcome these problems, solutions rely on sophisticated
signal processing and encoding. Orthogonal Frequency Division Multiplexing (OFDM) can be
used to overcome PLC network signal problems. It enhances spectral efficiency and robustness
against signal interference. Noisy electrical networks are a major concern [44]. It also uses adaptive
encoding techniques to balance signals across diverse frequencies channels to overcome variances
in the infrastructure and random sources of noise. Medium Access Control (MAC) protocols like
Carrier Sense Multiple Access and Collision Avoidance (CSMA/CA) as well as other methods

such as Time or Frequency Division Multiplexing (TFDM) [45] can be used.

Narrow Band Power Line Communication (NB-PLC) technologies are used widely in smart me-
tering all worldwide [45]. Frequencies that are below 500 kHz are characterized as low signal

weakening and attenuating, whereas those that are more than 1 MHz are highly attenuated due to
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the capacitive coupling to earth [46]. NB-PLC signal travel long distances underground, compared
to the Broad Band Power Line Communication (BB-PLC). In Europe, frequencies between 9-95
kHz (CENELEC A) are restricted for use in applications that monitor and control the low-voltage
distribution network. The most used PLC technologies for smart metering use frequency shift key-

ing (FSK) or Spread- FSK as specified in the IEC 61334 standard [46].

2.4 PLC Standards

Standardisation is key to PLC implementation and as such they are being they are utilised to cali-
brate parameters such as usable frequencies, signal, security of the network and other parameters.
Standards organisations such as ITU, IEC, ISO, IEEE, e.tc. They regulate on how the technologies
are deployed on PLC networks. e.g., standards such as G3 and IEEE P1901 focus on robustness of

such networks [47].

The environment where PLC operates is prone to various kinds of interferences. The robustness of
G3 to withstand noise makes PLC the choice for worldwide deployments. G3 standard is managed
by the G3 Alliance. It operates on the of 3-95 kHz band. It is bi-directional and its data rate ranges
from 20—40 kbps in the A-band. G3 uses OFDM modulation scheme to offer high protection against
interferences and signal attenuations [S0]. PLC technologies support DLMS/COSEM and offer
128-bits AES for Cypher block Chaining Message (CCM) for extra data transmission security.

Higher data rates requirements have prompted further research such as re-visiting existing NB-
PLC solutions. The Power line Related Intelligent Metering Evolution (PRIME) Alliance was in-
troduced in 2007 and it has so far detailed an NB-PLC resolution based on the OFDM, working in
the CENELEC A band. It is capable of attaining up to 128 kbps with no FEC and 61.4 kbps with
FEC.

The design objectives of G3-PLC designers focused on developing a robust Physical Layer (PHY).
Furthermore, the G3-PLC specification re-uses the existing standards with the MAC layer based
on IEEE 802.15.4. The first international standards on the next-generation of OFDM-based NB-
PLC to be approved were ITU-T recommendations G.9955 (2011) and G.9956 (2011). These two
recommendations contains the PHY and Data Link Layer (DLL) specifications respectively for the
three NB-PLC technologies. Also the IEEE pursued the standardization of OFDM-based NB-PLC
and this project started in 2010 with the launch of the IEEE P1901.2 projects, which were sponsored
by the IEEE communications society [S1]. The IEEE 1901.2 standard is based on G3-PLC, and
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specifies only the PHY and MAC layers. Thus, bootstrapping, authentication and routing are not
defined. IEEE 1901.2 also includes a standalone mandatory clause and NB-PLC coexistence mech-
anism that allows non-interoperable NB-PLC technologies to share the same frequency band [51].
The NB-PLC specified technology in ITU-T G.9903, ITU-T G.9904 and IEEE 1901.2 shows re-
semblances. Despite the resemblances between ITU-T G.9903 and IEEE 1901.2, there are differ-
ences that make the two NB-PLC technologies non-interoperable. The core differences are: MAC
support 1280-Byte MTU in 1901.2 instead of 511-Byte MTU for G3-PLC. An additional super
ROBO mode in IEEE 1901.2 repeats six times the data, while G3-PLC uses it only for the Frame
Control Header (FCH). G3 uses information elements frames whereas IEEE P1901.2 is limited to
PHY and MAC layers [52].

24.1 X-10 Technology
The X-10 is an old technology approach that has been used extensively on the PLC network. It
uses Amplitude Shift Key (ASK) modulation. X-10 uses power line carrier technology to allow the
devices to communicate with each other using the existing wiring in the house. It uses 120 kHz
carrier timed with 240 VAC power line and zero crossing to represent digital data [52]. This tech-
nology is quite universal and has always been popular for lone homes. This protocol was initially
unidirectional and eventually its latest version was improved to be bidirectional. The main reason
why this technology has limitations is due to the poor bandwidth handling. Its transmission rate is
60 bps but reduces to an effective20 bps due to retransmissions and line control. The low data rate
limits this protocol’s ability to perform more sophisticated functions. Its main advantage is that of

easy installation as well as relatively low implementation costs [53].

24.2 Home Plug
Home Plug Alliance was founded by a group of industry companies. In March 2000 Home Plug
specification was developed. The baseline technology selected in June 2001 was Home Plug 1.0
followed by Home Plug AV in February 2003. In January 2004, Home Plug BPL was developed

[54]. There are four main Home Plug specifications listed as follows [55]:
e Home Plug Command & Control is a low speed and low cost technology.

e Home Plug 1.0 is a specification for data transmission for home appliances through power

lines at a data rate of up to 14 Mbps.
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e Home Plug AV is a home plug technology that is designed to handle multimedia data.

e Home Plug BPL is a home plug technology designed to handle high-speed data and it can

be used for internet access.

2.4.3 Home Plug 1.0
Power lines are originally meant to distribute power at 50-60Hz. Due to advances in technology,
the power lines were also used to carry data. The utilization of this medium for data communica-
tions at higher frequencies that are more than S0Hz poses new challenges [56]. They are mostly
made up of different types of conductors and terminated at the load side with varying magnitudes
of impedances. For this reason, frequencies and the signal can reach the receiver with very little
signal, but other frequencies can be pushed to reach the noise amplitude. The PLC networks are
also sensitive to external noise and interferences [57]. There are a few types of appliances that
introduce noise on PLC such as transformers, switching power supplies and halogen lamps. This
noise reduces the integrity of the signals transmitted on the network. Home Plug 1.0 equipment
overcomes these problems by utilising an adaptive method. Robust transmission method, combined
with FEC and Automatic Repeat Request (ARR), are employed. OFDM (which we discussed ear-

lier) is also used as a modulation technique in the Home Plug 1.0 [57].

2.44 Home Plug AV
Home Plug AV (HPAV) is a recent specification standard by the Home Plug Power Line Alliance.
Its main drive is to offer high quality multimedia data communication and networking over existing
power line inside homes. HPAV uses advanced PHY and Me MAC technologies that run at 200
Mbps for video, audio and data streaming [58]. The Physical Layer uses 200 Mbps to deliver a 150
Mbps data rate with strong communications capability over noisy power line. The MAC layer is
intended to support both Time Division Multiple Access (TDMA) and Carrier Sense Multiple Ac-
cess (CSMA) on AC line cycle synchronization. The TDMA offers a very good Quality of Service
(QoS). HPAYV uses 128-bits AES to offer high data security [S9]. HPAV is reverse compatible with
Home Plug 1.0 and gives numerous modes that enable multi-network process and BPL. HPAV is
an excellent network for the transmission of High Definition (HD) data and entertainment that

includes HDTV, SDTV and audio at home [59].
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2.4.5 Home Plug Physical Layer
We mentioned in the previous sub-section that OFDM is used in Home Plug technology specifica-
tions and its primary function is to divide the available spectrum into a number of narrowband and
low data speed usage sub carriers. Consequently each narrow band sub carrier can now be modu-
lated using various modulation formats. If the sub carrier selects the arrangement spacing as small,
by doing so, the channel transfer function decreases to a constant within a sub carrier bandwidth.
In this manner, frequency channels are divided into various sub-channels, which eliminate the need
of'equalizers. OFDM uses 84 equally spread-out small carrier bands between 4.5 MHz and 21 MHz
The cyclic prefix and various modulation methods such as Binary Differential Phase Shift Keying
(BDPSK) and Differential Quadrature Phase Shift Keying (DQPSK) are used to eliminate the ne-

cessity for any equalization. The channel noise is removed by FEC and data interleaving [60].

2.4.6 Home Plug MAC Protocol
The associated MAC protocol has a wide range of implementing challenges. Home networks must
be able to support various applications starting from a small file transfer to very high QoS demand-
ing applications. The Home Plug MAC is designed to combine with the already existing physical
layer MAC protocols and together address QoS requirements. It has been successfully tested for
compatibility with the IEEE 802.3 frame structure. Generally it encrypts the Ethernet frames prior
to tunnelling them over the power line. A de-assembly and reassembly approach is utilised if the

whole packet cannot be fitted into a single frame [61], [62].

2.4.7 CEBus
The Consumer Electronics Bus (CEBus) standard was developed by Electronics Industry Associ-
ation EIA for home automation networks. The EIA 600 defining a CEBus is an open standard.
Since CEBus is an open standard, anyone can develop equipment and use this protocol. Generally
the standard uses 230V AC power line, Twisted Pair (TP) cable, coaxial cable, Radio Frequency
(RF) and Infrared (IR) [63]. It uses spread spectrum techniques to overcome data transmission
barriers that are almost found at home electrical power line. The spread spectrum signal function
is to spread transferred signal over different frequencies, instead of only one frequency. The CEBus
power line carrier sends data signal in a series of frequencies between 100Hz to 400Hz and uses a
language called Common Application Language (CAL) as defined by EIA-600 standard. The 10

kbs data communication provides serial communication and control of devices. The CEBus uses
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packets on peer to peer home automation using CSMA/CDCR protocol. The CEBus commands
are based on CAL. The CAL is an application to application programming language. The com-
mands are specific e.g. volume up, volume down, play pause and some other command for energy
management. There are two CEBus channels namely: data and control channel. The control chan-
nel is used to execute controls such as trip the geyser breaker. The data channel is used for data
transmission like collecting the consumer daily consumption. To prevent tampering with the com-
munication link, the CEBus uses authentication service and ensures privacy through data encryp-
tion [64]. The CEBus implementation of ISO/OSI communication protocol and its layers is de-

picted in Table 2.2.

Table 2-2 CEBus OSI Protocol Layers [65]

Layer osl

7 Application
3 Network

2 Data Link
1 Physical

The CAL operates on the application layer that includes the data interpretation and the data content
architecture. The application layer contains data transport and its purpose is to form the Application
Protocol Data Unit (APDU), data encryption, authentication and an end to end acknowledgment
facility. The network layer’s function is to make and parse Network Data Protocol Unit (NPDU),
media data channelling and segmentation services. Data link layer also uses the NPDU and it deals
with CSMA protocol for error detection and data transportation. Data link accepts the data packets
and projects the duplicates of these packets. Data link also maintains the node and system address.

The Physical Layer handles the medium interface, symbol encoding and decoding [66].

The CEBus packet frame format for power line is shown in Figure 2.5.The preamble eight bits are
sent at the start of the frame and comprise a random number utilised for collision detection. The
Data Link Protocol Data Unit (DLPDU) is used to determine the packet type, the priority of the
packets and Data Link Layer (DLL) class. The DLPDU also encompasses sender and the receiver
addresses [66]. The NPDU is made of APDU, data routing and the data segmentation information

header. The APDU is created by data transport sub-layer.
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Preamble Control Destination Source APDU APDU CAL CRC
Field Address Address Header Header Message
1 Byte 4 Bytes 4 Bytes 1-n Bytes 1-n Bytes
APDU
—
PP APDU Header » APDU _
Maximum 32 Bytes
LPDU _

Maximum 41 Bytes

v

Total Frame packet

A

Figure 2-6 CEBus Frame Structure [67]

The field at the end of the frame of CEBus is called Frame Check Sequence (FCS) and is appended
by DLL and it provides packet error detection [67]. The CEBus protocol stack is depicted in Table
2.3.

Table 2-3 CEBus Protocol Stack [68]

OSI Layer Function

Application CAL interpreter Context Data Structure

Network Build/Parse APDU, End to End ACK service, Message Authentication and encryption
Data link Build/Parse APDU, CSMA Product, Error detection and retransmission

Physical layer Medium Interface, Symbol timing and encoding

2.4.8 The Local Operating Net (LON)
LON technology was developed around 1990 by Echelon Corporation [69]. This technology pro-
vides a peer to peer communications protocol. LonWorks is used for industrial and smart technol-
ogy supervision. It also supports a big range of communication mediums, and the PLC is one of
them. This protocol is CSMA based on Ethernet Local Area Network (LAN) using CSMA which
are interconnected by a broadcasting transmission channel, so that if an adapter sends a frame, all
adapters that are on the LAN can acquire the same frame. Summarily a CSMA/CD mechanism’s

features are as follows; [70]:
e A node may transmit data any time.
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e A node not transmit data if the carrier senses data is being transmitted by another adapter

(carrier detect).

e A node terminates its communication if it detects another adapter transmission (collision

detection.)

e Before trying to re-transmit, the node will wait for a random time that is less compared to

the time taken to transmit a frame.

LonWorks uses narrow band spectrum modulation scheme using the frequency band from 120 to
140 kHz. The present noise on the channel is prevented by the use of multi bit correlation and
panted noise cancelation. LonWorks uses MAC protocol and Lon Talk. OSI protocol comprises all
seven layers. The seven layers are: Application layer, Network layer, Transport layer, Session
layer, Presentation layer, Data link layer and Physical layer [71]. The OSI model layers are listed
is Table 2.4.

Table 2-4 OSI/ISO Reference Model [72]

0OSI1 OSI Layer Purpose

7 Application Network Process Application

6 Presentation Data presentation and encryption

5 Session Session control (Control and Disconnect)

4 Transport Delivery and sequencing

3 Network Routing data to destination

2 Data Link Media Access Control (Physical Addressing)
1 Physical Layer Hardware

Lon Talk protocol uses all the seven layers and it is thus a robust as well as versatile protocol.

2.4.9 PLC Technologies Comparison Analysis [73]

A summary legacy PLC technologies and their comparisons is provided in Table 2.5.
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Table 2-5 PLC Technologies Comparisons [19]

Technology  Frequency MAC OSI Layer Data rate Communication STD Cost
X-10 50Hz - - 20-60 bps Duplex Open Low
CEBUS Spread spec- CSMA/CDC  Four layers 10 kbps Duplex(Peer to Propriety ~ High
trum R Peer)
Lon Works  Carrier fre- Predictive All seven lay-  3-5.5 kbps Duplex Open High
quency depend- CSMA ers
ent
HomePlug DCSK spread Adaptive MAC 1.2-7.5kbps  Duplex Open Low
spectrum back off Al- Net3work
gorithm layer

This table mainly highlights on technological limitations. Performance parameters of interest used

in the comparisons are communication data rate or bandwidth, cost and standards. Lately the at-

tention of PLC has moved to low-frequency narrow band PLC which operates below 500 kHz and

a sustainable data speed of about 500 kbps. This band is mostly utilised for control and automation.

As such the PLC network is a potential competitor of wireless communication. However compar-

atively the evolving of PLC related technologies is sluggish in comparison to that of wireless tech-

nologies mostly this being attributed to problems of channel modelling [75].
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Figure 2-7 Noise Introduced on the Channel [76]

Background noise is always present in any data transmission network and it originates from various

electronic components used to build the communications hardware [77]. It is quantified by the

notion of power spectral density (psd) and can generally be expressed as:

where

-

A(f) = A, + Azefe
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A is the power spectral density for frequency, f —oo.

Ap 1s the power spectral density at 0-50Hz.

As such, this equation enables us to model background noise as a white noise process. In addition,
we can also take into consideration, short wave range narrow-band noise which mainly originates
from nearby and interfering broadcasting stations [77]. The latter (narrow-band noise) can be mod-

elled as a sum of multiple sine wave noise with different amplitudes as shown in equation 14:
N

n(t) = ZAt(t)sin(Zfrf; +@,) (14)

i-1
where

N is the number of waves each with a distinct £, amplitude A, (t) as well as phase ¢,. The ampli-
tude A, (t) is a constant. The phase ¢, takes arbitrary values within intervals [0; 2xt]. Asynchronous
impulsive noise is characterized by both high and short spikes of voltages with durations up to 100
micrometres. These can reach 2 kV levels. It originates from switching equipment in the network.
In addition we also have synchronous impulsive noise which derives from thyristors in light dim-
mers [77].

Generally, the noise interference problem is quite an intricate one as it encompasses contributions
from a range of source types such as broadband and narrowband interference as well as other di-
verse forms of impulsive disorders that occur as shown in Figure 2.6. The harshness of the networks
makes PLC network modelling a challenge, e.g. due to frequency mismatches caused by reflec-
tions and in addition, the presence of high signal attenuation and huge low pass characteristics that
limit bandwidth. Besides these problems they are more weakened by background noise and conse-
quently an extensive study on channel noise characterisations quite crucial in order to ensure more
accurate channel modelling results [77], [78]. As it is exposed and prone to high levels of noise
interference. Such communication channels do not represent Additive White Gaussian Noise
(AWGN) channel.

2.5 PLC Channel Attenuation

Once again it is reiterated that a PLC based network is a cost effective solution since it uses avail-
able infrastructure. Numerous aspects such as topology of the network, multipath signal transmis-

sion and cable losses affect the PLC channel’s ability to transmit the data effectively. The param-
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eters such as frequency medium used and data transmission distance have major effects on attenu-
ation in signal. The noise introduced by the channel like impulsive noise, narrow band noise and
coloured noise has a major effect on PLC channel attenuation [79]. The channel is shown next in

Figure 2.8.

|
N(®)

Transmitter |—s(t)—| H(f,¢) —b@—r{t}-b Receiver

Figure 2-8 Power Line Communication Channel [80]

The LV energy lines is the energy of a communications cable that connects substations to domestic
houses. The causes of noise at LV can be internal or external. A list of power line noise types is
listed as follows [80]:

e Coloured Background Noise.

e Narrow band noise.

e Periodic impulsive noise.

e Asynchronous impulsive noise.
All these noise types are collectively referred to as noise. Coloured, background and narrow band
noise are known as background noise, which mostly spread all over the spectrum, as their rate of
change of magnitude is very slow. On the other hand, the last three are called impulsive noise since
their amplitude changes rapidly. Background noise is known to be Additive White Gaussian Noise
(AWGN) Wy for PLC analysis [81]. The impulsive noise is;

=g (15)
where,

i, 1s the impulsive noise

b, 1s Poisson noise and

g;. is White Gaussian Noise and the Gaussian variance is given by 2¢*
The total noise n,, is;

=W, t+ i, (17)
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n =W, + b, * g, (18)

The probability of noise distribution is given by:
Pi(t) = e ¥ (A)*/k (19)

The transmitted signal is

o= ay +1 (20)

If the modulation technique used is OFDM with BPSK as a bit modulation, then the signal can be

expressed as:

M-1
1 i 2mmk
r=-—+% a,, e'il +W, +1i, k=0123.icu;M—1 (21)
VM M
m=1

where,
M is number of sub channels.

a,, is (+1, -1) BPSK symbols.

2.6 A Multipath Channel

2.6.1 Modelling
When a PLC data signal propagates, it follows arbitrary paths as illustrated in the next figure. The
transmission pattern is more or less similar to wireless transmission. An example multipath signal

propagation diagram is sketched as in Figure 2.9.

<]

a— B

Figure 2-9 Multipath Signal Propagation
If C is the point of transmission and D is the point of receiving, then the signal transmitted at point

C can take the following possible routes:
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1. D-3-2
2. D-3-3
3. D-3-1-3-D

4. D-3-1-1-2-C

-C
-D

As illustrated in Figure 2.9 four different routes are followed. The signal power as well as Bit Error
Rate (BER) will depend on the route traversed as well as its span. Multipath data signal propagation

is also liable for signal delay 7; in PLC network and is expressed as

_d; \"fs,, _ 4,
B e (22)
where,
d, = Length of the path,
¢, = Speed of light and
Ve, = Insulation dielectric constant
N
H(D= ) giA(fdy el (23)
i=1

The H(f) is the channel frequency response of two points in a communication system and the A(f,dl)
represents cable losses, fis the frequency of operation and gi is the weight factor |g,| < 1

The attenuation factor is:

« (f) =a, +a,f* (24)

a, and a, are the attenuation parameters and this equation leads to:

A(f, di) = e*(Ne = g=(ao+a.r¥)a (25)
Using A(f,di) in H(f) finally the PLC transmission line’s transfer function is;

N

i=1
where;

g, =weighing factor.
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"
=lagta,f

R N
e }@ = attenuation factor.

e /3% 4i/¥p = delay factor.

The IEEE P1901 standard gives the operations of PLC, with two modulation techniques imple-

mented by physical layer as follows:

e Fast Fourier Transform OFDM: It uses FEC scheme with Convolutional Turbo Code (CTC)

as underlying coding technique.

e  Wavelet OFDM: It involves FEC, using Concatenated Reed-Solomon (CRS) and Convo-
lutional Code, and it provides an option to add Low Density Parity Check (LDPC) to reduce

CITOrS.

2.6.2 Simulation
MATLAB was used to simulate the model for PLC channel for N=14, where N is the number of

point in a channel. MATAB is used for the simulation. Modelling is a way to create a virtual rep-
resentation of a real situation of a system that includes software and hardware. Since the software
components of this model are driven by mathematical relationships, it is possible to simulate this
virtual representation under a wide range of conditions to map up similar practical PLC equiva-
lentcharacteristics.

The MATLAB code used is as follows:
clear all; clec;
Nl= 14; k=1; a0=0; al=7.8e-10;vp=1.5e8
g2(1:N1)=[0.030,0.044,0.106,-0.059,-0.044,-0.041,0.039,-0.038,0.072, -
0.034,0.065,-0.056,0.042,-0.060];
d2(1:N1)=[91,105.4,114,143,149,202,260,321,412,491,568,742,960,112];
ff=1:0.01:20;
£f=100:2000;
for m=1:N1
H2 (f, m)=g2 (m) . *exp (- (al0+al.*((ff.*1le6) .”k)) .*d2(m)) . *exp (-
2i*pi.* (£E£.%1leb) . * (d2:(m) . /vp)):
end
HO2 (f) = sum((H2(f,1:14))"');
magHZ (£)=10*10ogl0 (abs (HOZ2 (£))) ;
angH(f) = angle(H02(f));
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subplot (2,1,1),plot
title('N=14");

(f£, magH2 (£))

xlabel ('frequency in MHz');ylabel ("H(f)in dB')
subplot (2,1,2),plot (ff,angH(£f))
xlabel ('frequency in MHz');

yvlabel ('Phase')

grid on
N=14
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Figure 2-10 PLC Gain and Phase Plot for N=14

The PLC Channel Model Attenuation and Path Parameter for N=14 is shown in tabulated form in
Table 2.6.

Table 2-6 PLC Channel Model Attenuation and Path Parameter for N=14

Attenuation Parameter

K=1 a, =0 a, =7.8%10"%ym

Path Parameters
i Py d;/m i g d;/m
1 0.029 90 9 -0.071 411
2 0.0430 102 10 -0.035 490
3 0.0103 113 11 0.065 576
4 -0.058 143 12 -0.055 740
5 -0.045 148 13 0.042 960
6 -0.040 200 14 -0.059 1130
7 0.038 260
8 -038 322
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2.6.3 Binary Phase Shift Keying
BPSK is also considered as a candidate modulation scheme for PLC data. Basically it is a digital
modulation technique which uses signal phase shift to represent digital numbers of zero and one
by accordingly shifting a single carrier’s phase. The carrier of amplitude A is mathematically ex-
pressed as:

s(t) = A.cos2nft (27)

The power dissipated across a 1-Ohm resistor is:

T/2
f s(¢?). dt (28)
-T/2
P=A%/2 (29)
A=V2P (30)
For when symbol is changed the phase changes by 180 degrees.
For symbol “1” is given by
S,(t) = V2Pcos2nf.t (31)
For and symbol for “0” is given by
5,(H) = V2Pcos 2nft+m (32)
S,(t) = —V2Pcos2rf,t (33)

Based on equations 31 and 33 BPSK signal can be calculated and answer is given in equation 35

S,() = v'ﬁcosz:wfct 4+ 7= —V2Pcos 2nf.t for binary 0 (34)
S,(t) = b(t)cos2nf,t for binary 1 where £, is frequency base bond. Therefore the signal space

can be represented by a single base frame.

s(t) = b(t)cos2nf.t (35)
where for binary 1 and -1 for binary 0.

Using this formula, a constellation for BPSK can be plotted.

2.6.4 BPSK Signal Generation

Modulator ——BPSK —»

1

Signal carrier

-Binary Data»| NRZ encoder Data

h 4

Figure 2-11 BPSK Signal Generation Block Diagram
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The block diagram in Figure 2.11 shows how BPSK 1 is generated. As shown the data stream is
first encoded using Non-Return to Zero Encoder (NRZ) and further carrier modulated in a bal-

anced modulator.

The BPSK signal fed in a PLC channel is shown in Figure 2.12.

—Input data—»|  BPSK PLC (:?qus_smn
BER— computaion | Detection Der ol ieion

Figure 2-12 BPSK Signal Throughput PLC Channel
This process is used to evaluate its performance (BPSK). As can be seen in this block diagram
additive white Gaussian noise (AWGN) is introduced. Ultimately the noise corrupted signal is de-
modulated at the receiver. As seen inform the graph, the error probability improves with increase

in the SN R.

Bit error probability curve for BPSK modulation

—+—theory
: simulation

Bit Error Rate

Eb/No, dB
Figure 2-13 Bit Error Rate [82]
The graph in Figure 2-13 shows us the error probability curve for BPSK modulation theory calcu-
lated vs the simulation. Bit error rate BER is a parameter which gives an excellent indication of the
performance of a channel such as PLC or fibre optic system. As one of the main parameters of
interest in any data channel is the number of errors that occur, the bit error rate is a key parameter.
The curve of two results shows that the theory and simulation gives us quite similar results. A
knowledge of the BER also enables other features of the channel such as the power and bandwidth,

etc to be tailored to enable the required performance to be obtained.
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2.6.5 Signal to Noise Ratio

When evaluating communication systems, a key performance measure is the Signal to Noise Ratio
(SNR).

SNR = P.Signal -
7= P Noise
V.;
ratio in [dB] = 20log,,(ratio—=222%)
noise (37)

The lower (< 20dB) the SNR the poor is the performance of the communication system. The rec-
ommended SNR for data is typically 30 to 40 dB. As mentioned before, there are several contrib-
utory noise forms. These range from TV to computers plugged onto the power grid thus inserting
noise onto the power line. Noise levels increase as the signal transmitted traverses the PLC line. At
the same time the data signal gradually suffers degradation. The higher the attenuation level, the
lower is the power at the received end, and this can cause the signal to be undetected. The attenu-
ation levels in a power line network as shown previously is typically high, approximated at 100 dB
and this places a restriction on the transmitter to the receiver distance. A repeater can be used to
overcome the signal degradation. The use of filters can decrease the Signal-to-Noise Ratio as the
noise levels are contained to a certain degree. If all household was blocked then a significant
amount of noise levels will be prevented from entering the grid. PLCs are considered as a harsh
atmosphere when it comes to attenuation but these constraints nevertheless exist in most commu-

nication systems [83].

2.7 Introduction to OFDM

OFDM is another candidate modulation scheme. It converts any bit-rate data signal into numerous
parallel bit-rate signal and modulates each signal on distinct subcarriers. The total bandwidth (BW)
1s divided into (#=5) channels. The FDM division function is depicted in Figure 2.14.

/ f2/ f3/ f4/ /

1 5
L /

BW=f5-f1

Figure 2-14 FDM Division [84]
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fl—f2=BW/n
Due to interference, closer channel FDM divisions require guard bands to isolate them to mitigate
for the interference. The Cyclic Prefix (CP) can be used for the same purpose of interference re-

duction. An FDM block diagram incorporating guards is shown in Figure 2.15.

< L W /

. ﬁ

4 {

BW=f5-f1

SN

Figure 2-15 FDM with Guards [84]

The bandwidth of n-th channel = f2—f1. The guard’s bandwidth introduces e orthogonality to
sub-carriers. Orthogonal sub-carriers remove the inter channel interference. In orthogonal concept,

two signals should be uncorrelated over the duration of time of a symbol. Thus,

T
f 51(£).52(8).dt = 0 (38)
0

Figure 2.16 shows an OFDM Transmitter.

—N sub carries—

Conversion Cor:a\'ﬁz'& n Analog to
Data Bits parallel to IFFT paSerial digital  f—>
Serial conwersion

Figure 2-16 OFDM Transmitter Block Diagram
Referring to the block diagram, a serial bit data stream is equally distributed among parallel sub-
carriers to decrease bit rate per channel. This process allows the increasing of symbol duration for
multicarrier modulation schemes to remove Inter Symbol Interference (ISI). Splitting the data
stream into many parallel streams as shown in the block diagram 2.14 increases the symbol dura-

tion in each stream. This delay spreads only as a small fraction of the symbol duration. The modu-
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lation followed by serial to parallel conversion generates frequency components, which are con-
verted to time samples using Inverse Fast Fourier Transform (IFFT). The OFDM symbol is gener-

ated after IFFT, which is:
N-1

1 —
x[n] = = X[i]e*™ /¥  0<n<N-1 (39)
v
i=0

2nni

Each x[n] represents a sum of modulated symbols with frequency modulated by e N factor.
After the addition of CP to the symbols, they are passed through the parallel to serial (p/s) con-
verter. A symbol preceding CP makes convolution between channels and OFDM symbols circular

in nature.

N

IFFT is executed to create OFDM signal, and CP is added to reduce ISI. The analytic work is
performance calculation of blend of different modulation methods like BPSK, QAM, and FFT,
cosine, OFDM, Error detection code parity check and different receiver structures. MATLAB sim-

ulations can be executed and different results can be compared.

2.7.1 OFDM Model for PLC
For simulation purposes, our PLC is created incorporating a transmitter, receiver and channel
blocks. The system was designed and comprises the following: a Coding block, interleaving, map-
ping, pilot insertion S/P concert we IFFT and PS converter with cyclic prefix to the channel the
same sequence is executed in reverse order on all blocks to output the data. Data is transferred in
parallel stream by passing it via an S/P converter. A protect interval is used to prevent ISI (inter
symbol interference). A cyclic prefix (CP) is created by a few of last samples of the OFDM sym-
bols. CP also creates provisions to further protect the interval between adjacent transferred OFDM
symbols in time area. [FFT block transfers data from frequency to time area. The basic PLC model

with OFDM system is shown in the Fig. 2-17.
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Figure 2-17 Model of PLC with OFDM System [86]
The IEEE P1901 standard for PLC systems proposes two filter bank multicarrier (FBMC) tech-
niques, namely F-OFDM and W-OFDM. These two modulation schemes are studied for NB-PLC
transmission in MV power lines to determine the maximum achievable data rates in NB-PLC signal

transmission. As in conventional OFDM, inputs to an F-OFDM system are signals of the form:

Si(®) = ) Silnlé(e —nT) (@)

where

Sk[n] is data symbols.

k 1s the subcarrier index.

T 1s the symbol rate.

The difference between OFDM and FBMC is in the choice of the impulse responses of the shaping
filters p,(t) and pg (t)used at the transmitter and the receiver. In OFDM, p,(¢t) is a rectangular
pulse of duration equal to T, whereas pg (t)is also a rectangular pulse but of smaller duration T,
< T, where Ty = 1/B and B is the subcarrier frequency spacing. In FBMC systems designed for
maximum spectral efficiency, the duration of both shaping pulses is chosen equal to T-,,. Moreo-
ver, the durations of p(t) and p,(t) are longer than the symbol duration 7" (usually an integer
multiple of 7), causing the overlapping of successive data symbols [87].

To reduce the transient phenomenon, the time taken of p,(t) is prolonged by a time period greater
than the duration of the channel impulse response. This is done by adding a Cyclic Prefix (CP) to
all OFDM symbol. At the receiver, pg (t) is aligned in time with the transmitted symbol after the

latter has reached its steady state. In F-OFDM, the rectangular shaping pulse is replaced by a pulse
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to smooth transition of data at the edges. A p(t)option often used in practical F-OFDM transmis-

sion is the raised cosine pulse:

pr(®) = [ [ @hee) (42)

where @ denotes convolution and;

1—[3{ 1, tl =T/2
T(0, othewise (43)

w0 Zn(BI1(22)

T, is the adjacent F-OFDM symbols caused by overlapping period and is referred to as the roll-off

period.

2.7.2 Modulation Techniques for Power Line Communication Channel

A candidate modulation scheme for PLC must be carefully selected since the properties of the
network are different from other communication channels due to noise and interference. The
scheme should exhibit excellent spectral efficiencies and at the same offer excellent noise cancel-

lation if possible.

Single-carrier modulation and spread spectrum modulation schemes seem to be excellent choices
since they have better immunity. Media Access can be attained by employing CDMA, which offers
multiple access without coordination or synchronisation. Such an example OFDM diagram is

shown in Figure 2.18.

Figure 2-18 OFDM [88]
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This approach can offer an excellent signal to noise separation and masking which results in PLC

network robustness against various kinds of interference.

Summarily OFDM system features are listed as follows;
e The error correcting and coding as well as mapping of bits onto symbols using QAM.
e OFDM uses IFFT to modulate orthogonal sub-carriers.
e OFDM Synchronization: The data prefix is used to detect the start of each frame.
e OFDM executes the demodulation of the received data by using FFT.
e The channel can be predicted by using a training sequence.

2.8 PLC Network Data Concentrators

Data concentrators are devices that manage SMs and other SG devices. Data concentrator offers
the connectivity between devices and utility. Figure 2.19 illustrates message exchange between

server and data concentrators.

Data
Sener e Smart Meter

Send command to a specific meter

Actions by commands
Command results
c d Resuts >

Figure 2-19 Message Exchange between Server and Data Concentrators [92]

The following are its primary functions:
e Discovery of SG devices.
e Safeguarding s reliable channel communications.
e Securing devices to communicate on the encrypted Channel or medium.
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e (Coordination of the communication of devices bidirectional.

e Monitoring the conditions and the operations of the devices (maintenance and op-

eration functionality).
e Timeous readings, profile loading, billing information and remote management.

e Real-time topology displaying as well as performance management and benchmark-

ing.
A data concentrator is thus a key device in the AMI data management. The concentrator communi-
cates the information to the utility’s servers. The data obtained can be used by the utility to provide
information for billing services and improve customer services such as real-time energy analysis
and usage information. The other benefits of data concentrator are fault detection, initial diagnosis

and further improving the operational cost [93]. As such two types of networks connect data con-

centrators:
e Neighbourhood Area Network.
e Wide Area Network.
Typical message exchanges between data concentrator and SMs 1s shown in Figure 2.20
Data

Sener e e Smart Meter

Publish periodic meter reading

> Register meter for electricity

Request meter for electricity

Get periodic electricity meter reading

>Broadcast meter reading
’ > Reset eror report
Get periodic meter reading

Meter reading error

Figure 2-20 Message Exchange between Data Concentrator and Smart Meters [94]
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Note that data concentrators are commonly located in transformer centers, and collect this data

from several different homes in order to transfer this data to the utility.
2.9 Summary Conclusions

In this chapter, SG architecture and general communications infrastructure were introduced. We
also discussed the PLC communications platform. The PLC was modelled as a 2 port network and
transfer function evaluated using MATLAB. PLC associated standards were also explored and a

comparison carried out Key findings of this chapter are as follows:

e A typical SG incorporates several layers that include; a power system layer that encom-
passes distributed power generation, transmission, distribution as well as consumer sys-

tems;

e It has a power control layer, that monitors and controls the entire SG; a communication

layer, which facilitates semi duplex data exchange within the SG environment;

e A security layer is provisioned so as to ensure data integrity, confidentiality, authentication

as well as availability;

e An application layer, facilitates various innovative SG applications to power users and util-
ities, a key example being advanced metering infrastructure (AMI) which is a key applica-

tion in the realizing of a SG.
e The communication layer is one of the most critical elements that enables SG applications.
e AMI associated data can be transmitted on the PLC platform.
e A simulation of this channel show that performance is related to SNR.

e In order to achieve improved performance, a combination of spectral efficient coding tech-

niques as well as modulation schemes can be carefully chosen for the goal.
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3 Theft Detection and Avoidances

3.1 Background

Many SM theft detection approaches such as abnormalities behaviour, consumption pattern etc.
have been provided and implemented to protect privacy of both the utility collector and the power
consumer [95]. These techniques can be applied to different schemes to improve the data’s privacy.
In doing so, sensitive data can be compromised. This section reviews theft detection techniques to
improve physical security on the SMs. The proposed solution is to protect sensor nodes from being

compromised, thus enabling them to detect and report any suspicious activities [95].

Sensor node protection should be implemented as early as possible. An example would be to im-
plement a couple-based scheme. In this case each sensor node builds couples with a neighbourhood
sensor, and then the two mutually monitor each other. As a result, any attempt to compromise the
node can be detected. The approach can be extended to the SM network in order to improve and

enhance security at that level [96].

SGs can update customers about their consumption behaviour as well as monitor the electrical grid
remotely. However, SGs are exposed to a vast number of security threats and challenges partly this
attributed to inter-operability issues. We reiterate that securing AMI at all times is important due
to the data it carries. In this regard, secure protocols are used to enhance security [95] [96]. In the

next section we describe as well as explore physical attacks.

3.2 Physical Attack

This attack aims at compromising the SM by using a programming board and a serial cable. How-
ever, the proposed detection scheme resists this attack by building a couple that are monitoring
each other. The attack is easy to launch since the SM is located outside the consumer premises.
Physical attack can also be enhanced at the physical layer by locking up the communication equip-

ment.

3.3 System Attack Objectives

Attackers always aim to disrupt the smooth operation of a SG network. They often succeed in doing
so by first monitoring a consumer’s activities and then ultimately, steal information or even inten-
tionally disrupt services. A challenger or attacker can capture data via an IP address or by directly
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tapping from the line. Often when SM is attacked or its data is compromised, the customer’s actions
and behaviour are distorted. While the attacker is monitoring the customer’s behaviour in the pro-
cess the data is compromised [98]. A typical attacker’s tree is illustrated in Figure 3.1in which all

motives are also summarised.

Attacker

Interrupt
Measurements

| . AN

Tamper Data Storage Modify Network

Disconnect Meter Tamper Interrupt n i
Meter Invasion Ercseleis Storage Communications inject traffc
Impersonation
Extract Meter Tamper Eavesdropping or
Data Meter Spoofing

Figure 3.1 Attackers’ Tree [99]

The designers of SM did not dwell much on resolving the SM security implementations as SM
major function is to read the usage, save the data, and then transfer it via two-way transmission
network to the utility collector. The SM manufacturers assumed that the encryption and decryption
of data will be resolved by the protocol designers. SMs are typically a low-end devices and they
have less computing power build in their microprocessor [100]. In order to implement encryption
hardware upgrade is required and that may have costly implications and costly results. If encryption
such as Secret Key or Public Key Infrastructure (PKI) is installed, in SMs it will enhance confi-
dentiality of the data. Physical security on the meter is also significant since it makes it challenging
for the enemy to physically tamper and gain access to the meter. The cost to implement security on

SMs create a big challenge in securing them [101]. AMI challenges are summarised by Figure 3.2.

47



Hackers monitor
i Intruders load bad
ICs replaced with s sirﬂsw:e communications
fakes / Channel
Software stolen to Eavesdropping and
clone meters AMICi;r:::]gh:eter meter spoofing

Hackers physical

Meters replaced attack meters to Inside job recalibrate
with fakes change code, and meters

retrieve keys

/ T

Figure 3.2 AMI Challenges [102]
Intrusion Detection System (IDS) will prevent the challenges and weaknesses of the protocol from
being compromised and resulting in costly consequences. Whenever security is put in place pre-
vention measures must also be developed to enable a complete monitoring of the system as one of
the security solutions. If security measures are not implemented, there can be an enormous disas-

trous impact on the overall AMI system [102].

AMI comprises of bidirectional transmission of data and power measurement facilities that assist
in power pricing and Demand Side Management (DSM). The system self-healing functionality can
be performed using AMI. To prevent intrusion on the AMI system, IDS is employed to monitor
and to detect any undesirable entity trying to gain access into the system illegally. We regard IDS

as a second line of security solution since the primary solution is AES algorithm, which performs

cryptography [102].

SMs can be stolen on the network or can be tampered with and spoofed in order to steal data. To
overcome this security threat it is required to come up with a solution to avoid or minimize this SM
data stealing by implementing a SM theft detection mechanism. Protecting AMI network is vital.
It is proposed that AMI monitoring architecture shall use a distributed scheme, where sensors are
located on the meter network and where most of the data is processed [103]. A centralized compo-
nent will coordinate the sensors’ tasks and collect upper level alerts. The IDS block diagram in

shown in Figure 3.3.
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Figure 3.3 Intrusion Detection Systems [103]

The detecting processes of intruder’s activities are based on the following [103]:
e Signature Detection

Signature detection scheme looks for patterns of intruder’s behaviour by making use of a

database of predefined attack signatures.
e Anomaly Detection

Anomaly detection is based on identifying deviations behaviour profile using statistical

measures.
e Specification Detection

Specification detection is used to identify deviations of correct behaviour from using logical

specifications.

The block diagram of Wide Area Network (WAN) Intrusion Detection System (IDS) is shown in

Figure 3.4.
WAN IDS models Accuracy Central
for specific attacks evaluation and
IDS N . controller
and classification result recording

Figure 3.4 WAN Intrusion Detection System [104]
The intrusion detection methods are different for few vital reasons. The first reason is that, signa-
ture based IDS are using the blacklist method. The second being that anomaly and specification-
based IDS uses a whitelist method. The blacklist method involves the knowledge base of malicious

activity. The whitelist method involves training of the system, and identification of the system’s
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normal behaviour. The two methods have complementary restrictions and advantages. The black-
list based IDS cannot identify unknown attacks and will need daily updates. The limitation of
whitelist methods is that it provides no information about the causes of attacks. The signature and
anomaly based IDS schemes belongs to the family that monitors activity at low level. Specification-
based IDS scheme involves a high-level and understanding of the intruder’s activity that are mon-
itored [105] [106].

When SMs were introduced intruders had attempted to spoof or alter SMs in order to steal the
utility data. Some methods used to steal data are unsophisticated; and others are sophisticated.
Remote reading of SMs has abolished the monthly bodily visit by utility operators to read the meter
and inspect them. The use of SMs introduces the threat of cyber-attacks. Energy hackers are crea-
tive and tireless as long as there is something that is worth stealing. Utilities and electricity sellers
must continue to provide robust defensive and detective methods to discourage these attempts or

to recognize and deny access into the system [107].

3.4 Monitoring Requirements and Current Approaches

The application of an AMI introduces significant increase to cyber security attacks. The complex
AMI devices connected on the network as well as access points enable ways to enter to the system
and it can be destructive to the system at some point. The motive of attackers may be any of the

following [108]:
e Energy fraud.
e Service disruption.
e Stealing of sensitive information.
e Abuse of communication infrastructure.

Malicious attacks activities that could be achieved can result in a substantial monetary impact on
the utilities. Due to this reason, it is important that the utilities utilise detection scheme in identify-
ing malicious actions to mitigate security threat before their execution. Implementing of IDS sys-

tem has challenges, which include [108]:

e the manner in which the information should be collected
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e Installation of the sensors.

e the choice of IDS technologies best suited for triggering alarms
e Mechanisms of notifying relevant operators.

e Relaying and exchange of intrusion detection related data.

e Data aggregation and correlation method to be used in order to precisely distinguish

malicious events versus legitimate ones

As a precaution, it would be necessary to safeguard against false alarms. Intermittent or accidental
malfunctioning of intrusion detection systems can trigger such alarms. Human and operational er-

rors can also trigger the same. Theft Detection and Revenue Protection

Without any theft detection mechanisms in place the utility personnel rely on tips from fellow
employees and the community members to inform them about any power theft It is necessary to
note that SM inbuilt theft detection methods have limitations with regards to energy theft. Detection
of energy theft remotely, as well as by other measurement techniques are not easy to implement.
Generally robust detection mechanisms are desirable as they offer more assured protection. There
are several ways of implanting such mechanisms. A few of these methods are outlined in [109] as

follows:

e Designing a centralised Meter Data Management (MDM) that executes and analyses time
sequence data received and comparing them to historic trends and associate with other sim-

ilar dwellings or businesses.

¢ Redundant deployment of SMs i.e. adding redundant meters at different parts of their in-

frastructure.

e Designing enhanced tamper-resistant resolutions and embedded sensors in the meter that

report reprogramming or tampering attempts.

However, more emphasis has been focused on the centralized MDM approach, for the following

reasons [110]:

e Its popularity as most AMI deployments have followed this approach.
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e No additional support technologies required for its deployment.

e In away, it does not involve or trigger an overhaul of existing equipment.

3.5 Summary Conclusions

In chapter 3, our focus was on identifying a set of characteristics of a scalable and monitoring
architecture for AMI IDS technologies. They were chosen as they have promising functionalities

as well as advantages.

Energy theft detection is difficult to eradicate in SGs. The introduction of AMI has further brought
about an increase in energy theft. New technologies are being tested to try and alleviate this prob-

lem.
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4 A Framework for Enhancing PLC Semantic Security

4.1 Semantic Security Overview

In this chapter, we discuss semantic security with regards to PLC platforms in an SG environment.
We also investigate security enhancements in order to improve security design objectives. By na-
ture, power line infrastructures are prone to security threats. PLC was never provided with any
inbuilt security features, upon which SMs can rely for a secured AMI service. Thus the need to
secure and enhance the load management system over such a network. In such designs, authenti-
cation must be taken as a primitive, and at the same time prerogative consideration. As such all

data transmitted on the network has to be encrypted so as to protect it from any malicious intents.

We hereby advocate for AES as the ultimate solution towards AMI that PLC as the communica-
tions platform, and associated accessories such as SMs and data. An associate algorithm will then
be customised accordingly to suit our design objectives as set out in the introductory chapters. In
that way the response processing time will improve, thus assuming on 128 bits key length [111].
As noted before disruptive activities can easily affect the whole SG system. In any case associated

communications threats can be broadly categorized as follows:

e Denial of Service (DoS) - The network is blocked; data transmission is slowed significantly

to the extent of halting

e Integrity Threat- Data can be modified as it traverses the system, due to lack of encryption

and authentication.

e Disclosure Threats- Protection of PLC system against disclosure of customer data can

easily be violated or compromised.

4.2 Potential Attacks

It may be necessary to consider a few intruder scenarios to determine vulnerability of any system

and ultimately as a consequence try to work out counter measures [112].

e An attacker can block the data’s transmission line by continuously sending unwanted data.

This puts the system under severe strain and may result in it halting.
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e An intruder can alter synchronisation time thus causing the SMs on the network to be out
of synchrony with control centre servers. This results in wrong time stamping of the gath-

ered data and its rejection as a result.
e An intruder can switch off the appliances.

e Anattacker can send ping messages on the network and by so doing slowing down network

response (DoS).

The diagram below summarizes an attack scenario

Mechanism —— l‘glsﬁy
ata
Intruder — Impersonation
Threat —_— Changing of house

hold data/ information

Utility and consumer power

Goal e L.
crisis

Figure 4-1 Attack Scenario [113]

4.2.1 Dictionary Attack
In cryptanalysis, dictionary attack is a method of crushing a cipher or authentication mechanism
by attempting to determine its decryption key. Such techniques are employed by trial and error of
multiples of key possibilities, typically words in a dictionary in the hope of matching it with the
decryption key. In that way an adversary may eventually successfully decrypt the data. Once the
combination matches, this implies that the attacker has succeeded. Such attempts are known to

succeed quite often [114].
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Once the SM encrypts the usage data it then sends it to the utility collector. However, the proposed
secure usage reporting protocol resists the attack by adding a random number. In reality, it may
happen that an adversary knows the possible range of data which is reporting every time, since the
SM reports to the utility collector in a very short period of time, and typical consumers in residences
use small amount of energy in a very short period, which is usually a few kilowatts. Dictionary
attack is possible, if we do not add a random number in the encryption data. If we create the attack
without considering a random number, an adversary can compare the pattern of encrypted data
with a known array of usage consumption and in that way the information can be compromised

[115].

4.2.2 Message Replay Attack
A replay attack is another attack method whereby a valid data is maliciously transmitted or fraud-
ulently repeated or delayed. This technique is carried out either by the sender or by adversaries
who intercept data and retransmit it, possibly as part of masquerade attack by making use of IP
packets substitution. This attack attempts to bypass the authentication method by resending the
authenticated messages. An adversary, who eavesdrops on the network, captures the authenticated
messages, €.g. a challenge and response between two parties [116]. Then the message of an author-
ized party is resent to the other end, e.g. the response of the authorized party that will pass the
challenge. In fact, an adversary does not need to know the encryption key or the content of the

message but needs only to resend the message for authentication.

4.2.3 Traffic Analysis
Traffic analysis is a method of intercepting and examining messages in order to determine the
information patterns in a communications channel. It can be executed even if the messages are
encrypted and cannot be decrypted. This type of attack aims to assemble all communication activ-
ities of a specific node in order to produce the patterns of activities. An attacker is incapable of
knowing the message contents by decrypting it instead, the attacker will observe the time that the
SM sends data to the utility. The proposed encryption scheme can resist this attack; in fact all SMs
must report to the encrypted token, even if there is no energy consumption. Without reporting to
the utility each time, the traffic analysis attacks can violate the consumer’s privacy by using data

patterns in the communications channel [116].
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The attacker can recognize what time the householders are at home or out of home by observing
the messages which are sent from the SM even if the data is encrypted. However, the proposed
scheme can resist this attack by securing usage reporting protocol. Every single SM will report to
the encrypted token even if there is no energy consumption at that particular moment, once the
token is received [117]. For instance, the token will be sent from the utility collector to every SM,
and they will in turn report the usage consumption e.g. 100 kWh or the value of 0. As a result, an

attacker is not able to distinguish the pattern activities of a specific SM [117].

4.2.4 Impersonation Attack
Impersonation attack aims to impersonate the authorized party in the network in order to deceive
the victim. An adversary places a fake SM on the network, which will then communicate with the
victim’s SM to potentially affect privacy by analysing the packets. However, this scheme can be
directed either to the building couple or to the reporting protocol [118]. Firstly, an adversary cannot
build a couple in the network even if he or she has inserted a fake SM. However, without the
scheme considerations an adversary can impersonate the SM with a fake one together with another
couple will be unaware about the attack. Secondly, the proposal for secure usage reporting protocol
prevents an impersonation of the utility collector. It may occur that an adversary inserts a fake
utility collector into the network, however, the SMs report only to the approved token that are
encrypted by the utility collector’s private key [119]. Even if the adversary sends a fake token to
collect the usage from SMs still cannot forge a utility collector’s private key. In order for an attack
to occur, the adversary needs to compute the private key of the utility collector that will then en-

crypt the token.

4.2.5 Eavesdropping Attack
Eavesdropping attack is known as a passive attack where by an adversary can simply capture the
communication packages on the network between the SMs and utility collectors. Subsequently, an
adversary attempts to analyse the packages in order to obtain the data content of the packets. This
attack is highly possible to occur since all SMs in the network communicate using PLC network

[120].

Any adversary who can tap on the PLC network can capture the packets quite simple. Therefore

once the content of packages is contained, then the consumer’s privacy is violated. In fact the pro-

posed scheme can resist this violation by encrypting all PLC network data with a strong encryption
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scheme. The communication between the SMs and the utility collectors are encrypted by the utility
collector key such that an adversary cannot know the content without the knowledge of the utility
collector’s private key [120]. An adversary can capture communication packets between the utility
collector and a SM, but he or she cannot decrypt them. In fact, computing the private key relies on
the complexity of the encryption algorithm in this case AES is used, which is considered to be
difficult to decrypt. As a result, the adversary needs to have knowledge or be able to compute the

private key of the utility collector with the purpose of analysing the packets [120].

4.3 DNP Secure Authentication and X509

The Distributed Network Protocol (DNP) is widely used to provide security to load management
services through TCP/IP. It can be used to secure data on the Intelligent Electronic Devices (IEDs)

as well as on Supervisory Control and Data Acquisition (SCADA) system [121].

It is also widely used globally for electricity data management associated communications. DNP
authentication makes use of challenge response and Hashed Message Authentication Code
(HMAC). The HMAC is an authentication scheme whereby the sender performs the hash calcula-

tion, then send the message [122]. Figure 4.2 illustrated DNP protocol functions.
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Figure 4-2 DNP Authentications [123]
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4.3.1 DNP Cryptography
DNP authentication makes use of two secured techniques, namely symmetric cryptography and
hashed data authentication. The use of DNP assumes that the utility and the SM will share one
secret key. The secret key is utilised to create a session key. Because the secret key or the update
key is only utilised to create session keys, this update key could be used for the lifetime of the

device if the security policy of the company allows it [123]. Figure 4.3 illustrates the handshake

—
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-

and the key then sends Bob

l Hash Equal?
/
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Alice the message comes from Alice

process.

Figure 4-3 Secure Authentication Handshakes [124]
Prior to challenge response schemes, execution of a handshake process between both parties com-
municating is employed to set up the encryption keys that will be utilised when performing the

hashing function. The following are secure authentication handshake sequential procedures [125]:
e The master sends the session key status and the request is sent to the outstation.

e The session key status message is received and the reply is sent back with a specific

encryption HMAC, and it sends a random figure as a challenge data.
e The master station generates two keys.

e The decryption of the message is performed by the outstation and retrieves the ses-

sion keys.

To safeguard and conform to robust security, the master updates the session keys every time de-
pending on the system settings. The execution of secure authentication challenge response is de-

picted in Figure 4.4.
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Figure 4-4 Secure Authentication Challenge Responses [125].
The challenge response security mechanism scheme is a two-way communications. The SM can

challenge a control operation from the utility centre, or the utility can challenge the data sent from

the meter [125].
e To start the challenge, authentication challenge the message is sent.
e Toreply the challenger calculates the HMAC and sends the value to the challenger.

e The challenger then authenticates that the received HMAC obtained value matches

to its calculation.
e [fthe calculation matches the data and the data source are authentic.

DNP secure authentication makes use of cryptography to enhance security on its protocol. Man-
agement of update keys is a challenge in symmetric cryptography. If one key is utilised in all SMs,
there is a possibility of an attacker gaining access to all SMs. For that reason, each should have its
own key. To overcome the problem of using a single key, the automated key distribution mecha-

nism is opted for.

4.3.2 X.509
Using public key cryptography is a feasible option for PLC based AMI for the purpose of securing
load management. Public key solves the problem of key distribution. We hereby explore this pro-
tocol as a possible option for securing PLC SG. The protocol performs well, it provides Certificate
Authority (CA) by issuing digital certificates and certifies public keys of users by validating appli-

cant’s 1dentity prior to digital certificate 1ssue. The certificates can be distributed on an unsecure
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channel since they are not confidential and they also expire. Some certificates get revoked and
cannot be used and are placed on Certificate Revocation List (CRL). There are two Public Key
Infrastructure (PKI) schemes X.509 and Pretty Good Privacy (PGP) but we will focus on X.509
because it 1s widely used [126]. The key X.509 1ssue certificate 1s shown in Figure 4.5.

Certificate
Issuer
Subject Validity Period
Signature
Public Key Mgﬁhhm .

Subject

Public Key

Signature

Figure 4-5 Key Certificates [127]
Digital signing of each packet of data that ensures good authentication but on the other hand, this
process creates high data overhead, which is a short coming of the X.509 protocol. The time re-
quired to verify and sign the CA will increase the bandwidth requirements. The verification of data
by signature is very costly due to computational process. The AMI network using this protocol
will try to verify the fake packet signatures that are sent by the intruder and this slows down the
network. For this reason, the X protocol is not ideal for adoption. The security that is provided by
X.509 is also not robust since several cryptanalysis researchers have successfully hacked it and
demonstrated that two certificates that contain same signatures can be reconstructed using collision

attack on MDS hash function [127].

4.4 Semantic Security

There are two types of security on any electronic device or communication channels namely: phys-
ical and semantic security. This section will discuss semantic. Physical security is discussed in

details in chapter 3.

In cryptography, a cryptosystem is semantically secure if the cipher test of a message or data cannot
be decrypted to determine the content of the message. The SM functions and the security depends
on the firmware that is installed and running on its hardware. At this stage there is no firmware that

1s deemed to be stable and vulnerability free thus there is a reason for a periodical firmware updates.
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There are several ways of updating the firmware patch of the SMs whenever weakness is discov-

ered [128].

One of the techniques can be to dispense the patches update from the control centre to all SMs.
Another technique can be by means of peer SM communication to perform firmware patch updates.
The trick of this technique is testing that all SMs have been updated correctly and without errors
[128]. This method is problematic subsequently because a device that has been interfered with can
be utilised to spread erroneous version of the firmware patch update. It is proposed that each SM
shall have proper CPU power and memory to allow firmware diversity. SM device shall have two
firmware versions on it; one version should be the updated version. Prior to the new firmware
update is applied to the SM; the firmware update is then tested for its consistency with the firmware
that was loaded previously for conformance [129]. This technique is the solution to the spreading

of malicious patch and undesired updates.

4.4.1 Cryptology, Cryptography and Cryptanalysis
Cryptology is a study of cryptosystems, and it is subdivided into two disciplines. Cryptography is
the design of cryptosystems. Cryptanalysis is the study of breaking of cryptosystems with an aim
to find the vulnerability or weakness in them that will permit the retrieval of plain text without
knowing the key or algorithm.These two aspects are closely related; when setting up a cryptosys-

tem [130].

Cryptography is a technique of keeping and transferring data in a form that only those who have
the key or for whom are intended to can decrypt and read the message. The encryption process and
the possible eavesdropping of asymmetric algorithm are illustrated the Figure 4.6. This type of

algorithm is considered slower than a symmetric key algorithm.

Alice Key Key (Public) Bob
v v
Send plain text P Encryption > g:f:];:r@;m » Decryption _ | Plain text
v

Eavesdropping

Figure 4-6 Public Key (Asymmetric) Cryptosystem Diagram [131]
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Alice sends an encrypted message to Bob, Alice and Bob will follow the steps listed below:

1- Key generations: Bob generates two keys one to encrypt (public) and the other to decrypt (pri-

vate).

a. Generate two random prime numbers p and q that are the matching size.

b. Computen = q X p.

c. The public key is » and the private key is (p, q).

2- Encryption: Alice receives the public key from Bob that is, n and then encrypts the message

M for Bob.

a. Express the message plaintext as a number.

b. Compute the cipher-text.

c. Send Cipher-text (' to Bob.
3- Decryption: Bob receives the (" from Alice.

a. Recover the four message plaintexts.

b. Distinguish the plain text from four messages.

c. Recover the original messages.

The symmetric encryption block diagram where only one key is used for encryption and decryp-

tion ID shown in Figure 4.7.

This type of algorithm is considered to be relatively fast and efficient in comparison with a newly

developed version algorithm that makes use of asymmetric algorithm.
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Figure 4-7 Symmetric Encryptions [131].
The attack motives summary is shown in Table 4.1
Table 4-1 Attack Motive Summary [132]
Treats Vulnerability Impact
1. Tamper Management application Disruption service
2. Masquerade Lack of Authentication Impersonation
3. Authentication bypass Poor proper metering protocol Manipulation of parameters
4. Meter storage tampering Non-firmware integrity protection Attacker can shut down the meter

4.5 Comparison of Encryption Algorithms for Data Communications

The National Institute of Standards and Technology (NIST) was looking for a best encryption
standard to be used worldwide and evaluated few candidates for new Advanced Encryption Stand-
ard (AES). The evaluations were done based on security, hardware efficiency, software, and flex-
ibility. The hardware efficiency is particularly a significant aspect used to distinguish among com-
peting algorithms. Other evaluated candidates did not fulfil the conditions indicated above to the
same degree. Few algorithms were compared and analysed for security [133]. The algorithms are
as follows: DES, AES, MARS, R6C, Tow fish Serpent and RSA. The evaluation will carried out
considering performance measures such as computational time, memory utilization and size of
data. The encryption plays a major role in enhancing data security against eavesdropping attacks.
The encryption and decryption algorithm can be characterised into two types, which are symmetric
key and asymmetric key algorithms [134]. We will compare both the symmetric and asymmetric

algorithms for usage in an AMI system.
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4.5.1 Data Encryption Standard (DES)
The DES falls on the block cipher group and it has a size of 64-bits block and 56-bits key. It uses
16-rounds of substitution and permutation. In one of the rounds the data and key bits are shifted,
permutated, XORed, and sent to eight boxes [134]. Eventually the lookup tables are called the DES
algorithm. The decryption uses the same process that is executed on encryption but it is executed
in reverse. The DES makes use of 56-bits key for encryption. This key size is small and it can be
broken using brute-force approaches. The DES key is quite small and it has been deliberated that
the algorithm is outdated. In 1998, the Electronic Frontier Foundation (EFF) built a DES computer
that can decode DES data for time duration of less than one week [135]. This type of encryption

cannot be used due to the reason given above.

4.5.2 Triple DES (3DES)
Triple DES was created to address the DES security problems instead of designing the entire cryp-
tosystem. It was designed to purely extend the DES key size by executing the algorithm three times
in series with three different keys. The key size in that way was expanded to 168 bits. This key size
is beyond the scope of brute-force techniques. It is not fully trusted since the original algorithm
was not intended to be utilised in this manner. The 3DES is still used by some of the internet
protocols. We will not consider using the modified version of DES due to encryption slow speed.

It is derived from DES that causes many problems in encryption process [136].

4.5.3 Advanced Encryption Standard (AES) or Rijndael
AES is a type of encryption algorithm that uses 10, 12, or 14 rounds on encryption and decryption
process. The key size is flexible it can be 128,192 or 256 bits. To give better security AES make
use of some types of alteration. The substitution, the mixing and adding of a key in each round of
AES expect the last transformations. NIST has led competitors to come with a new replacement
for DES. The victor was pronounced in 2001 and it was named the Rijndael [136]. Eventually

Rijndael was named Advanced Encryption Standard.

The military says it can be difficult technically and economically to attack keys of the size that is
approximately about 90 bits. The only known attacker can attack keys up to 70 bits. The AES 128-
bits would be very difficult to break. This means you need at least 1000 times faster system that is
the fastest more than a personal computer. At this stage, there is no confirmation that AES has any
vulnerability. Some cryptanalysis have tried AES and making attacks other than exhaustive search,
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such as brute force AES-128 offers an adequately huge amount of possible keys; in so doing ex-
haustive search is not practical. There has been technological breakthrough that tried to hack AES

but there were no success rather than exhaustive search [136].

Rijndael is identified by block size and key sizes that consist of at least 128 bits and a highest
number of up to 256 bits. If one byte equals eight bits, with the block size of 128 bits, therefore
128 divided by 8 will be equal to16 bytes. It functions on a 4x4 matrix of bytes. Most of its algo-
rithms are executed in a finite field. Its cipher data is defined as a number of replications of altera-

tions of rounds that transform the input plain text into the final output of cipher text [137].

4.5.4 Goals of AES
An AES represents a strong and robust symmetric block cipher for commercial use in the next

century. The following are reasons why it is considered a contender [138].
e [tis very efficient more than the Triple DES.
e It is more secured than Triple DES.
e Its key sizes are: 128, 192, and 256 bits and it is difficult to break it.
e [t is publicly defined and evaluated.

NIST developed the algorithm’s specifications and assessment criteria that would be utilised to
compare the applicant’s algorithms. The assessment criteria were divided into three categories as

follows [139]:

Security: The security is the most significant feature in the assessment and includes features such
as robustness of the algorithm to cryptanalysis, accuracy of its maths, randomness of the algorithm

output, security if equated to other contenders and the costs.

Costs: The costs includes licensing necessities, time, speed efficiency overboard, and memory ne-
cessities. The speed of the algorithm on a variety of platforms that need to be considered are as

follows 128, 192 and 256 bits data.

Algorithm Implementation: The algorithm must be flexible, secure and efficient. Rijndael's key
span is well-defined to be either 128, 192, or 256 bits. A data block to be administered using

Rijndael is separated into an arrays of bytes, and each of the cipher processes is byte-oriented.
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Rijndael’s rounds consists of four layers. In the first layer, an 8 x 8 S-box is executed in each byte.
The second and third layers are utilized for linear layer mix, where by the rows of the array are
moved, and the columns are mixed. In the fourth layer, subkey bytes are XORed into each byte of

the array. Eventually in the last round, the mixing column is omitted [140].

4.5.5 Attribute Based Encryption (ABE)
ABE is a recent public key cryptography where by the cipher text depends on a user attribute. Two

scientist named Sahai and Waters introduced ABE in 2005. The user can decrypt the cipher text, if
he or she is in possession of secret keys that are related to a set of attributes that fulfills the associ-
ated policy. The algorithm offers a numerous advantages by reducing organizational boundaries
and increasing functioning flexibility. It is mostly used to encrypt logs, there two types of ABE
encryption such as key police based ABE (KP-ABE) and ciphertext - police ABE (CP-ABE). The
protocol consist of three algorithm, key generation, encryption and decryption [141].

Key generation generates keys to public and global parameters when given the security rules or
parameters. If the receiver to whom a message is intended is 7. The protocol consists of three al-
gorithms:

Let N = gq,q, where g, and g,are primes. When g € Zy= such as g has order of multiple of NV. if
A(N) = lem(q, — 1,q, — 1) where lcm is a common multiple. The public key is i PK [i] = (N, g)
and the secret key is SK[i] = A(N)

In Encryption if M € Z,; is the message and a random number 1s selected » € Z,; the cipher can be
represented by:

c=EM)=g"r"mod N (45)

The decryption of M can be calculated from:

L(c"':'v-"'moa’. N2
—mod N (46)

M= Dlc) = L(c**")'mod N?

Where L takes a set of input from {u < N*|u = 1mod N} and computes L(u = (u — 1)/N .The
homomorphism is shown in this way. If ¢, = EM, and ¢, = EM, are two ciphertexts, for M,, M,

€ Z,, Then, D(c,.c;mod N* = M;M,mod N it is seen that »"is used to make the homomorphic
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computation in deterministic; the same message can be encrypted into different ciphertexts to pre-
vent dictionary attacks.
Its shortcomings are as follows:

e Key generation.

o Key-revocation.

e All ABE schemes depends on central key distribution and thus if the centralised key distri-

bution fails, then the entire systems also fails.

e The access structure is specific and requires user to have at least a single attribute.
Unlike in outdated circumstances where one party encrypts a message for another targeted party,
distributed systems require more flexibility. It is a general expressive way of defining asymmetric-
key encryption technology for policy implementation based on attributes. Its algorithms are usually
computationally intensive and involves pairing operations and exponential equations computation
is complex and increases linearly with the size of attributes [142]. Using its implementation in
mobile devices can be very challenging because mobile applications schemes have limited compu-
tation power. Mobile devices will need a semi-trusted server to reduce the computational load re-
quired for cipher text decryption [143]. Using this technology in PLC SG will not be feasible due
to a number of SMs that contain data with variety of customers attribute. The bulk customers will
have huge attributes and additional equipment for computation and decryption will be required.
It was decided that ABE cannot be used for PLC data encryption because of the following reasons:

e ABE is more expensive due to added functionality to the standard public key cryptography.

e The encryption time will only depend on the size of attributes.

e The key generation time will depend on the size of Boolean formulae.

e Servers that generate user private keys may become a bottle neck.

e ABE is a public key cryptography and public key cryptography cryptology are relatively

slow to encrypt or decrypt.
e ABE security is only achieved at 4096 bits while AES is achieved at 128 bits.

45.6 RSA
RSA uses a public key cryptography algorithm. It is regularly used on asymmetric algorithm that
was termed after three mathematicians who originated it. It was created by Rivest, Shamir, and

Adleman. It is currently is used by many software products that are out in the market [144]. It can
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be used for key exchange, digital signatures, and encryption. The algorithm utilises an adjustable
size encryption block and key size. The keys are derived from a huge number, which is the product
of two prime numbers selected according to distinct guidelines. It is mostly used in securing the
communication channels and to verify the 1dentity of users over the communication network. The
authentication server executes public key authentication with the customer by signing a unique
note from the customer with the private key, we call this digital signature. Encryption and decryp-
tion algorithms of consume a substantial quantity of computing time, memory, and battery. It is
generally slow due to this computing time algorithm. This algorithm cannot be employed to encrypt

PLC SG [145].

4.5.7 MARS
MARS uses complex structure like eight forward mixing rounds without the key, eight forward
round transformation with the key, eight backward transformation rounds with the key, and eight
backward rounds mixing without the key. In each of the eight rounds of MARS algorithm there is
what is called type-3 Feistel network. It has a block length of 128 bits and one word has 32 bits
length. We have few disadvantages on MARS when it is implemented. The few disadvantages are

listed below as follows [145]:
e Itrequires 2KB table for S-boxes.
e It is deemed weak when checking the extended key on the key schedule.

e Its rotations with variable shift amount is not good.

458 RCé6
The RC6 has numerous parameters and is written as RC6-w/r/b. The w stand for word length, r
represent the number of rounds, and b stands for length of key with bytes. We write the code with

the recommended parameters for AES such as RC6-32/20/32 [145].

4.5.9 Serpent
The serpent algorithm was originated by Ross Anderson, Eli Bitham and Lars Knudsen to be entered
on the applicant for the Advanced Encryption Standard. The serpent seems faster than DES and it
1s more secure as compared to the Triple DES. The serpent algorithm uses twice as many rounds

as are required to block all presently identified shortcut attacks. That means that Serpent is secured
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against unidentified attacks that may be capable of defeating the regular 16 rounds used in other
types of encryption algorithms [145]. The round function comprises of three layers: the key XOR
operation, 32 parallel applications of one of the eight specified 4x4 S-boxes, and a linear alteration.

In the last round, a second layer of key XOR replaces the linear alteration [146].

4.5.10 Twofish

Twofish consist of two models such as Feistel model and non Feistel. Its block cipher is intended
to be extremely safe and extremely flexible. It is well suited for huge microprocessors. The eight-
bit smart card microprocessors, and devoted hardware are good example [146]. No attacks can
break the full sixteen round version of the algorithm. An Attack have been identified to have at-
tacked a weaker five round Twofish, but the algorithm is very secure when the full sixteen rounds
are executed. Twofish is a 128-bits block cipher, meaning that data is encrypted and decrypted in
128-bits chunks. Its key length or size can differ, but the AES is defined to be either 128, 192, or
256 bits. The round function acts on 32-bits words with four key dependent 8x8 S-boxes [147].

4.6 AES Encryption Selected for PLC Security

4.6.1 AES Back Ground
In 1997 NIST called a meeting to select new encryption standard [148]. The old DES was no longer
deemed adequate for current and future data protection and security. The DES standard has been
in operation since 1976. Due to the technology advance, DES was attacked in 1998 therefore, the
DES algorithm was considered unsafe. The Electronic Frontier Foundation (EFF) designed the
DES cracker and they obtained the RSA and DES challenge. Triple DES was created but it was too
slow to process the encryption algorithm. NIST was opting for an easy to implement security al-
gorithm that will provide robust security, efficient and flexible. Eventually NIST called competi-
tion for the best algorithm that took three years and five finalist were selected. NIST selected an
algorithm that was originated by two Belgian computer scientists, Vincent Rijmen and Joan Dae-

men [149].

In 2001, the Federal Information Processing Standards Publication (FIPSP) publicised a standard
algorithm of the Rijndael as a new innovative standard for encryption. The standard was named
Advanced Encryption Standard (AES). AES is currently the best algorithm and we selected it for
PLC data security due to its encryption latency, hardware, software, and history that it has not been

cracked before rather than exhaustive search [150].
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4.6.2 AES for PLC
The data security can be implemented using AES to encrypt and decrypt data. The data has to be
authenticated. Lost packets of data that are retransmitted and repeated data should be authenticated
[150]. The SMs are authenticated before they are requested for data in order to prevent the meter
spoofing and masquerade. Due to less security on the SM build in software there is a need to secure

data on the transmission network.

The study has been conducted on few encryption protocols like RSA Twofish, R6C, Serpant,
MARS, DES, 3DES and AES. AES has proven to be the best with respect to data block size against

data execution time and AES has proven to be the fastest and efficient encryption method for PLC.

AES provides low cost and low frequency encryption, essential and appropriate for security and
low resource applications. The AES algorithm utilises 128 bits block and other three diverse sizes
of keys which are 128, 192 and 256 bits. Rijndael permits numerous block sizes of 128, 192, and
256 bits. AES uses symmetric key algorithm that utilises the same key for both encryption and
decryption of data. The cipher text created by the AES encryption is of the equal size as the plain
text [151].

A GF (Galois field) is a field with a finite number of elements. The GF is always a field that is a
power of a prime. The notation to represent a GF (p), where p is the prime number. For the S-box,
the field GF (2%) was chosen. There are several reasons to why this field was chosen. One obvious
reason is that the power of 8 was chosen because there are 8 bits in a byte. The prime 2 was chosen
because binary is represented as two possible digits a 1 or a 0. In addition arithmetic is simple to
do in this field because addition and subtraction are redefined as the exclusion or (XOR) operation.
Invertability and resistance to algebraic attacks were also considered when forming the S-box.
[151]

The MixColumns transformation operates on the State column by column, treating each column as
a four-term polynomial. The columns are considered as polynomials over GF (2* ) and multi plied
by a fixed polynomial a(x) modulo x* +1given by equation 47.This can be written as a matrix

multiplication as follows: AES also makes use of multiplication state matrix called GF (2%)
mx)=x*+x* +x +x+1 (47)

and its matrix is;

70



02
01
01
03

03
02
01
01

01
03
02
01

01]|%0.0
01]|510
03] |520

02] 1530

(]
S 0.0

So03
]
S13| _|S1o
] ) I
-'--3 S 2.0
S ]
33 -

]
So1

]
S'31
s'22

s'as

]
S 0.3
]
S13

]
o (48)
S3,3

The key and the input information are denoted as state and are organised in a 4x4 matrix each of

bytes. The 128-bits key is distributed into 4x4 byte matrix. This is Figure 4.8.

State Key
Ao Ay Ag Aq2 Ko K4 Ks K12
A1 As Ag A3 K1 Ks Ko Kis
Az As Ao A1q Ka Ks K1o K14
Az A7 At Ais K K7 K11 Ki1s

Figure 4-8 Structure of the Key and the State [152]

AES is presented on its original form first. It was then modified from its original encryption code
to enhance security without compromising the speed performance to suit the PLC load management
system. The modification will make use of synchronisation to cater for DoS, and quick authentica-
tion to prevent and minimise delays due to encryption processes [153]. The selected AES for se-

curing PLC load management is based on the following properties.

It is a secure and less vulnerable to cryptanalysis than DES and any other latest asymmetric algo-

rithms.
o It can handle bigger key sizes than DES.
e Its encryption process is quicker in both hardware and software.
o It has 128-bits block size that ensures that it is less exposed to attacks.
o It is a prerequisite to the latest U.S. and international standards.

o It will be the best to protect the PLC data.
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4.6.3 AES Mathematics and Background
The structure of the AES used to perform encryption is illustrated in Algorithm 1. We consider
AES-128 only. To convert the plaintext P = (p1, p2, . . ., p1s) 128y and key K = (k1, k2, . . ., kis) (128)

into a 4x4 array the algorithm 1 is executed shown in Table 4-2.
Table 4-2 AES -128 Encryption Algorithm

Algorithm 1: The AES-128 encryption function.

Input: The 128-bit plaintext block P and key K.
Output: The 128-bit ciphertext block C.
X « AddRoundKey (P, K)

for i —~ 1 to 10 do

X « SubBytes (X)

X « ShiftRows (X)

if i 6= 10 then

¥ « Permutation (X)

end

K « KeySchedule (K)

X « AddRoundKey (X, K)

end

C ~ X

return C

The state matrix of 128-bit plaintext input block to AES is arranged in the following fashion de-

picted in equation 49.
pl p5 p9 pi3
p2 p6 pl0 pl4

p3 p7 pll pl5 (49)
4 p8 pl2 plé6

The corresponding (C'7) and ciphertexts (C7) are respectively depicted in equation 50.

Xo0 Xoi1 Xo2 Xo3 S00 So1 So2 So3
X10 X11 Xi12 Xi13 510 S11 S12 S13
CT=]. i i A CT=
X20 Xz22 X23 X23 S20 S22 S23 S23 (50)
X30 X32 X33 X33 S30 S32 S33 S33

where x; € {0, ...,255} Vi€ {1,..., 16}.

We also define the key matrix for the subkeys used in the ninth and tenth round as shown in equa-

tion 51:
kO.D kD.l ko;-‘ k0.3 k0.0 ko.l kD...'-' k0‘3
k1o kia k12 kg3 |k10 ki1 K12 ki
K% kpo Koz Koz kas Tz Maz Kz Ras G1)
kzo k32 kiz kaz kzo k32 kzz kaz



The encryption repeatedly makes use of a number of round functions. The SubBytes step is the
only non-linear in AES the block cipher. The permutation consist of an S-box applied to the bytes
of the state. The input byte x is related to the output y of the S-Box by the relation. = A — 1+ B |
where 4 and B are constant matrices. The function § is referred as the SubBytes function and 5/
as the inverse of the SubBytes function [153]. The ShiftRows function is a byte-wise permutation
of the state. The KeyScheduler generates the next round key from the key sequence. The first round
key is the input key with no changes. The keys are generated using the SubBytes function and XOR
operations. Each column of the state matrix is considered as a four-dimensional vector where each
element belongs to /' (28). A 4x4 matrix M whose elements are also in F (28) is used to map this
column into a new vector. This operation is applied on all the four columns of the state matrix

[154]. Here M and its inverse M—1 are defined:

02 03 01 01 14 11 13 9

v—[01 02 03 o1 vi|9 14 11 13
01 01 02 03 13 9 14 11 (52)
03 01 01 02 11 11 9 14

All the elements in M and M1 are elements of /' (28) expressed as a decimal digit. AddRoundKey:
Each byte of the array is XORed with a byte from a corresponding array of round subkeys. The
AES key scheduling is shown in table 4-3

Table 4-3 AES Key Schedule Algorithm

Algorithm 2: The AES-128 KeySchedule function.

Input: (r - 1)* round key (X = x; for 1 € {1, . . . , 16}).
Output: rth round key X.
for i « 0 to 3 do
®(1<<2) 41 « x(1i<<2)+1 @ S(x(((i+1)A3)<<2)+4)
end
x « % D h,
for i « 1 to 16 do
if (i - 1) mod 4 6= 0 then
X — x; B x:-1
end
end
return X

4.6.4 AES Encryption and Decryption
AES algorithm works in a variety combination of data such as 128 bits. The key length of 128,
192, and 256 bits is employed by AES making this encryption the best. The encryption depends on
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the algorithm key length for its name [154]. The encryptions are called: AES-128, AES-192, or
AES-256 etc. AES encryption-decryption procedure is that the system shall go through 10 cycles
for 128-bits keys, 12 cycles for 192-bits keys, and 14 cycles for 256-bits keys to produce the last
cipher-text or to get the original plain-text. AES permits 128 bits of data size to be divided into
four basic working blocks. The basic blocks array matrix of 4x4 are called state. The first stage of
the algorithm is AddRoundKey stage. This process before getting to the final round it goes through

nine main rounds, where each of the following transformations are performed [156].
e Sub-bytes.

e  Shift-rows.

e  Mix-columns.

e Addround Key.

The AES-128 encryption consists of ten rounds. After the first key is added at round 0 the initial 9
rounds are similar, the only difference is the final round. The first 9 rounds are made up of 4 alter-
ations. The last round does not have MixColumns change. There are four straightforward steps
called layers that are executed on the incoming data while performing the encryption process and

these are: ByteSub, ShiftRow, MixColumn and AddRoundKey.
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The AES algorithm flowchart is illustrated by Figure 4.9. The illustration shows how plain text is

turned into cipher text by running encryption process and then decryption from cipher text back to

plain text.

|
Plaintext
!

AddRoundKey

l_—_

SubBytes

!

ShiftRows

l

Mixcolumn

o X

-

SO ——=3 0D xXx M

t
Plaintext
|

AddRoundKey

|

InvSubBytes

|

InvShiftRows

InviMixcolumn

AddRoundKey

I

I
|
I
+

SubBytes

l

ShiftRows

Mix column

I

AddRoundKey

AddRound

[

InvSubBytes

InvShiftRows

InMixcolumn

I

SubByte

!

ShiftRows

i

AddRoundKey

l
Ciphertext

|

AddRoundKey

InvSubBytes

I

InvShiftRows

T

AddRound key

Ciphertext
[

Figure 4-9 Flowchart of AES Algorithm [157]




e Substitute Byte
AES make use of 128 bits block of data. This data block has 16 bytes in each block. In sub-byte
conversion, each byte of data block is converted by making use of 8-bit substitution box. The sub-

stitution box is well-known as Rijndael Sbox. The substitution of byte operates is depicted in Figure
4.10.

Ao Ao,1 Ag2 Aos Bo,o Bo,1 Bo2 Bos
Aio A Ag2 Aq3 B1o B4 Bio B1a
——SubBytes—p
Azo Az B2o B2 1 B2
Azo Az 1 Asz | Ag __Ea‘n-/'{ Bs2 Bs,s
'h-..__________—-

Figure 4-10 Substitute Byte [158]
e Shift Rows
Shift Rows is a byte switch. The bytes of the bottom three rows of the state are cyclically shifted.
On the second row, one byte moves left hence the shift is performed. For the third and fourth row,
two-bytes and three-bytes move left and shifts left respectively. The shift row operates of AES
algorithm is depicted in Figure 4.11.

Ao Ao,1 Aoz
Ao Aq 1 Aqz
_b VA S v | ——Shift Rows—»
Az Az1 Az/z
- 3
~___S
Aso Az 1 Az

Figure 4-11 Shift Rows [158]
e Mix Columns
Mix column round is the same with matrix duplication of each column of the states. The matrix are

multiplied with each vector. In this process, the bytes are used as polynomials rather than numbers.
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The MixColumn operates of AES algorithm is depicted in Figure 4.12.

Aoo Aos Boo Bos

Ato A1 Bio B
—MixColumns—»

AZ.O A2,3 BZ.D BZ,B

Azo Asza Bso Bas
X

Figure 4-12 Mix Columns [158]
¢ Addroundkey
The Addroundkey is a bit XOR between the 128 bits of the current state and 128 bits of the round

key. This alteration has its own inverse. The shift row operates of AES algorithm is depicted in

Figure 4.13.

An‘n A{}j Aulg Ao_a BO,U BOJ BO.Z Bos

Ao Aqq Aq2 Aqs

Az Az q Az
Aso As Asz Az
Koo Ko,1 Ko,2 Kos
Kio Ki1 Kiz Kis
Kzp Ka.1 Kas
Ks,0 Ks 1 Ksz2 Kas

Figure 4-13 AddRoundkey [158]
The flowchart of modified AES algorithm is depicted in Figure 4.14. This flowchart gives a run-
down of new modification from the plain text encryption to cipher text and from cipher decryption

back to plain text.
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Figure 4-14 Flowchart of Modified AES Algorithm [157]

The key length number of rounds and the required number of keys for different key length 128 bits,
192 bits and 256 bits is depicted in Table 4.4.
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Table 4-4 Summary Table for Key Length No. Rounds and Keys

Key length Number of rounds Number of keys
128 10 11
192 12 13
256 14 14

4.6.5 AES Modification to Enhance Speed
To minimise more calculation the AES was analysed and modified, to lessen the calculation time
of encryption and decryption [159]. Lessening the calculation of the algorithm will improve the

encryption performance. This led to the development of a modified AES [160].

It is emphasised that the aim is to lessen computation time but not compromise the security of data.
Modified AES algorithm provides improved encryption speed. AES has the block length and the
key length. The three alternatives are: 128, 192, or 256 bits. We selected 128 bits key since it 1s the
most applied in encryption of PLC. To defeat big calculation on encryption process the MixColumn
step is skipped and the permutation is implemented. The other three junctures remain unchanged

[161], [162].

4.6.6 AES Results and Analysis
Java NetBeans 8.0.2 compiler is used to verify the efficiency of the modified AES encryption.

Using this test analysis it is shown that the modified AES is faster than the original AES.

StartPage |[<f} AES.java | [s]) AESModifiedjava 3| ) cpu: 2:43:17PM * 38| () cpu: 2:44:58 PM 7
B & @& | view: () Methods v | Q@S| E
Call Tree - Method Total Time [%] +  Total Time |
[=-E0 main _ 248 ms (100%]
=2 E aesmodified. AESModified. main (Strinall) || 248 ms (100%)
. (D aesmodified.AESModified. encrypt (String, String) O 1 247 ms (53.2%]
------ (D) Self time | 1.54ms (0.6%)
O aesmodified. AESModified. decrypt (byte[], String) 0.317ms (0.1%)
----- (9 aesmodified. AESModified. <clinit> 0.027ms (0%

Figure 4-15 AES Java Compiler Simulation
A few data sizes were simulated using AES and Modified AES shown in Figure 4-15 and the results

are tabulated and compared in Table 4.5.
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Table 4-5 Encryption Process Time

File size AES Modified AES Efficiency
(ms) (ms) (ms)

16 bit 290 247 43

4.6.7 Comparison of AES Cryptosystem with DES
Both AES and DES use block cipher scheme. The AES and DES uses symmetric cryptosystems.
Both encryption scheme make use of substitution tables called S-boxes. AES and DES encryption
and decryption process are similar [161]. Despite these resemblances of AES and DES, there are
essential and important differences between their algorithms. The DES algorithm is based on the
Feistel cipher arrangement. DES uses 64-bits block size and 56-bits key length and it is attacked a
lot as its key is too short to provide robust security [162]. The AES algorithm on the other hand
does not use Feistel cipher. AES has three layers, each with its own function. The AES also uses
128-bits block which is twice the length used by DES and is represented by 4 x 4 array of bytes.
Another difference between these two is the amount of rounds required. DES needs 16 rounds
whereas the AES needs 10, 12 or 14 rounds. For a 128-bits block and a 128-bits key, no attacks
have been reported to have exceeded more than six rounds. Three extra rounds, and last round,
were added for data security enhancement on AES [163]. The comparison of various encryption

schemes are shown on Table 4.6.

Table 4-6 Encryption Comparison Table [163]

FACTOR AES DES 3DES MARS RSA SERPANT TOW FISH

S

Length 128,192,256 bits 56 bits 126-445 bits 128-2048 bits 1024 bits 256 bits 256 bits

Cipher Symmetric Symmetric Symmetric Symmetric Asymmetric Symmetric Symmetric

block

Block size 128,192,256 bits 64 bit 64 bit 128 512 128 128

Developed 2000 1977 1978 1999 1978 1998 1998

Crypto re- Very Strong Vulnerable to  Vulnerable to Strong to Brute force and  Strong to Strong to

sistance cryptanalysis cryptanalysis cryptanalysis oracle attack cryptanalysis cryptanalysis

Security Considered Week Only one weak to Strong Least secured Strong Strong
secure DES

Speed Fast Moderate Moderate Fast Slower Slower Slower
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4.6.8 Proposed Modifications
Decreasing the number of rounds of AES algorithm will make it weak as well as prone to attack.
Our aim is to work-out a computationally efficient as well as highly restricted ciphering PLC data
encrypting algorithm [164]. In addition, increasing the security level through enhancing the key
schedule operation [165]. The details of the suggested modifications are discussed in the following
subsections. The reduction on AES algorithm calculation will also improve performance. MixCol-
umn step has a large amount of calculations contrast with other steps of AES. Therefore, it is herein
proposed to skip the MixColumn execution and instead replace it with permutation step. The latter
will decrease computations process therefore reducing the time taken to perform encryption. The

other juncture of AES algorithm remains unchanged [166].

4.7 Java NetBeans 8.0.2

The Java Runtime Environment (JRE) is contained on the Java software. The JRE contains Java
Virtual Machine (JVM), Java classes and Java environment libraries. The JRE is what one needs
to run in the web browser. The Java Plug-in software is a part of JRE. The JRE allows applets
inscribed in the Java language to be executed within numerous browsers. The Plug-in is not a

standalone program and will not work by itself [167].

A compiler is a program or an application that runs code inscribed in a particular programming
language. This code is then turned into a machine code that a computer uses. For an example a
programmer writes code of statements in a language like Java using an editor. The file created is
called the source code. In fact, the output of the compilation is called the object code [167]. The
object code is the code that is utilized by a processor to execute an instruction at a time. The Java
language was derived from C and C++ syntax, but it contains less low-level facilities than C and
C++.The Java NetBeans 8.0.2 compiler was selected to write the code due to the security and aca-
demic background to use the language. The original Java AES code will be modified to suit the
PLC data encryption standard. The modified code will be used to compile the code of the Advanced
Encryption Standard that will be used for data encryption [168].Modified code and new flowcharts
will be created and the code will be written. The original code will then be run on 128 bit data and
128 bit key and see how long it takes to encrypt and decrypt data. The modified code will also be
tested on 128 bit data and 128 bits key and see how long it takes to encrypt and decrypt data. The
Java code and flowcharts are on the appendix A pages 96 and 97.
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4.8 Summary Conclusion

The AES algorithm is the enhancement security over the DES and other cryptosystem. It offers a
great level of security efficiency. Though it will need improvement to keep up with current threat
it seems as if it will still be strong for some time. Due to its flexibility and variable length block of
128, 192 or 256 bits it is likely that in future, the AES block size can be stretched beyond 128, 192
and 256 bits length [169]. It is also a current block cipher and it provides brilliant long term security
against brutal force attacks. It generally is effective in software and hardware. In concluding, it is
recommended as the best solution for PLC security. Comparing the above mentioned algorithms it
is clear why Rijndael algorithm was selected as an Advanced Encryption Standard. We also real-
ised that it has a lot of advantages over its competitors. AES is the best with regards to speed
software and hardware [169]. AES is twice faster than DES. The RC6 is suitable for smart cards
like 8051utilization. RC6 cannot be equated with Rijndael or Twofish due to its key scheduling.
The smart card application requires an execution of key schedule for every processing block so that
the memory is saved to keep the extended key. For this reason, it is required for key schedule to be
appropriate for fly key to be generated. The key scheduling design idea for the key scheduling
disturbs the performance significantly, and the algorithms has a heavy key scheduling disadvantage
for smart card application. Finally, we report the performance of AES best algorithm for the future

[170].
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S Resilience and Robustness of PLC System

5.1 Introduction

In this section, we explore resilience, robustness and the efficiency of PLC system as well as phys-
ical layer security as there is an interrelationship and dependence among these three. Our focus is
on data security resilience and robustness of the PLC’s physical layer. This security is referred to
as Physical Layer Security (PLS). PLS has been sufficiently investigated on wireless communica-
tion but not on PLC environments. For this reason, we pay more attention to what has already been
done in this regard in the wireless physical layer. The PLC channel is explored and its performance
compared to that of wireless channel in terms of data transmission secrecy. The Home Plug AV
(HPAYV) is a baseline of the physical layer requirement in IEEE P1901 standard [171]. The privacy
of data can be implemented at the upper layers or the bottom physical layer of the ISO/OSI refer-
ence model. The first technique involves cryptographic based on algorithms such as AES as de-
tailed on the previous chapter four. The second one involves the physical medium. The PLS can be
implemented to enhance the security provided by cryptography. PLS concepts are information se-
curity and the complexity of security. The information method assumes that the intruder has all
computational resources hence requirement of safeguarding is necessary and no data is released to
the intruder. The complexity of cryptography assumes that the intruder has no computation power.
Thus it is difficult for an intruder to observe an encrypted messages and to decode them. The in-
formation method to private communication is known as the firmest concept of security. PLC use
tree topologies where wires are shared amongst communication links. The purpose of this chapter
is to investigate the challenges of securing physical layer communication. A comparison with the

wireless is done and results are reported [172].

5.2 Smart Meter IP Addressing to Enhance Security

5.2.1 Background
The Internet Protocol (IP) address is a unique number that is assigned to a device in this case to
a SM. This IP address is a unique number that serves as an ID of the connection. It works like a
street address. IP address is used to route information on the network to its destination. The IP is
the way of ensuring the unique identity of the device on the network [173]. There are different

ways to address the SMs, one of them is by the use of IP address. If the SM 1s connected serially
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it can be addressed differently to its communication link using serial RS232 or RS485. For serial

communication, the communication address number can be used instead of IP address [174].

5.2.2 Robust Addressing Requirements
An addressing scheme of a SM must meet the following requirements: robustness, resilience mul-

tiplatform compatibility and flexibility [175].

The network addressing scheme must be able to handle data during transmission. PLC SG must
have an algorithm that has the ability to continue operating despite abnormalities on the network.
Robust security network, the network must be self-healing in the event of abnormalities. The data
must be transmitted in a secure manner. The encryption and authentication shall take place at a

high speed [176]. Latency issues due to cartographic process will not be acceptable.

Resilience-The PLC network must be able to provide acceptable service level despite faults and
challenges. To increase the resilience of a communication network, the challenges and threats have
to be identified and suitable resilience methods have to be well-defined for the service to be secure
[176].

Flexibility-The addressing scheme must be able to be dynamic in the load management environ-
ment where by introduction of new equipment on the network can be done without problems and
changes on the equipment hardware or software are not required [176].

Multiplatform-The main communication network of this research is PLC network but the SMs
must be addressed in order for them to be able to communicate on other networks with other de-
vices. This means that data must be able to come from SMs and be able to travel on other networks
rather than PLC network before reaching the utility [176].

5.3 Software Diversity Requirements

A common hack system uses buffer overflow. The intruder can attack and manipulate addresses
on the stack to execute a programme. Stack cookies are values located amongst function’s variables
return addresses. The values have to be checked for alteration prior to the return address [177].
This check is to verify if a buffer overflow had interfered with the return address. If the return
address is altered, there is a huge possibility that the canary have been altered. The stack or canaries
are predominantly vulnerable in eight to sixteen bit architectures. This is common in SMs since
they are predictable. The fields of information structures can be randomized to avoid this problem
but this does not guarantee permutations against continuous probing. The solution to this can be
the introduction of the Address Space Layout Randomization (ASLR), it makes it challenging to

guess the address [178]. SMs are poorly suitable to support other arrangement of attacks techniques
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such as stack frame padding. The protection against code injection is the non-executable bit. The

non-executable bit can be set on a program to prevent malicious code from being executed [178].

5.3.1 Firmware Diversity
The firmware must be capable of defeating the compromise of SMs. The return address encryption
is recommended in this regard. This return address will protect addresses on the canaries that can

be executed using binary writing.

5.3.2 Address Encryption
It is suggest that the addresses be encrypted before they are stored in the stack and decrypt them
before they are utilised. If an attacker overwrites an address without the decryption key, the de-

cryption procedure will crush the attacker’s address into a random number.

5.4 Communication Protocols for AMI

SMs send data via the communication channels through IP, GSM, GPRS, PLC, ZigBee etc. to the
data concentrators, and these data concentrators communicate with the servers at the control centre
[179]. The protocols used on the channel are very important for the implementation of security
rules since SMs do not have much security build on them set by the manufacturer. If the protocol
1s well designed in aspect of security, the data travelling on the channel will be more secured due

to the security rules implemented for example: authentication, encryption and decryption.

The SM transmits data over to the data concentrator and this data is forwarded to the Metering Data
Management Centre (MDMC). The data is then used for metering purposes and various operations
are executed [179]. The metering data is also used for the calculation of the cost of energy used up
by the customers, for billing purposes. Since metering devices have a distinctive design and the
data formats is different, it requires a special communication protocol that will ensure that the data

received is not compromised or tampered with during data transmission [180].

This research looked at the best secure protocols that provides the security and integrity of the data.
Java NetBeans 8.0.2 and OPNET simulation tool were used to test and prove the claimed credibil-
ity. The communication model is the same as client-server design, where SM acts as a clients, while

the data concentrator acts as the server [180]. The data exchange take place when the data concen-
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trator sends a request to the SM. The variations in the protocol used and type of network infrastruc-
ture available is chosen by each energy provider. A cheap alternate method is the use of the power

lines themselves for data communication. Thus PLC is chosen for data transmission.
5.5 Smart Meter Design
A SM consists of three major modules as follows:
e Communications.
e Microcontrollers (MCUs).
e Sensors module.

This system is used to measure the consumption of energy. The Communication medium to the
SM can be either wired or wireless. SM system may have an additional option of the LCD
display that displays the consumption and messages from the utility. The illustration of a SM

architect is depicted in Figure 5.1.

Sensor

—

Microprocessor

CPU
ROM

Communications

Wireless
Wire

FASH

LCD Interface

]

Maintanace port
IP/Serial (R5232)

Figure 5-1 Smart Meter Design [181]
This study considers the current hardware limitations of the SM. Adding new hardware or mod-
ifying an existing SM with the purpose of improving security would be very costly for two
reasons. Firstly, a great number of SMs have already been installed around the world therefore,
recalling these devices and re-installing them will be costly. Secondly, the price of SMs will
increase due to the powerful processors necessary to improve the computing power and
memory. The proposed scheme will protect privacy without the necessity of adding new hard-

ware that provides high computing and memory.
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5.6 Smart Meter Communication

AMI standards have been developed in some countries one of the standards example is the Wireless
Personal Area Network (ZigBee) that is designed and recommended for low-rate transmission in
SMs like PLC [182]. The standard offers security methods that protects the network and application
layers. It has been suggested that in symmetric cartography, encryption key used is the same for
encrypt and decrypt of data. In asymmetric cartography, two keys are utilised which are public and
private keys. The public key is used for encryption algorithm and private key is used for decryption
algorithm. The public key encryption algorithm computation is exhaustive and is not very efficient.
AES Counter Cipher Block Chaining Message Authentications Code (CCM) can be applied at the
network layer to guarantee authenticity and privacy. ZigBee has several advantages including it
being an open standard, support of mesh network hence making it possible for SMs to communi-

cate directly with each other [182] [183].

In this work, not only the cost efficiency is considered, but also the protection of consumers’ pri-
vacy by securing the communication between the SMs and the utility. The ZigBee could be applied
to other techniques of encryption to achieve both cost efficiency and privacy; however, the current
implementation achieves only cost efficiency. ZigBee has several issues including channel inter-
ferences, address conflict, and weakness in ASE repudiation. The cause of the weakness in ASE is
asymmetric key encryption [183]. As a result, the two nodes should exchange the key before they
communicate; consequently during key exchanges any adversary can potentially eavesdrop and
obtain the key. The adversary can then simply use the key in order to compromise the nodes. Ac-
tually, the NIST and technology has considered that AES-128 encryption will be secure until 2036.
Furthermore, symmetric key encryption has issues with key management when the number of
nodes becomes huge. Asymmetric authentication and key exchange can solve this problem but
asymmetric algorithms are slower and costly [184]. The advantages of using ECC are scalability
and non-repudiation, while ECC uses one key instead of many. Additionally, ECC has advantages
over the traditional public key system which are faster computations and less significant key size.
Due to improved security in standard protocol, IEEE 802.15.4 and ZigBee Alliance that uses SKKE

are a recommended protocol for key establishment and management [184].
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However, this research aims to discover a secure communication algorithm in order to protect the
privacy of the consumer as long as it maintains cost efficiency. Several approaches have been pro-
vided to secure a communication channel between SMs and utilities collectors. However, these
approaches have concerns either in the security or cost efficiency. Firstly the issue of security
means that the approach has been shown insecure or broken. Secondly cost efficiency means that
the approach might be secure, but requires adding of some functionality that increases the cost of
SMs rather significantly. Unlike the above mentioned approaches, the proposed scheme achieves

both privacy and cost efficiency [185].

5.7 Smart Meter Data Privacy

The SM’s functionality is to read the consumption of energy and send it via the communication
channel to the utility. Since it has important information about consumers’ energy consumption, it
could be used to explore the consumers’ energy activities. Some pertinent findings on data privacy

are discussed in [186].

Data can be used to identify the activities of the consumer since the SM data can easily be linked
to the householder location by observing the sender of data. Consequently an adversary is able to

analyse the data frequently.

In order to prevent this problem the data must be encrypted. The SM sends data anonymously; in
other words, without associating the data with the real identity of the SM that refers to the identity
of the householder. It instead uses an anonymous identity. The utility collects the data from the SM
with an anonymous identity and then authenticates the data. The service must be a trusted party
between the consumer and the utility provider. It only blocks the identities of the consumers, pre-

venting the adversary from linking the usage with identified consumers [186].

When an adversary continues to observe the usage of a small group of SMs over a long period of
time, it is possible to link the data. This work protects privacy, including the usage, by applying
the encryption technique that prevents an adversary from observing the identity and the usage. The
proposed solution is to protect privacy on the communication channel between the SM and the

utility collector. The adversary who eavesdrops the messages must not be able to distinguish be-

88



tween the usages of each SM [186]. This means that each SM sends the usage data to neighbour-
hood SM and uses encryption to protect the data, and then transfers the data results to the next SM

continuously, until the data reaches the collector.

As a result, only the utility collectors are able to identify the usage of each SM; yet an adversary
may still capture the sum of the total data for SMs in a neighbourhood. The accurate data from

SMs, assumes that physical security must be improved in order to prevent fabricated data [189].

5.8 Smart Grid System Self-healing

One of the objectives of this research is to provide a solution for a SG to be self-healing. In partic-
ular, a PLC SG is exposed to faults created by natural and environmental factors such as wind,
weather and rain. Some other factors include cyber-attacks and equipment or operator failures. If a
fault occurs in a SG network, the system should quickly isolate the malfunctioning components
from the rest of the network. A power failure caused by storms or cable theft on the network can
cause disruption on the data transmission [190]. Protection schemes must detect faults and discon-
nect faulted components. Protective devices can isolate components and may also provide auto-

mated backup to sensitive data [190].

A power system that is compromised due to lack of security and integrity cannot serve its intended
purposes. An intelligent adversary can introduce many types of attacks to breach security. Most
existing systems are designed for use with standalone communication networks without the added
technologies that ensure their security and system self-healing [191]. The SG concept has millions
of automated SMs in homes and industries. A SG can potentially address the problems of an un-
stable power grid. The SG should be agile and capable of dynamically routing and re-routing power

to optimal paths that deliver power and data on the network [191].

+ Isohite affected
* restore unaffected

| Main controller | I First action I aress
-

£
Z
&
2

—-— ""_"::"r Disconeet e
Fauh S A | and reclose " ndlca_tclﬁ\ulm
o C onrol ewiches existing

- the grid

-

* Restore electricity

= using normal
— _I power flow source

T

Figure 5-2 Self-healing Protection Network Block Diagram [191]
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Using SG technology enables intelligent through line sensors and switches to create a self-healing
network. Self-healing systems employ devices that restore power and network automatically when
there is a fault in the line. Self-healing reduces the number of consumers affected by power outages.
The self-healing systems consist of sensors and IEDs. These devices improve the performance of
real-time information to main controller. In case of a fault, signals are sent by disconnected lines.
Measurements can be collected in real-time using PMUSs or [EDs linked to installed sensors [192].
The first stage in a self-healing is localizing the fault area. The second stage is sending information
to monitor the network. The third stage is isolating faulty sensors from the grid and restoring elec-
tricity and SG communications. This self-healing process reduces cost, time and the duration of

outages, therefore increasing the efficiency of the power grid [192].

5.9 Summary Conclusion

The Physical Layer Security (PLS) in PLC SGs networks and other methods which enhance PLC
devices as well as network resilience and robustness have been discussed. The tamper free methods
were discussed to prevent meter tampering. The solution was the implementation of tamper seals.
The tamper seal can be physical or digital. When the seal is broken, the meter reports tamper alarm.
We also elaborated on physical connection on the meter for maintenance purposes and proposed
authentication to prove identity of the personnel executing maintenance or firmware upgrade. It
was also clear that the resilient network should be flexible, and be multiplatform with software
diversity. IP addressing the meter and IP address encryption was also introduced to prevent SM 1P
address spoofing. The data security is profoundly dependent on the channel data transmission phys-
ical layer security and other built-in security features. We discussed physical security problems on
SG PLC network and described how they are tackled in the next generation of PLC. The main
problem is that the attacker can try to add devices on the network with fake identity that is called
meter spoofing. The meters on the network have to be authenticated for identity or perform some
other physical check. With this proposition, we ensure resilience in PLC System. The introduction
of self- healing capabilities to the grid also help reduce cost, time and the duration of outages,

therefore increasing the efficiency of the power grid.
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6 Modelling and Simulation (AMI)

6.1 Introduction

This section reviews the basis of the PLC network model. The PLC network was modelled in
Chapter 2. Using Java NetBeans 8.5.2 compiler and MATLAB simulation AES encryption was
tested and the PLC channel was modelled and simulated to prove that the SG will be secure and
robust. In this chapter OPNET is used to simulate the PLC transmission channel. When designing
a system it is important that the model created is analysed and tested. Modelling and analysis help
the designer to prove that the system will work or not judging by results obtained. If the results are
nor satisfactory and do not meet the design’s needs, it has to be adjusted and some parameters
remodelled and re-simulated. The block diagram depicted in Figure 6.1 shows a summarised AMI
network. The data management centre sends the information to the PLC network, then to SMs via
other types of network such as fibre and GPRS [193]. When the data concentrator receives the
messages, it sends them through to the SMs. It is assumed that other networks that are intercon-
necting on AMI system are deemed to be working well on the system. The only problem anticipated
is on PLC network. For this reason, the emphasis rests on the modelling of the PLC network be-
tween the concentrator and SM which is the PLC network in this case. [194]

Data Management 3 = Data Smart Meter
Center Concentrator
g M__ /
ey

Figure 6-1 Load Management System Block Diagram

6.2 System Model and Design Goals

6.2.1 Background
We commence this section by detailing our network modelling of the PLC network, as well as
defining the design goals. Modelling is performed on the following: channel bandwidth, data
speed, data packets queueing delay and data throughput. The design goals are: secure resilient,

robust and fast data speed on PLC network.
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6.2.2 Queuing Model
The data on the SG can be classified into different classes. For an example, data on remote is
classified into low-priority class, while the data from the control centre and messages such as the
outage notifications are classified as critical class. The queuing model is used to study the sched-
uling time of each class and the total scheduling time for the AMI scheduler [195]. The queuing
model consists of several queues and one scheduler is involved in our study. The queuing model
in SG scheduler assumes that the scheduler provides classes of traffic with different priorities, with

smaller class number corresponding to a higher priority [195].

If the assumption is made that the scheduler provides class C of traffic with different priorities,
then the smaller class numbers can be assigned to correspond to a higher priority. The traffic of

class C' (C =1, 2, 3....C) 1s characterized by four parameters:

1. The arrivals of the class C requests modelled as a Poisson process with average arrival rate of

A. requests/second.

2. The average request size F. Kbytes is specified by the size of each request.
3. The upper bound of scheduling time 7, in seconds.

4. The possibility p, that an arriving request belongs to class C.

The queuing model illustration diagram is depicted in Figure 6.2.
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Figure 6-2 Queuing Model [196]
In order to simplify the queuing model, we assume that the model consists of queues connecting to

a scheduler, and each queue is used to hold the traffic of the corresponding class. Requests can be
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served immediately at the scheduling rate by the scheduler. In this research, we employ the pre-

emptive priority service scheme [196].

In the queuing model, the scheduling rate for class C is denoted asS - Weliave S .. =2c- (c'
The average size of requests of class c- is F. . Thus, the scheduling time for class-C traffic flows is

assumed to follow a Poisson distribution with mean time of (F, /S In accordance with the

sch )
composition property of Poisson Process, the arrivals of task requests in class-C' follow a Poisson
process with arrival rate A, = p_4 and the total arrivals of all requests follow a Poisson process
with average arrival rateA = Xi-yA. . Ina pre-emptive priority M/M/1 queuing system, the mean

scheduling time for class- data flow is given by; [197]

T'C' (F /5;:::?; Zj_lp‘)lF /Ssch (53)
sch 'C 1' Ic-ll 'C‘
1- sch ( s'ch )( gch)

where,

() e )»F
Bsch - z 15'6 1'

i=

AF;
= Zj-izc_ £ < 1. should be satisfied

sch

To ensure the scheduling queue is stable, ﬁs

6.2.3 Performance of Queuing System

To measure the performance of the queuing system it is important to understand the properties of
the incoming flow of requests, service times and service disciplines. The arrival process can be
characterized by the distribution of the inter-arrival times of the data expressed by;

A(t) = P(interarrival time < t) (54)
In queuing theory, these inter-arrival times are assumed to be independent and identically distrib-
uted random variables. And called service request, its function is denoted by (t) , that is

B(x) = P(service time < x

The arrangement of service and service discipline indicate to us the number of servers and the
capacity of the system. If maximum number of customers are staying in the system, the service
discipline determines the rule according to the next customer is selected. The rules used are
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e FIFO - First In First Out.
e LIFO - Last Come First Out.
e RS - Random Service.

For simplicity consider first a single-server system, let traffic intensity, to be defined as;

o _ mean service time
Traficc intercity - — . (56)
mean inter arriving time

Assuming an infinite data packets system arrival intensity A which is reciprocal of the mean inter-
arrival time, and let the mean service be denoted byt / u- If traffic intensity > 1 then the systems is

overloaded since the requests arrive faster than they are served. It shows that more servers are
needed.

6.2.4 System Model
The system was modelled to ensure the robustness between the SMs and the data concentrator and
from the data concentrator to data management centre. OPNET was used over other simulation
tools such as OMMET++ because it offers flexibility to develop a detailed model. The model of the

network was divided into four categories as follows:
e Model design.
e Applying statistics.
e Run simulation.
e View and analyse the results.

The simulation is executed in the OPNET platform using editor’s tools. Key OPNET editors are as

follows:

e Project editor: is used to create a network model. The OPNET network project model com-
prises of subnets, nodes, protocols, transmission links and the simulation and analysis and

be executed here.

e Node editor: is used to create node models. Node models represent transmitters, receivers,

switches etc.
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e Process editor: is used to create process models. A process model within a device such as
a personal computer could represent transmission and reception of packets on a network

card.

e Link editor: is used to create, edit and view network link models. The transmission ink

features can be defined using the editor.
e Packet Format editor: is used to create packet format models.

o PDF (Probability Density Function) editor: PDF is used to control certain events such as

frequency of packet generation in a model.
e Probe editor: Used to specify what simulation results should be collected.

e Analysis editor: For analysing simulation results. Advanced statistical analysis functions

are available.

Further descriptions of these editors can be found from the OPNET help tool. There are several
advanced editors but those will not be used in these laboratory sessions. If the results are not satis-
factory, then the network has to be re-modelled and then new statistics be implemented [198] [199].
The basic workflow of OPNET model is shown in Figure 6.3.

Model Design Re-model

Apply Statistics

Run

Results and Analysis

Check results if are satisfactory
or not

Figure 6-3 Workflow with OPNET [200]
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The SM reports usage data and it provides unsophisticated functions such as sending an alarm and
interacting with smart appliances at home. In this design, the SM actively monitors the power con-
sumed by electrical devices and forwards the data to the utility provider [200]. A load management
system model screenshot set up that was developed to run simulation is depicted in Figure 6.4. This
setup has a power management centre, a router, connected to WAN. All SMs are connected to a
data concentrator. The data concentrator communicates with the control centre. In that way the SM

information is sent to control centre for billing purposes.

Smart meters (SM)1  SM2

sM3

Figure 6-4 Load Management System Developed Simulation Screen Shot.
The utility provider manages the entire network. The utility collector collects all usage data from
every SM in a neighbourhood via the star network model and then transmits the data to the utility
billing system. The SM communicates through two-way communication to transfer and receive
data to the utility; each SM can send and receive the data only from neighbours with a low-rate
PLC. After transferring the data from each SM to the utility collector, each SM will resend the data
from the neighbourhood meter until the packages reach the utility collector. All communications

and routing in the network is driven by the utility provider [201].

6.3 Design Goals

The design goals are to improve the security and privacy in SMs by developing a new set of security
rules that will enhance PLC network. Implementing AES protocol ensures data integrity. In addi-
tion, intrusion detection scheme will be necessary in order to avoid a SM compromise attack. The

requirements of the best protocol to meet the design goals are as follows:
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e Low data rate communication but secure to protect privacy.

e The protocol must be cost effective.

e Provide privacy of consumer data in a communication channel.

e (Confidentiality, integrity, authentication, and non-repudiation with acceptable data la-

tency must be guarantee.

6.4 Simulation

Simulation of AMI network was performed using OPNET and the simulation of encryption per-
formed using Java NetBeans 8.5.2. Since many SMs are connected in the PLC network, it is im-
portant to choose a suitable communication bandwidth to enable real-time two-way information
exchange [202]. There are two types of communication link channel speed which have to be ana-
lysed in this research These communication channel speeds are simulated in order to determine

throughput and data propagation delay on the network.

6.4.1 Bandwidth Analysis of PLC Network
Bandwidth is the speed that a network element can forward traffic. Both physical and available
bandwidths are independent of both ends host and protocol type [203]. The bandwidth of the PLC
network channel shall not be a limiting element in SM network for AMI. The figure that shown

how bandwidth is structured is depicted in Figure 6-5.

Bandwidth
fomf

Amplitude (dB)

Center Frequency

Frequency (Hz) i

Figure 6-5 Bandwidth [203]

Some terms that are mostly used in this section are defined as follows.
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e Maximum Burst Size (MBS) - is the maximum number of bytes transmitted sequential from
a source to a destination on the network at certain period without dropping any data packets.

e Bandwidth - is the speed that a network can forward traffic without backing data due to
size.

e Throughput - is amount of data successfully sent from a source to destination via a network.
It is determined by hardware and software.

e Utilization - is the percentage of the capacity on a link currently being used by traffic.

e Available bandwidth - is the band capacity minus traffic over a given time.

A high bandwidth communications network is essential to allow excellent communication between

SM and the utility [204]. The equation to calculate bandwidth can be expressed as:

Bw = % (57)
Or
Bw=f,—f (58)
where
BW=Bandwidth
f,=resonating frequency
f>=Upper cut off frequency
fi=Lower cut off frequency
The available bandwidth is calculated by using;
A(t,, t,) = Capacity — Trafic (59)
=CX(1-V)

¥+ A(Tw:'ndow)
Twmdow = (ts —~ te)
where,
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t. =time when measurement started
t, =time when measurement ended

The communications arrangement that facilitates fast and secure data flow is mandatory for SM
network. The communication speeds from 10 Mbps to 100 Mbps is required and it is proposed for
the near future. SM networks require a robust network to transfer data control of devices and data
collection. The data must be visible at real time. The real time processing is very critical as part of

future distribution systems and data management.

6.4.2 Smart Meter Representation in OPNET
A SM is a device that is installed on a customer’s premises to collect data and relay this back to
the utility. It can be connected to a switch or hub on the network by a duplex link in order to
transmit and receive information. It collects data and dispenses it to the utility. The data packets
are transferred through the Ethernet switch, router, and firewall to the server (control centre). Since
there is no SM device on the OPNET libraries, hereby we represent it by using a computer work-

station derived from the package library SM [205], [206].

6.5 Network Modelling and Simulation

Two different models were developed and once again relying on OPNET to analyse network per-

formance.

The simulation statistics were defined using required network parameters from the OPNET tools

settings. The statistics are as follows:
e Application configuration.
e Profile configuration.
e Virtual Private Network configuration (VPN).
e Server.

e Nodes.
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6.5.1 Application and Profile Configuration
The following statistics were set on the applications attribute: FTP, HTTP, Email and Database
query. Medium and heavy browsing were used to specify the required applications in the simulation

models of the SM network [207].

The profile configuration statistics that are used are: FTP, HTTP Database Email. Heavy and me-
dium browsing were used to create user profiles and these profiles can be defined on different

nodes of the network design to generate the traffic on the network.

6.5.2 Virtual Private Network (VPN) Configuration
VPN offers a secured transfer of information over the PLC network. VPN can also be used on the
simulation to increase data packet latency. Encryption and decryption are done by this application,

as well as wrapping and unwrapping the data packets.

6.5.3 Server (Control Centre) and Nodes
The server runs and monitors all applications using TCP/IP protocol. The services supported and
used can be defined in the server. The profiles may support FTP, HTTP, database and email me-

dium as well as heavy browsing.

Workstation nodes include SMs, Ethernet switches, Ethernet hubs, routers, and firewalls running

on the network. In this case, workstation is represented by the SM on the network.

6.5.4 Apply Statistics of Smart Meter Network
There are two types of statistics that are essential to design a model on OPNET. The statistics are

as follows:
e Global statistics.
e Object statistics.

Global statistics are gathered from the entire design of the network model and the object statistics
could be gathered on individual nodes. Global statistics are: Data Base (DB) query, email response
time, FTP response time and HTTP response time. Object or node statistics for the client are: client
DB, client DB entry, client DB queue, client FTP, client email, client HTTP, server CPU utiliza-
tion, server DB, server FTP, server email and server HTTP. The link statistic are queuing delay,

throughput, and utilization [208].
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6.6 Modelling and Analysis of Smart Meter Network

To model the PLC SM network two scenarios were considered. The illustration of an OPNET
network model for scenario one is shown as in Figure 6.6. The model was developed on personal

computer and the firewall added to enhance data security.

Figure 6-6 Screen Snapshot of OPNET Smart Meter Network with Firewall.

6.6.1 Network Model Scenario 1
In scenario one, network devices model for simulation was created. The model has SMs together
with the network, Ethernet switch, router, firewall and server. The model was configured with a
communication link of 10Mbps. The data base query response time was analysed. The database
query response is the time elapsed when the request is sent to the server and a response is received.
It is observed that the response time of the SM on communication channel running at 10 Mbps link
is 0.2 ms with slight spike at 0.22 ms and the data query response is 0.18 ms on the 100 Mbps
communication link. It has also been discovered that the reaction time appears to level off with

time at 100Mbps which means that the network becomes more stable at bigger bandwidth network.

The bandwidth becomes more efficient when it has capacity. The efficient bandwidth can be ex-

pressed as:

5
mB=z-— log(1—5/p) (60)
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where,
("=Chanel capacity

B=Bandwidth

S/N= Signal to noise ration

The robustness of the networks was analysed using data transmission delays propagation delay and
data throughput. Transmission delay is a function of the packet's length and has nothing to do with
the distance between the two nodes. This delay is proportional to the packet's length in bits, and it

is:

cs e D
Tevans = E (61)
Where
D is data
R is transmission rate
D -
P/ -l =1 (62)

TPS =4%A/R+D/R

trans
pke _
T:rans =L/R
Where
L is packet size

A 1s header size

Propagation delay 7prop is the time that a transmitted bit needs to travel from one end of a link to
the other end. The end-to-end propagation delay is calculated using:

T;r:p - (T::'op + T;‘lrop + Tprcg (63)
Roundtrip delay equation is.
Torop = 2Tprs (64)
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Adding all together, we come up with a one formula to calculate the data packets delay as;

Dela_}_,data pRE = Ts:s + 3(Tproc : 2 Tpk: )+ (Tqiueue - quusue

prop trans

3
T Tqueus (65)

To prevent packets loss, the data packets data should be sent to bandwidth less or equal to the

receiving rate which should also be equal to sending rate. The receiving rate can be expressed as:

22 PT;
RTEI»' = n n xc?
= PT) 4+ PT,

PT R
—_—C,=—2 ___ yC
PT+XT P R, +R,, ”

Where

A, .. 1s available bandwidth
C, 1s capacity of path

XT is cross traffic

PT is probe traffic

R, 1s sending rate

R, ., 1s receive rate

R,.. 1s cross traffic flow rate

(66)

It is vital to identify these statistics since there are many data packets coming from the SMs. If the

network is not well planned to suit the data traffic, it can bring a substantial challenge. Some of the
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data packets can be lost. Using the OPNET model facilitates easy development of larger network

models and analysis to prove the model’s functionality [209] [210].

6.6.2 Simulation Database Query Response Time of the Network
The graph of Figure 6.7 shows the results obtained from the OPNET simulation. It is established
from the graph that the response time has increased significantly with respect to the increased
bandwidth. The data base query response time line graph for 10 and 100Mbps network is depicted
Figure 6.7. The time response at 100Mbps gives us better time at 0.18 ms which is less than 0.2 ms
at 10Mbps.

0.21 -

0.18 \

0.15 4

Time (ms)

0.12

0.09 4

0.06

-50 0 50 100 150 200 250
Data speed (Mbps)

Figure 6-7 Data Base Query Response Time Line Graph

6.6.3 Simulation Results—Data Throughput from Router to Server
Figure 6.8 presents the data throughput point-to-point from router to server where the units are
bits/sec. The data throughput with 10 Mbps and 100 Mbps communication link are compared from
the simulation results. The data throughput of 10Mbps link is 11000 bits/sec as compared to that
of 100Mbps that 1s 14000 bits/sec. It is evident from results analysis that the data throughput is
greater with the bigger bandwidth. Throughput load (bits/second) line graph of analysis for both

10 and 100 Mbps is depicted in Figure 6.8.
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Figure 6-8 Mbps Throughput Load (bits/second) Line Graph of Analysis

6.6.4 Scenario 2
A secured and resilient AMI network is very important in order to run electricity data management
system [73]. In order to attain good security, the firewall is used to provide basic security when

internal and external users try to obtain unauthorised access to the SM network.

Figure 6-9 Smart Meter Network Without Firewall
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Firewall configuration can be set in such a way that it is able to reject the transmission of data
packets from certain IP addresses. The firewalls are essential to have on the network to protect the
network from malicious and unauthorised access to the network but it adds data processing delay
[211]. An OPNET network model of SM network without firewall 1s depicted in Figure 6.9. The
analysis of the SM network with the firewall network slightly increases CPU usage and increase
the data delay time. Since the firewall increases the data security and integrity of the network it is
imperative that the firewall be introduced despite its data propagation delays [212] [213]. Figure
6.9 has the firewall removed to prove the process delay caused by the existence of the firewall on
the network. It is observed that after the firewall was removed delay improve. Table 6.1 tabulates

the times for 10Mbps and 100Mbps obtained from simulation results.

Table 6-1 Summary of Simulation Results with 10 and 100 Mbps Network

Scenarios Data base query Throughput Server utilization
(ms) Bits/sec (%)
10 Mbps 100 Mbps 10 Mbps 100 Mbps 10 Mbps 100 Mbps
Scenario 1 0.21 0.18 11000 14000 20 16

Smart meter network consist-
ing of 16 smart meters, three
switches , two routers, fire-
wall and the server

Scenario 2 0.2 0.17 11000 14000 22 17
Smart meter network consist-
ing of 16 smart meters, three
switches, two routers and the
server

6.7 Simulation Results and Analysis

The SM networks scenarios obtained during simulation depicted in Table 6.1 were used to analyze
the database query response time, throughput and server utilization. Table 6.1 gives a summary of
simulated outcomes of database query response time, throughput router to the server and server
utilization using communicating link of 10 Mbps and 100 Mbps on the networks. The graph repre-
sentation and interpretation of the simulation is portrayed in Figure. 6.10. Looking at the graph
Figure 6.10 the response time in ms is better for 100Mbps. The data query response is 0.17 for
100Mbps. Changing the link capacity or decreasing it to 10Mbps it is seen that the data query

response increase to 0.2 that is an increase in delay due to link capacity decrease.
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Figure 6-10 Data Query Response
The CPU utilization with respect to data speed is depicted in Figure 6.11. It is observed from the
graph that the less the speed the high is the CPU utilization. In order to use less of the CPU in the
saver it is required that the data speed used increased to 100Mbps. This gives the CPU more space
to execute instruction faster. This results in CPU processing instruction as they sent. If there is less
speed in getting to the CPU, then this slowly causes the CPU to be busy executing instruction all

the time.
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Figure 6-11 CPU Utilization
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Figure 6.12 shows the simulated result of data throughput with respect to link bandwidth. With the
increase in bandwidth, there is an increase in data throughput. From 10Mbps to 50 Mbps it is ob-
served in the graph that the data throughput is 11000 bits/s. The throughput increased when the
bandwidths 1s increased and it is evident in the graph that from 65Mbps to 120 the data throughput
increased. In particular, the data throughput at 100Mbps is 14000 Mbps.

145007 Data Throughput
14000
13500 4
13000

12500 4

12000 A

Data rate (Mbps)

11500 4

11000

40 60 80
Data Speed (ms)

Figure 6-12 Data Throughput

It can be concluded that from the simulation graphical analysis that with an increase in bandwidth,

the network parameters will react as follows:
e With an increase in bandwidth, the data base query response increases.
e With an increase in bandwidth, the data throughput also increases.
e With an increase in bandwidth, the server utilisation decreases.

Using the results above, it can be concluded that for a fast and a reliable network we require our
SG network with a highest data speed of 100Mbps. The lowest speed of 10 Mbps can also be used
in a low traffic SG network. On 100Mbps network, the AES encryption works well to protect the

data against malicious attacks.
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6.8 Summary Conclusions

In this chapter OPNET is used to simulate the PLC transmission channel. Both the modelling and
simulation has helped us demonstrate that the PLC system when implemented, will function as per

our set performance objectives.

With the help of an appropriate queuing model we were able to ascertain the required bandwidth
to support the desired data speed in the PLC network .The simulation results were either graphed
or tabulated and analysis carried out. The latter show a relative improved performance in compar-

isons with what is reported elsewhere in literatures.

Specifically we note that as per achieved simulation results we note that an increase in bandwidth
will increase supportable data rates at the same time improving the response times. With an increase
in bandwidth, the data throughput will also increase. However, an increase in bandwidth recipro-
cates the server utilisation in that it tends to decrease. The results demonstrate the feasibility of
operating existing PLC communication infrastructures at 100Mbps which will facilitate practical
realisation of SGs. All the same low speeds of up to I0MBps can still sustain an SG. At 100Mbps

speed operation, the AES encryption effectively protects the data against malicious attacks.
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7  Discussion and Conclusion

7.1 Discussion

Energy efficiency is important as it is a pillar of economic growth. This is the reason a number of
countries around the world have been focusing on energy efficiency. Environmentally friendly SG
is required to alleviate the strain on the grid and threats of blackouts. SG have a sophisticated
network arrangement which may be exploited to access private information and sensitive data. This
therefore spells the need for it to be secured. Energy theft and the metering information are amongst

the biggest challenges related to the SG application.

Based on simulation results and analysis, the AES algorithm has proven to be the best to encryption
and decrypt data on SG network. The modification proved that the AES can even be faster to en-
crypt and decrypt data packets, and that was proven by Java compiler when comparing the original
AES to modified AES. OPNET helped in proving which bandwidth was required to run PLC net-
work for SG. This research recommended a 100Mbps network but 10 Mbps can also be used for

low data rate PLC such as narrow band PLC.

PLC network was chosen for data transmission from the meter to utility control centre. PLC uses
the existing power lines to transmit data. The information is transferred on a conductor that is
simultaneously used for carrying Alternate Current (AC) power to consumers. PLC uses existing
electrical power grid infrastructure because it is less costly and more popular. The communication
channel between customers and the utility should have confidentiality which protects consumers’
privacy. A survey was conducted on PLC technologies such as obsolete X-10 and other protocols
such as LonWorks, CEBus and HomePlug. The communication techniques were investigated to
establish the better and secure communication algorithm. The authentication protocols and algo-

rithm schemes were also investigated.

In this thesis, we addressed securing data on load management system over PLC network. The
focus was mostly on data encryption, authentication and physical security. The investigation also
examined all types of encryption algorithms and their challenges. The survey on power line tech-
nologies possible attacks and threats were also executed. After the research was executed on se-
curing the smart metering, the AES algorithm was presented as the most effective and fastest on

hardware and software to secure SG for utility data load management. The AES algorithm was
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modified to handle data packets faster during encryption and decryption. Through simulation of
the modified AES algorithm, it is proven that modified AES will best serve a better security for
SG.

7.2 Findings Summary

7.2.1 PLC Research
PLC was investigated to discover a robust technique to transmit data for SG efficiently. The study
was conducted on PLC network and it was discovered that the PLC channel has attenuation level
issue due to some channel factors such as coloured, narrow band, synchronous and impulsive noise.
A survey on PLC was also conducted to discover what was done before and what improvement has
been made on PLC and it was concluded that OFDM has to be used. The OFDM was implemented

on PLC network to overcome PLC channel hash conditions.
The research addressed the objective

a) Based on the primary objectives of this research project the first objective was to survey
security threats in PLC (SG) and possible solutions. The survey was conducted and it was
found that there are high security threats for insecure SGs and the solution was to imple-

ment a secure algorithm to protect this network as presented in chapter 4.

b) The second objective was to identify an effective security framework for an SG network.

The security framework was identified and was modified to suit the PLC network.

¢) Thirdly, the study sought to explore a candidate encryption/decryption algorithm that

ensures secure as well as minimal latency when implemented.

d) Fourthly, the study sought to ensure smooth data aggregation as well as safeguarding in

a SG network all the above statement support the credibility of these findings.

7.2.2 PLC Protocols Implementations on SG
PLC implementations challenges in SG were executed to run the current energy demand. The PLC
protocols, new and old, were surveyed such as X-10, CeBus, home plug, MAC Protocol and LON
works. The protocols were compared using data transmission rate and data size. The robustness of
the protocols were also investigated, specifically to establish how protocols can handle load man-

agement using SMs. The findings on data security of these protocols were that these protocols are
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insecure and they do not have robust and adequate security for SG. X-10 has excessive attenuation
between two live conductors and can only transmit one command at a time. X-10 is relatively slow
and has low data rate. X-10 was only for control and command of electric appliances and therefore
does not include security algorithm. Message Authentication Code (MAC) protocol is vulnerable
and works on peer-to-peer protocol. The protocol does not have the authentication to verify self-
reported identity, therefore MAC protocol is vulnerable to spoofing attack. Lon Works is a peer-
to-peer communication; the data on the protocol is transmitted as a plain text. Lon Works use short
key for authentication and has no mechanism to dispute the key. CEBus is a packet peer to per
protocol and uses communication to application language known as CAL. CEBus has never con-
sidered data security. Home plug offers very little data security and very low data rate at a very low

speed. To enhance security on all these protocols, a second security protocol is added such as AES.

7.2.3 Data Encryption and Decryption
Comparison of encryption and authentication protocols were executed to develop the algorithm to
safeguard the SG. The data risk management and potential data attacks were implemented. Miti-
gation techniques were also put in place. The algorithms such as X509, DES, 3DES, AES, ABE,
RSA, MARS, RC6, Serpent and Twofish were investigated by simulation and analysis. The table

of comparison was formulated and AES emerged as the most effective algorithm for SG.

7.2.4 Advanced Encryption Standard (AES)
The comparison of AES with other encryption algorithms with respect to key length, cipher block,
block size, crypto resistance, data security, data size and encryption / decryption speed was exe-
cuted. Eventually, AES was selected as the most effective algorithm to efficiently secure PLC data
and it was proposed algorithm for SG. Due to some additional requirements such as encryption
speed enhancement, AES algorithm was modified by to lessen the encryption and decryption algo-
rithm calculations time and to enhance speed when transmitting big data size. The modification
was done on the code using Java. The MixColumn step was replaced by Permutation. The modifi-
cation was meant to minimise algorithm encryption calculation to improve encryption decryption

latency on 128 bits AES without compromising security.

7.2.5 Simulation
Java NetBeans 8.0.2 compiler was used to simulate the efficiency of modified AES. The simulation

of the modified and unmodified (original) AES code was executed using a computer to change
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code and simulate. The original Java code to encrypt and decrypt 16 bits data takes 290ms and
modified takes 247ms. These results proved the efficiency of modified AES by 43ms on 16-bits

file data size.

7.3 Conclusion

The Power Line Communication network does not employ security measures to secure data trans-
mission on the PLC network. The problem with this network is the lack of data security in PLC
and that exposes Advanced Metering Infrastructure to serious threats with very dangerous conse-
quences such as SMs spoofing, eavesdropping, SM data manipulation, bringing down economy
due to power being stolen. PLC has its own channel characteristic that make it unique and different
to other communication mediums. PLC channel poses noise and high attenuation but was chosen
because it already install and 1s the cheaper way to get house hold SMs.

This thesis provides a review of all PLC protocols that have been used before and currently and
proposes the better protocol to secure PLC SG. The focus of the protocol requirements were as
follows: Encryption Authentication, Robustness. The threat to PLC security was surveyed to gen-
erate a robust security algorithm.

To better understand PLC network the PLC channel was studied and simulated using MATLAB.
The PLC protocols were also investigated such as X10, Lon Work, CeBus and Home plug. The
encryption techniques were also investigated such as AES, DES, Tow Fish, RSA, Mars, 3DES.
Eventually, AES was presented as the mostly effective encryption scheme for PLC SG, but due to
latency issues, original AES was modified. Through simulation in chapter 6 it was proven that AES
data security is credible.

Java NetBeans 8.0.2 compiler was used to modify the AES encryption and decryption code and to
simulate the AES encryption. It was discovered that the modified AES performed better than the
normal AES for this purpose of data encryption since the mix column stage was modified and
replaced with a preamble that has less computations therefore reducing encryption time but not

compromising its data security.

Few software packages were utilised such as MATLAB, Java and OPNET. The OPNET modeller
was utilised to analyse the SM network. Several scenarios were investigated and the different sim-
ulation models were tested using 10 Mbps and 100 Mbps communication links. It was observed

that the firewall imposed on the network increased propagation delay time. The simulated results
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from diverse SM networks structure proves that the 100 Mbps link is most appropriate to run SM
network. The data speed of 10 Mbps can still be used to implement PLC network because they do

not carry more data than electricity utility data management.

7.4 Future Work

There is need for extensive research to be undertaken on the feasibility of two way communications
for SG for better data security. The PLC network is the network of the future and one that has to
be adopted for SG since it reaches almost all households that have electricity in urban and rural
areas. A better PLC protocol should be calibrated that will cater for data transmission security. SG
has the potential to solve energy crisis. SG can help the world to manage the electrical grid and
avoid load shedding. It is therefore recommended that more research be intensified to emerge with

a powerful security system and standards for PLC SG.
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9 Appendix A

AES Modified Encryption and Decryption Code
package aesmodified;
/* AES Java code
Author ZP Khumalo
Student No 20250262

This code will encrypt and decrypt data using AES algorithm.

*/

import javax.crypto.Cipher; //Algorithm parameters specification initialization
import javax.crypto.spec.IvParameterSpec;//Algorithm parameters specification initialization
import javax.crypto.spec.SecretKeySpec;//Algorithm parameters specification initialization

/**

* @author KhumaloPK
i §
public class AESModified
{
static String IV = "AAAAAAAAARAAAAAA"™; // 16 bit String
static String plaintext = "test text ABCA\O\O\O"™; //String to be encrypted

static String encryptionKey = "0123456790abcdef™; // This is a 128 bit encryption key

// Main Program
public static void main(String [] args)

{

System.out.println("Start program");
// Errow hangling code
try

{

System.out.println ("==Java==");

System.out.println("plain: " + plaintext);

byte[] cipher = encrypt(plaintext, encryptionKey);// Generating cyper text
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System.out.print ("cipher: ");// Print cypher
for (int i=0; i<cipher.length; i++)
System.out.print (new Integer (cipher[i])+" ");

System.out.println("");//Print a line

String decrypted = decrypt (cipher, encryptionKey);//Decrypt the cypher

System.out.println("decrypt: " + decrypted); //Print the results

} catch (Exception e) {

e.printStackTrace();

}

// Cypher encryption
public static byte[] encrypt(String plainText, String encryptionKey) throws Exception
{

Cipher cipherblock = Cipher.getInstance ("AES/CBC/NoPadding", "SunJCE");

SecretKeySpec key = new SecretKeySpec (encryptionKey.getBytes ("UTF-8"), "AES");

cipherblock.init (Cipher.ENCRYPT MODE, key,new IvParameterSpec (IV.getBytes ("UTF-8")));

return cipherblock.doFinal (plainText.getBytes ("UTF-8"));
}
//Cipher decryption
public static String decrypt (byte[] cipherText, String encryptionKey) throws Exception
{
Cipher cipher = Cipher.getlInstance ("AES/CBC/NoPadding", "SunJCE");
SecretKeySpec key = new SecretKeySpec (encryptionKey.getBytes ("UTF-8"), "AES");
cipher.init (Cipher.DECRYPT MODE, key,new lIvParameterSpec(IV.getBytes ("UTF-8")));

return new String(cipher.doFinal (cipherText), "UTF-8");
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10 Appendix B

Modified AES Flowcharts

AES Main Program
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End
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AES Decryption Subroutine
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11 Appendix C

MAT LAB CODE for Bit Error Rate Simulation

N = 1076 % number of bits or symbols

rand('state',100); % initializing the rand() function
randn('state',200); % initializing the randn() function
% Transmitter

ip = rand(1,N)>0.5; % generating 0,1 with equal probability

s 2*ip-1; % BPSK modulation 0 -> -1; 1 -> 1

n 1/sqrt(2)*[randn(1l,N) + j*randn(l,N)]; % white gaussian noise, 0dB variance
Eb NO dB = [-3:10]; % multiple Eb/NO values

for ii = 1l:1length(Eb NO dB) % Noise addition

y = s + 10" (-Eb NO dB(ii)/20)*n; % additive white gaussian noise
% receiver - hard decision decoding

ipHat = real(y)>0; % counting the errors

nErr(ii) = size(find([ip- ipHat]),2):;

end

simBer = nErr/N; % simulated ber

theoryBer = 0.5*erfc(sqrt(10.”(Eb _NO dB/10))); % theoretical ber
% plot close all figure

semilogy (Eb_NO dB, theoryBer, 'b.-"');

hold on

semilogy (Eb_NO dB, simBer, 'mx-"');

axis([-3 10 107-5 0.5]) grid on legend('theory', 'simulation');
xlabel ('Eb/No, dB');

yvlabel ('Bit Error Rate');

title('Bit error probability curve for BPSK modulation'):;
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