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ABSTRACT 

Machine learning (ML) uses algorithms with the complexity to iterate over massive datasets to 

analyse the data for past behaviour with the aim to predict future outcomes. Financial 

institutions are using ML to detect Credit Card Fraud (CCF) by learning the patterns that 

distinguish between legitimate and fraudulent actions from historic data of credit card 

transactions to combat CCF. The market economic order has been negatively affected by CCF, 

which has contributed to low consumer confidence in financial institutions, and loss of interest 

from investors. The CCF loses continue increasing every year despite existing efforts to prevent 

fraud, which amount to billions of dollars lost annually. ML techniques consume large volumes 

of historical credit card transaction data as examples for learning. In ordinary credit card 

datasets, there are far fewer fraudulent transactions than legitimate transactions. In dealing 

with the credit card data imbalance problem, the ideal solution must have low bias, low 

variance, and high accuracy. The aim of this study was to provide an in-depth experimental 

investigation of the effect of using the data-point approach to resolve the class misclassification 

problem in imbalanced credit card datasets. The study focused on finding a novel way to handle 

imbalanced data, to improve the performance of ML algorithms in identifying fraud or anomaly 

patterns in massive amounts of financial transaction records, where the class distribution was 

imbalanced. The experiment led to the introduction of two unique multi-level hybrid data-point 

approach solutions, namely, Feature Selection with Near Miss Undersampling; and Feature 

Selection with SMOTe based Oversampling. The results were obtained using four widely used 

ML algorithms, namely, Random Forest, Support Vector Machine, Decision Tree, and Logistic 

Regression to build the classifiers. These algorithms were implemented for classification of 

credit card datasets and the performance was assessed using selected performance metrics. 

The findings show that using the data-point approach improved the predictive accuracy of the 

ML fraud detection solution. 
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CHAPTER ONE: INTRODUCTION TO STUDY 

1.1 Introduction 

Machine Learning (ML) is the science of designing and building algorithms that use past cases 

to learn and identify existing patterns (Wei et al. 2020). According to Wang and Japkowicz 

(2010), the ML classifiers are logic models that are trained by continually feeding input data 

and assessing their performances. A ML classification solution uses algorithms with the 

complexity to iterate over massive datasets to analyse the data for existing patterns (Saad, 

Omar, and Maghraby 2019). One of the features of ML systems is the capability to recognise 

and categorize existing classes in the data (Fang et al. 2019). The instances of related data 

stored together is known as a dataset, and a ML solution will use these datasets for training and 

testing a model (Kotsiantis, Kanellopoulos, and Pintelas 2006). The dataset used to build and 

train a model is known as a training dataset.  

 

The unseen instances of data used to validate a model is referred to as a testing dataset. A 

dataset can be divided into training and testing subset, where the data instances found in the 

training set are omitted from the testing dataset (Ge, Yue, and Chen 2017). In ML, the aim is 

to create models that are able to accurately identify and classify patterns found on the testing 

dataset based on pattern shown on the training dataset. Therefore, the training dataset is used 

for teaching a model and the testing dataset is used to evaluate it (Hukerikar et al. 2011). 

According to Galar et al. (2012), the models generated are to predict the hidden results, namely, 

the test data. Financial institutions are using ML to detect Credit Card Fraud (CCF) by learning 

patterns that distinguish between legitimate and fraudulent actions from historic data of credit 

card transactions (Adewumi and Akinyelu 2017). However, the performances of most existing 

fraud detection methods are still less than ideal in actual situations. 

 

In the real world, the number of fraudulent transactions recorded account for a very small 

percentage of the total transactions (Batuwita and Palade 2010). This data distribution 

inequality is formally referred to as data imbalance. Data imbalance is a ML learning problem 

that causes most fraud detecting methods to be unable to achieve ideal fraud detection 

capabilities (Bian et al. 2016). In most credit card datasets, there are more legitimate over 

fraudulent transactions, as a result, CCF detection continues to be a significant challenge facing 

business intelligence technologies (Wasikowski and Chen 2010). Card fraud in the form of a 
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credit or debit card transaction is the unauthorised usage of another individual’s credit or debit 

card without the consent of the issuer and card owner (Kumar et al. 2019). Card fraud occurs 

in different forms, namely, lost card fraud, Card-Not-Present (CNP) fraud, Not-Received-

Issued-Card (NRIC) fraud, and stolen card fraud. Lost card fraud describes the fraud that occurs 

when the legal card owner loses a legitimately issued card, which then gets used to transact 

fraudulently. CNP fraud is the leading contributor to gross card fraud losses, which occurs 

when fraudster transacts fraudulently using the card details of another individual’s card, 

without the consent of the owner and while the physical card is in the owner’s possession.  

 

NRIC fraud can be described as the phenomenon that occurs when legitimately issued cards 

are intercepted by impostors before reaching the intended customer and are used fraudulently 

(South African Banking Risk Information Centre [SABRIC] 2019). Stolen card fraud is similar 

to lost card fraud but instead of the owner losing the card, a fraudster would intentionally 

remove a legitimately issued card from the owner’s possession, to transact fraudulently. In 

fraudulent credit card transactions, the data that is collected and stored by financial issuers is 

very small compared to legitimate transactions, which results in a highly imbalanced dataset 

(Shen, Tong, and Deng 2007). The imbalance problems cause the ML classification solutions 

to be biased towards legitimate transactions and to have a high misclassification rate (Williams, 

Myers, and Silvious 2009).  

 

1.2 Statement of the Problem 

The market economic order has been negatively affected by CCF, which has contributed to low 

consumer confidence in financial institutions, and loss of interest from investors. According to 

Xu-Yin, Jianxin, and Zhi-Hua (2009), the risk of financial losses due to fraudulent activities 

can be mitigated by using ML to improve fraud detection systems. ML measures accuracy by 

analysing the rate of True Negatives (TN), True Positives (TP), False Positives (FP), and False 

Negatives (FN). According to Mathew et al. (2018), accuracy is described as the percentage of 

instances correctly classified as follows, (TP + TN) / (TP + TN + FP + FN). This study 

introduces the term Predictive Accuracy (PA), which defines the ability to successfully flag 

fraudulent and legitimate transactions. 

 

The South African banking industry’s annual crime statistics for 2019 released by SABRIC, 

revealed that online banking fraud incidents increased by 20% between 2018 and 2019 
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(SABRIC 2020). Card fraud crimes have had substantial negative economic and social effects 

worldwide. In 2015, card fraud losses approximately reached US$21.84 billion worldwide 

(Robertson 2016). The latest statistics showed that card fraud losses continued rising every 

year as they reached US$28.65 billion in 2019 worldwide, and they are projected to exceed 

US$32 billion by the end of 2021 (Nilson Report 2020).  

 

In ML, the ideal solution must have low bias and should accurately model the true relationship 

of positive and negative classes (Ghorbani and Ghousi 2020). Most ML classifiers tend to 

perform well with a dataset that has a balanced class distribution (Wang and Yao 2013). The 

use of one dataset tends to produce a biased conclusion, as the data is often pre-processed to 

support the classification solution, which prevents the conclusion from being generalised (Jia, 

Li, and Zhang 2020). The ideal binary classification solutions should have low variability, by 

producing consistent predictions across different datasets (de la Fuente, Urrutia, and Chávez 

2019). The inability to handle imbalanced data negatively affect the integrity and predictive 

capabilities of ML systems, which can result in a high financial impact (Lin et al. 2017).  

 

To alleviate the effect of imbalanced data, the data-point level approach consists of re-sampling 

techniques to handle imbalanced classes (Hasanin et al. 2019). These techniques consist of 

Oversampling, Undersampling, and Feature Selection (Sotiris, Dimitris, and Panayiotis 2006). 

An experimental study was conducted on two credit card datasets, surveying the techniques of 

the data-point level approach to determine the best method of alleviating the imbalanced class 

distribution problem. 

 

1.3 Aim and Objectives  

The aim of the study was to model a data-point technique that improves the ML fraud detection 

model’s predictive accuracy and produces accurate results with imbalanced credit card 

datasets. To expedite the achievement of the aim; the research objectives of the study are:  

[RO1] - To examine the machine learning fraud identification algorithms with imbalanced 

credit card fraud datasets. 

[RO2] - To investigate in-depth, the data-point level methods of handling imbalanced 

datasets. 
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[RO3] - To determine whether the data handling methods improve the predictive accuracy 

of the ML credit card fraud identification models through extensive comparative and 

statistical analysis of the results. 

 

The details of how the research objectives were achieved are conferred in the research 

methodology section. 

 

1.4 Significance of the Study 

The study is significant because billions of dollars are lost by the financial industry every year 

due to fraudulent activities, which results to loss of faith in financial institutions by investors 

and consumers, and disrupts the economy. Therefore, this gives impetus to the development of 

robust checking mechanisms to reduce the occurrence of such crimes. The data-point level 

approach was extensively studied to address the misclassification problem created by 

imbalanced data in identifying CCF using ML. The study further proposed an effective method 

that was more efficient in handling imbalanced credit card datasets. Financial institutions and 

researchers can use the findings to develop and improve the accuracy of fraud detection 

solutions with imbalanced credit card datasets.  

 

1.5 Scope and Delimitations of Study 

The study focused on the misclassification and bias that occurs in the identification and 

classification of credit card fraud due to imbalanced data. The study was limited to researching 

the data-point approach to solve the data imbalanced problem in credit card datasets. The scope 

of this was to only address imbalanced credit card datasets, therefore does not cover any other 

datasets outside the scope. The solution presented to solve the data imbalance problem is only 

limited to credit card datasets and cannot be generalised to cater for imbalanced datasets across 

various areas.   

 

1.6 Research Output 

The research output through a scholarly or professional publication was the findings and 

knowledge of handling imbalanced data to reduce misclassification and bias in identifying 

fraud or anomaly patterns in massive amounts of financial transaction records.  
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The details of the Department of Higher Education and Education (DHET) approved journal 

publications are as follows: 

 

Mqadi, N., Naicker, N., and Adeliyi, T. 2021. A SMOTe based Oversampling Data-Point 

Approach to Solving the Credit Card Data Imbalance Problem in Financial Fraud Detection. 

International Journal of Computing and Digital Systems, 10(1): 277:286. DOI: 

http://dx.doi.org/10.12785/ijcds/100128 

 

Mqadi, N., Naicker, N., and Adeliyi, T. 2021. Solving Misclassification of the Credit Card 

Imbalance Problem Using Near Miss. Mathematical Problems in Engineering, 2021(1): 1:16. 

DOI: https://doi.org/10.1155/2021/7194728  

 

1.7 Structure of the Dissertation 

This presentation of the study was organised in five chapters, which are arranged in the 

following manner: 

 

Chapter One: Introduction to Study – This chapter introduces the study, outlining the 

research problem, the aim and objectives, and states the main research question of the study. 

 

Chapter Two: Literature Review – This chapter unpacks and reviews the work that has been 

done on fraud detection and identifies the ML algorithms and other methods that have been 

experimented with and implemented to detect and prevent credit card fraud. 

 

Chapter Three: Research Methodology – This chapter explains the research methodology 

and how the study was conducted to achieve the objectives. The chapter also gives an in-depth 

explanation of the dataset, tools, and actions carried out in the study. 

 

Chapter Four: Results, Analysis and Discussion – The findings from the experiment and 

quantitative analysis are herein presented on this chapter. The chapter also provides graphical 

visualisation of the results and a detailed discussion based on the findings. 

 

Chapter Five: Summary, Conclusions and Implications of Study – This is the last chapter 

which provides a summary, conclusion and presents the study contributions. This chapter 

http://dx.doi.org/10.12785/ijcds/100128
https://doi.org/10.1155/2021/7194728
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explains how the aims and objectives introduced in Chapter One were achieved to answer the 

research question. The chapter also provides insights into areas for future research. 

   

1.8 Chapter Summary  

The performance of ML techniques is highly dependent on the data because they learn from 

past cases. In real life, the credit card datasets are highly imbalanced; therefore, these 

techniques fail to perform as expected in actual situations. This chapter introduced the credit 

card imbalance problem and the potential of the data-point level approach to solve the 

misclassification of imbalanced credit card datasets. It further highlighted the aim and 

objectives of the study. One journal publication was generated as a research output. Lastly, the 

presentation of the structure of the dissertation. The next chapter reviews the literature related 

to this study.  
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CHAPTER TWO:LITERATURE REVIEW 

2.1 Introduction 

The objective of this literature study is to unpack and critically review the work that has been 

done on class imbalance, fraud detection, ML algorithms and alternative methods used for 

imbalanced datasets and classification problems. The chapter covers literature on ML 

algorithms that have been used in classification problems, and provides an in-depth look at the 

potential role that the data-point approach methods have in mitigating class imbalance in fraud 

detection and other domains.   

 

2.2 Machine Learning Algorithms 

Lejon, Kyosti, and Lindstrom (2018) used an in-depth qualitative research approach to explore 

ML methods within the manufacturing industry. The data utilised in the study was from 

industrial control systems. The finding revealed that ML algorithms are appropriate for 

identifying anomalies in the complex processes forming different automotive parts and 

components. Sadgali, Sael, and Benabbou (2018) conducted a study with the aim to review and 

classify the best practices and approaches that were implemented, which yielded the most 

admirable results.  

 

The study carried out a comparative investigation of fraud detection approaches used to detect 

financial fraud, including ML. According to Sadgali, Sael, and Benabbou (2018), techniques 

such as ML play a significant role in fraud detection, since they permit for the extraction and 

discovery of hidden meanings in large data. In the study, the results revealed that the most used 

approaches in detecting fraud are those that are hybrid in nature as they use a combination of 

strengths from multiple traditional methods to detect anomalies. 

 

In addition, Sadgali, Sael, and Benabbou (2018) discovered that, no single solution caters for 

all the different variations of fraud and there are unique constraints specific to each distinction 

of fraud. Randhawa et al. (2018) conducted an experimental study to identify Credit Card Fraud 

(CCF) using ML algorithms. Twelve algorithms in total were implemented to carry out this 

experimental study in collaboration with the AdaBoost and majority voting methods. The study 

applied both standard models and hybrid methods that applied majority voting and AdaBoost 

techniques. During the evaluation process for the efficiency of the model, a credit card dataset 
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was used which was publicly available for use. Thereafter, a real-world credit card dataset was 

consumed that was obtained from an undisclosed financial institution. The strength of the 

algorithms was demonstrated by conducting a noise test on the data samples. The study 

implemented the Matthews Correlation Coefficient (MCC) metric as a measure of 

performance. According to Randhawa et al. (2018), the MCC metric considers the predicted 

TN, FN, TP, and FP as an outcome. The result of the experiment indicated a positive outcome, 

which was that the majority voting technique yielded a good rate of accuracy in detecting CCF. 

The majority voting technique after adding 30% noise to the dataset achieved the best MCC 

score of 0.942.  

 

2.2.1 Support Vector Machine  

The Support Vector Machine (SVM) is an algorithm built for classification problems, which 

uses supervised learning to differentiate between fraud and normal classes (Minku, Wang, and 

Yao 2016). A hyperplane is constructed to isolate the transactions on either side of the 

hyperplane and grouping them as fraud or normal. Zareapoor and Shamsolmoali (2015) 

conducted a study to examine the performance of well-known state of the art practices used to 

foresee credit and debit card fraud, namely, Naïve Bayes (NB), SVM, K-Nearest Neighbours 

(KNN) and the Bagging ensemble classifier.  

 

The performance of these advanced data mining methods was studied on a credit card dataset 

containing real-life transactions. The validation of the fraud detection technique for both credit 

and debit cards was performed using the 10-fold cross validation technique. The findings 

showed that based on the Decision Tree (DT); the Bagging classifier produced favourable 

results with this type of data. The technique displayed the ability to manage class imbalances 

in detecting fraudulent credit card transactions. Subudhi and Panigrahi (2015) presented a 

different technique that made use of One-Class SVM created in the form of Quarter Sphere-

SVM.  

 

The aim of this study was to tackle the issues of detecting and flagging users’ fraudulent calls 

on mobile devices by undertaking a comparison of the past usage patterns with the pattern of 

recent calls. The proposed approach’s performance was tested using a reality mining dataset. 

A comparative analysis was conducted using Quarter Sphere-SVM. The findings revealed 

Quarter Sphere-SVM usage produced better outcomes compared to the ordinary SVM.  
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2.2.2 Logistic Regression  

A Logistic Regression (LR) classifier uses statistical functions to give interpretations to 

individual classes and organises them into clusters (Jeon and Lim 2020). The transformation 

of the classification is achieved by utilising the logistic sigmoid method to return a probability 

value that is mapped, which could either be a fraudulent or legitimate transaction in the context 

of CCF (Bauder and Mkoshgoftaar 2018). Only specific categories or values are allowed on 

the LR predictions. Albashrawi (2016) conducted a review of the studies that have been 

conducted on data mining techniques as an approach to combating financial fraud during a 

period of a decade.  

 

A total of 41 techniques were reviewed that had been applied across a spectrum of financial 

solutions that are vulnerable to fraudulent attacks. The study found that, based on the 

comparison between the data mining methods used from 2004 – 2015, the LR method was the 

leading model with 13% usage. The second position was tied between the DT and the Neural 

Network (NN) algorithms, each achieving 11%. Albashrawi (2016) supports the findings by 

Zareapoor and Shamsolmoali (2015) in which the decision tree was among the best performing 

techniques for detecting credit card fraud. 

 

2.2.3 Decision Tree  

The DT is an ensemble classifier that constructs decision structures from the classification with 

training data. A tree-like structure is created by the classifier, where the classifications are 

symbolised by leaves, the features are symbolised by non-leaf nodes, and the combinations of 

features that lead to the classifications are symbolised by branches (Liu et al. 2020). West and 

Bhattacharya (2016) analysed the issues that were relevant for experiments in detecting credit 

card-based fraud. Their study tackled general problems in data mining that have been 

investigated by previous researchers in different domains.  

 

They recognised some aspects that were not thoroughly investigated in the financial fraud 

detection setting; including the presentation of a problem, selection of features, and the 

performance metrics. Furthermore, their study explored these issues with simulations in a 

controlled environment, focused mainly on algorithms that are used for detection, selection of 

features, and metrics to measure performance for credit card fraud. Findings revealed that most 
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detection algorithms have strengths in only a limited number of areas and recommended that 

different areas be assigned corresponding priorities to determine the suitable algorithm. 

 

2.2.4 Neural Network Algorithms 

A study by Khoshgoftaar, Hulse, and Napolitano (2010) presented a broad experiential 

investigation that used imbalanced data with labelling errors to learn using NN algorithms. The 

initial phases of their study examined the effect of class imbalance and class noise on two NN 

learning algorithms. The next phase studied the impact of addressing the data imbalance 

problem by improving the performance of the NN algorithms using data sampling. They trained 

and tested over two million classifiers. The study then concluded that the NN responded 

differently to resampling data from other commonly used C4.5 classifiers and observed that 

the performance of NN improved after resampling the data.  

 

According to Su and Hsiao (2007), multivariate data is diagnosed and forecasted using the 

Mahalanobis-Taguchi System (MTS) method. Instead of learning directly from the dataset for 

training, the MTS classifier is created by assembling an incessant measurement scale. 

Consequently, Su and Hsiao (2007) conducted a study to compare numerous common 

classification methods with MTS. The finding showed superiority of MTS as a vigorous 

method to address the imbalanced data classification problems. Furthermore, to define the MTS 

classification threshold, the study developed a probabilistic threshold technique. Lastly, the 

MTS method was used in mobile phone manufacturing to analyse the radio frequency 

inspection process.  

 

Implementation results on the imbalanced data gathered from the process of radio frequency 

inspection revealed that the attributes of the inspection were significantly reduced. 

Furthermore, the high inspection accuracy can be maintained by the radio frequency inspection 

process. Chouiekha, Hassane, and Haj (2018) examined how the Convolution Neural Network 

(CNN) performance compared to the old-style ML methods, which recognise events that were 

fraudulent in a network of mobile communication. Deep learning techniques were used on a 

fraud dataset obtained from a real mobile carrier containing records of customer details. The 

extraction and classification of features used in learning were categorised into events of fraud 

and non-fraud. Experiments of multiple types were executed to assess the quality of the model 

that was proposed. The study discovered that the performance was better in terms of training 
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duration and accuracy of the Deep-CNN method versus traditional algorithms of ML. These 

algorithms were the Gradient Boosting Classifier, Random Forest (RF), and SVM. Hi and Jiang 

(2019) investigated a fault diagnosis model that is data-driven to deal with imbalanced 

chemical data streams. The faults that occurred were diverse with various frequencies that 

arrive constantly in chemical plants. The study proposed a novel technique to support the 

imbalanced data stream of fault diagnosis called incremental Imbalance Modified Deep Neural 

Network (incremental-IMDNN).  

 

The combinations of active learning and employment of an imbalance-modified technique for 

the collection and creation of the most valuable information was the initial phase in designing 

the incremental-IMDNN. To mine potential information, a Deep Neural Network (DNN) 

diagnostic model was utilised. Thereafter, the DNN model was passed on to each following 

increment in a hierarchical manner to cater for fault modes that were new and continuously 

arriving. According to Hi and Jiang (2019), their model used existing knowledge (inherited and 

hierarchically) to train and develop the diagnosis model derived on the faults’ similarity. The 

technique uses dynamic data, which differs from traditional models that use static copies of the 

data to train.  

 

A superclass is formed by merging the same class of faults that have been identified by Fuzzy 

Clustering, and all the sub-models have a uniform architecture and allow parallel training, 

which was established in previous research. The performance was validated on a Tennessee 

Eastman dataset, and the experiment results revealed that incremental-IMDNN was superior to 

existing methods and had substantial adaptability and robustness. An empirical study by Zhou 

and Liu (2006) looked at the consequence of using threshold moving and sampling for NN 

cost-sensitive based training. The training data distribution is modified by both methods, such 

that the appearances of the cases is explicitly used to convey the costs of the cases.  

 

Threshold moving is used to align the classes that are inexpensive with the threshold output so 

that it becomes easier to classify the cases with classes that have a higher cost. The study also 

tests the use of soft-ensemble and hard-ensemble, i.e., the hybrid of sampling and threshold 

moving based on the soft or hard voting schemes. The empirical study used 21 University of 

California Irvine (UCI) datasets that contained three variations of cost metrics and multiple 

real-world cost-sensitive datasets. The findings revealed that the learning of cost-sensitive with 

two-class tasks was less complex than with multiclass tasks, and the complexity may increase 
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with a higher level of class imbalance. Additionally, the study showed that majority of the 

methods were effective with two-class tasks, whereas the majority struggled and influenced the 

results negatively with multiclass tasks. The overwhelming conclusion was that soft-ensemble 

and threshold moving are suitable choices for NN cost-sensitive training. 

 

2.2.5 Other Algorithms 

The widely used fraud detection algorithms are the SVM, DT, LR, and RF. Many researchers 

(Chouiekha, Hassane, and Haj 2018; Jiang et al. 2018; Wang and Jin 2020) proposed their own 

unique models using different algorithms. The performance of the models was compared 

against existing and most used techniques through conducting numerous experiments. Mubalik 

and Adali (2017) suggested using an Artificial Neural Network (ANN) based on Multi-Layer 

Perceptron (ANN-MPL), built on top of the well-known implementation of ML strategies. 

According to Mubalik and Adali (2017), it provides the ability to expect and swiftly identify 

fraud.  

 

Zanin et al. (2017) introduced two strategies that had the ability to detect a real-world card 

transaction dataset. These strategies included complex and hybrid data mining networks, and 

the algorithms for classification. Malini and Pushpa (2017) applied the KNN algorithm and 

detection outlier techniques to find the most effective solution for the fraud identification 

problem. Askari and Hussain (2017) proposed a fraud identification solution built on Fuzzy-

ID3. The study revealed that the solution was effective in identifying fraud.  

 

Some improvements on these methods were observed and contributed to the existing fraud 

detection knowledge of the strengths and weaknesses of the models. For instance, Chouiekha 

et al. (2018) showed that the Deep-CNN method displayed better accuracy when compared to 

traditional ML algorithms. However, these solutions fail to address the shortfalls and the 

persistent issues currently existing with fraud detection models such as eliminating false 

positives and pro-actively identifying fraudulent financial transaction in real-time, with better 

accuracy. Other researchers (Shevchik et al. 2017; Randhawa et al. 2018) have proposed using 

a hybrid approach.  

 

Randhawa et al. (2018) experimented using ML to detect fraud with a mixed approach that 

applied the majority voting and AdaBoost techniques, while Shevchik et al. (2017) examined 
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the detection of lubricated surfaces failures using the RF algorithm and Acoustic Time–

Frequency Features. To identify the best performing method, many other studies compared and 

reviewed existing financial fraud detection models against each other (Albashrawi 2016; Patil, 

Nemade, and Kumar 2018; Sadgali et al. 2018). A study by Patil et al. (2018) utilized the 

confusion matrix to review the models and discovered that the RF model performance was 

superior to that of the DT and LR after measuring the performance using well-known metrics, 

i.e., recall, precision, and accuracy. In contrast, a data mining study by Albashrawi (2016) 

found that the most effective technique for financial fraud detection was the LR model. 

 

2.3 Data Sampling Approach   

The data-point level approach comprises of mediations to relieve the class imbalance effects 

on the data, and it offers the versatility to support most of the latest algorithms, which include 

but are not limited to SVM, DT, and LR (Scornet 2016). 

 

2.3.1 Undersampling, Balance-Cascade, and Easy-Ensemble  

An experiment conducted by Liu, Wu, and Zhou (2009) proposed two algorithms to deal with 

the deficiency of applying Undersampling to control the influence of imbalanced classes. The 

Undersampling deficiency was the disregarding of numerous majority classes during 

resampling. Therefore, Easy-Ensemble and Balance-Cascade was proposed. The majority class 

is divided by Easy-Ensemble into numerous smaller portions, then the learner is trained per 

portion per iteration, and finally, each output from the iterations get bundled together.   

 

Balance-Cascade utilizes a sequential training-based approach, wherein each sequence, 

examples belonging to the majority class that have been rightfully classified are discarded to 

avoid duplication in the following sequence. During a comparison with other approaches, both 

the Easy-Ensemble and Balance-Cascade showed a higher Area under the ROC Curve (AUC), 

F-measure, and G-mean values. According to Liu Wu, and Zhou (2009), the training time 

closely matched to Undersampling, and compared to other approaches, it was considerably 

faster.  

 

2.3.2 Logical Graph of Behaviour Profiles 

Zheng et al. (2018) performed an experimental study on detecting transaction fraud-based 

behaviour diversity and total order relation, which was used to identify fraudulent transactions 
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from online-generated transactions. The study proposed the utilisation of a Logical Graph of 

Behaviour Profiles (LGBP) that was a complete set of order-based models to denote the logical 

relation between the attributes and features of transaction records. A path-based shift likelihood 

from one attribute to another attribute can be computed based on transaction records of users’ 

and LGBP (Zheng et al. 2018). The study also defined a Diversity Coefficient based on 

information entropy to outline users’ transactional behaviour diversity. Furthermore, the study 

defined a State Transition Probability matrix for the user’s temporal transaction features to be 

captured. The study collected a sample of actual data from 70 users. The dataset contained 70 

records of online shopping transactions for each user on TaoBao.  

 

The study selected five columns to use for the transaction records: transaction_location, 

shipping_address, category_of_goods, transaction_time, and amount. According to Zheng et 

al. (2018), when detecting transaction fraud, those were the five most effective attributes. The 

study compared the performance of the model against Srivastava’s method that employed 

Markov Chain as the Behaviour Profile model and ran trials using data generated for the 

simulation. In addition, a comparison was made against two other methods for detecting 

anomalies namely, self-organising maps-based and Bayesian learning-based fraud detection 

methods. The comparison was made using six popular evaluation metrics. The results of the 

experiment indicated that the introduced model incapacitates the limitation of models based on 

the Markov Chain because of the diversity characterisation of the behaviours of users.   

 

2.3.3 Oversampling- and Undersampling-Based Online Bagging 

Wang, Minku, and Yao (2015) suggested using two learning algorithms that constructed an 

ensemble classifier capable of dealing with class imbalances in a live environment using time-

decayed metrics and resampling techniques called Undersampling-based Online Bagging 

(UOB) and Oversampling-based Online Bagging (OOB). The study further attempted to create 

an advanced strategy for resampling by amending UOB and OOB, and to improve their 

performance with data streams that are dynamic or static. The paper firstly provided a broad 

analysis of data streams with class imbalance, which covered the distributions of data, rate of 

imbalance, and the status alterations in class imbalance. 

 

The results showed that UOB was more effective at identifying examples of the minority-class 

in data streams that were static while OOB was stronger with changes that were dynamic in 
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class imbalance status. It was found that distributions of the data were a major factor towards 

their performance. Wang et al. (2015) further proposed two novel ensemble techniques that 

preserved both UOB and OOB called Weighted Ensemble-based Online Bagging (WEOB) 

version 1 and 2. Both the ensemble techniques had adaptive weights for the ultimate prediction 

and were found to display robustness and good accuracy while maintaining the strengths of 

UOB and OOB.  

 

2.3.4 Locality Sensitive Hashing based on SMOTe 

Hassib et al. (2019) presented a framework comprising three stages that improved the 

performance of optimisation algorithms for mining imbalanced Big Data by eliminating 

problems with the local optima. Stage one was a pre-processing stage that used Locality 

Sensitive Hashing (LSH) based on a modified version of the Synthetic Minority Oversampling 

Technique (SMOTe) method for addressing the problem of class imbalance. The instances of 

the dataset were hashed into buckets of data using LSH solution. In stage two, they 

implemented a bucket search process that used Grey Wolf Optimizer (GWO) to allow 

searching within each bucket for the global optimum for training Bidirectional Recurrent 

Neural Network (BRNN).  

 

The final third stage introduced the combined GWO-BRNN approach, which scanned all global 

optimums from all the buckets to determine the global optimum of the entire dataset. Hassib et 

al. (2019) proposed a framework called LSH-GWO-BRNN, which was evaluated on nine 

datasets against seven ML algorithms using AUC and Mean Squared Error (MSE) metrics. The 

algorithm was tested over four well-known datasets and measured by the accuracy of the 

classification and MSE. The findings substantiated that their introduced framework delivered 

high avoidance of local optima, showed fewer complexities, greater accuracy, and minimum 

overheads. Pes (2020) investigated a combined approach to improve performance that was 

made up of techniques for addressing the issue of imbalanced classes mixed with techniques 

for reducing dimensionality.  

 

The study combined multiple variations of feature selection with different data sampling 

strategies and cost-sensitive grouping techniques. An experiential study was executed to 

evaluate the resulting learning systems on six benchmark datasets using leading classification 

algorithms. According to Pes (2020), the superiority of the combined learning approach, which 
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aims to solve both the issue of imbalanced classes and high dimensionality, was proven by the 

study with using the commonly adopted paired t-test, at a confidence level of 0.05. Their 

findings revealed that the combined approaches are significantly better than single techniques 

such as feature selection for datasets that are mostly imbalanced. 

 

2.3.5 Spatio-temporal Oversampling and Selective Down-Sampling  

Zhang et al. (2017) stated that the problem of class imbalance was with background subtraction 

in video data, where the minority class was the foreground and the majority class was the 

background. The authors introduced a framework for imbalance compensation to deal with 

background subtraction by exploring temporal and spatial correlation, characteristic in video 

data. The framework comprised of imbalance-compensated Bayesian classification and 

imbalance-compensated bilayer modelling sequential components. The first component 

operated at the data level, which contained Selective Down-Sampling (SDS) and Spatio-

temporal Oversampling (SOS) to fix the imbalanced data.  

 

SDS works by deleting the majority class samples that are overlapping in the data selectively, 

whereas SOS rebalances the data by increasing samples of the minority class (Zhang et al. 

2017). Consequently, after the first component, a bilayer model was trained using the resulting 

data. The second component operated at the algorithm level and introduced new cost functions 

to address the effect of imbalanced classes. The imbalance measurement built the cost 

functions, which were consumed in the Bayesian classification scheme to create the prior term. 

The findings based on the trials executed using public datasets proved that the introduced 

approach was more effective than the benchmark.  

 

2.3.6 Association Correction for Imbalanced Data 

A study by Bao, Huang, and Bao (2018) found that the issue of imbalanced data causes highly 

biased classifications, which leads to inaccurate flagging of the true class relationships. To 

address this issue, Bao et al. (2018) introduced a computational framework that was designed 

to enhance the performance of the Genome-Wide Association Study (GWAS) with imbalanced 

data, called the Association Correction for Imbalanced Data (ACID). The ACID framework, 

built on the theory of imbalanced learning, was enhanced to perform the function of association 

discovery from sequential genomic data. After conducting the experiments, they observed that 

the efficiency of GWAS on a highly imbalanced dataset was improved dramatically using 
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ACID. They tested the effectiveness of ACID by performing a GWAS analysis with two types 

of cancer datasets that were highly imbalanced, namely, Bladder and Gastric Cancers. The 

finding showed that, compared to regression methods, ACID was more sophisticated in 

discovering suspicious loci and was found to be consistent with existing discoveries.  

 

2.3.7 Conditional Generative Adversarial Network-Mean-Covariance Balancing 

Labelling 

Li, He, and Li (2019) proposed a method to enhance the reliability evaluation of transmission 

gears with data that is imbalanced and insufficient, called Conditional Generative Adversarial 

Network-Mean-Covariance Balancing Labelling (CGAN-MBL). A model was built based on 

a Conditional Generative Adversarial Network (CGAN) to produce reliable instances matching 

the original distributions of the data. During the study, they found that when adding a network 

weight initialisation scheme to the model, the capability to escape from local optimum was 

improved and the CGAN feature of universal search was strengthened. They designed a mini-

batch discriminator with the ability to iteratively separate generated and original batches of 

data. 

 

Secondly, to alleviate the weaknesses of CGAN with generated and unlabelled data, they 

introduced Mean-Covariance Balancing Labelling (MCBL) to label the data that was 

generated. MCBL works by discovering the closest distance amongst original class centres and 

generated instances. Lastly, the classifiers were trained using artificial data created by 

combining the original and generated data. The experiment outputs revealed that their approach 

was very effective for a transmission-gear imbalanced dataset that was captured from the real 

world. The study tested different models and they found that the RF model performed 

effectively on the artificial data; the ability to classify the minority class improved significantly.  

 

2.3.8 Dynamic AdaBoost classifier and SMOTe  

A study by Lin et al. (2019) stated that a major problem facing companies was lack of support 

for off-the-shelf offline classifiers. They found that support for ensemble learning has focused 

mostly on online classifiers in past studies. To provide offline support, Lin et al. (2019) 

introduced a new ensemble-learning algorithm with a three-stage Condition-Based 

Maintenance (CBM) to handle imbalanced data with concept drifts. The first stage involved 

training an ensemble classifier.  
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The second stage attempted to detect concept drifts in imbalanced data using an enhanced 

Linear Four Rates (LFR) technique. The third stage handled the imbalanced data using SMOTe 

and used the early learnings to create an improved Dynamic AdaBoost classifier. A dataset 

containing various levels of imbalance was used to conduct the experiments. The findings 

revealed that all the concept drifts were detected successfully with their proposed solution, and 

there was a 94% accuracy rate in minority class detection, which was the highest they recorded.  

 

2.3.9 Novel Class Imbalance and Classification Methods 

Gomaa and Jalloul (2014) proposed a new method for data-aided approximation of imbalance 

phases and mixer gain in the analogue frontend of direct-conversion receivers. Their study 

estimated the In-phase and Quadrature Imbalance (IQI) isolated parameters from the failing 

channel projection to reimburse the time-domain using projected IQI parameters. According to 

Gomaa and Jalloul (2014), the method was inspired by the situation in which the antenna ports 

used for the transmission of data resided in different locations from the IQI projection-training 

symbols that were transmitted. In this situation, they found that the channel projection and 

conventional IQI composite was not suitable for detecting the signal, since different channels 

were used by the data and training symbols.  

 

Statistical results revealed that their method obtained up to 10-decibel (dB) enhancement with 

just two training symbols. Jiang et al. (2018) introduced a unique technique for fraud detection 

made up of four stages: pre-processing data; clustering behavioural patterns; classifying the 

patterns of behaviour and assignment; and updating the behavioural profile of cardholders via 

a feedback mechanism. To deepen the behavioural patterns of the cardholder, in the initial 

phases the study utilised the historic transaction records of the cardholder. In experimenting, 

Jiang et al. (2018) proposed a window-sliding technique to provide a cumulative total of the 

transactions in each group. Next, for each cardholder, they performed an extraction for a pool 

of precise behavioural patterns founded on the transactions of the cardholder that were grouped 

and historical.  

 

Thereafter, for each cluster, a set of classifiers was trained on the foundation of all behavioural 

patterns. Lastly, in the final phase, the classifiers were used to identify online fraud and if the 

incoming transaction received a fraudulent flagging, a mechanism for feedback was taken in 

the process of detection to unravel the issue of notion drift. To choose the best fraud detection 
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model, the study used a framework by Shen, Tong, and Deng (2007) for performance 

evaluation of the technique that was proposed against LR and RF. The experiment findings 

demonstrated that the introduced technique had a performance that was better than the two 

methods. According to Cano, Zafra, and Ventura (2013), the purpose of Data Gravitation 

Classification (DGC) was to categorise the samples of data by evaluating the gravitation among 

distinct classes. However, they discovered that due to the distinct relevance of the attribute of 

data for computation of distance, the issue of class imbalance, and attributes that are noisy and 

lack relevance, gravitation calculation was a more complex problem. 

 

Therefore, Cano et al. (2013) presented an improved classification algorithm that was 

gravitation-based but featured enhancements to alleviate the identified problems with existing 

gravitation models. The improved algorithm was called Data Gravitation Classification Plus 

(DGC+), in which per class classification, a matrix of weights was introduced to define each 

attribute’s importance that was used to assess the distance among the samples of data. The 

performance for the classification was improved by considering the local and global 

information of data, particularly within boundaries of the decision. They experimented using 

numerous statistical nonparametric tests and measured DGC+ against well-known 

classification algorithms based on 44 imbalanced datasets and 35 standards. The findings 

showed that the DGC+ algorithm out-performed the majority of the well-known solutions 

 

A study by Pozzolo et al. (2018) was carried out to elucidate the measure of performance that 

was most suitable to be used for the purpose of detecting fraud. A new strategy was developed 

for learning that addressed class imbalance effectively, concept drift, and latency for 

verification was designed and evaluated. Two large datasets of European Credit Card owners’ 

transactions from online e-commerce were used. Pozzolo et al. (2018) also performed an 

investigation to illustrate the consequence of concept drift and imbalanced classes within the 

real-world context with a data stream consisting of over 75 million transactions, which were 

authorised over a three-year period. The findings show that in learning, it is obligatory to 

convey higher significance to the feedback of the issues to induce clear-cut alerts. It was also 

shown that in the learning process, the solutions with inferior emphasis on feedback were more 

likely to provide less clear-cut alerts.  
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2.3.10 Novel Undersampling and Class-Based ensemble for Class Evolution 

Minku, Wang, and Yao (2016) investigated the gradual disappearance and emergence of 

classes’ phenomenon. Their study introduced the Class-Based ensemble for Class Evolution 

(CBCE) approach. This was designed to quickly adapt to class evolution by retaining a base 

learner per class and updating them with fresh data. Thereafter, the paper proposed a new 

Undersampling technique to address the vibrant imbalanced class problem resulting from the 

classes’ gradual evolution. According to Minku et al. (2016), the CBCE effectiveness was 

demonstrated by empirical studies in several class evolution situations, which compared 

findings to class evolution adaptation methods that already exist.  

 

The study revealed that CBCE adapted better than existing techniques with all three of the class 

evolution cases, namely, disappearance, emergence, and reoccurrence. The empirical studies 

verified that CBCE was more reliable and performed better than the well-known class evolution 

algorithms regarding the ability to adapt and the performance of the overall classification. 

However, according to Minku et al. (2016), they discovered some disadvantages of CBCE, 

which included the rating of class importance. For example, emerging or non-evolved classes 

might be more important than a disappearing class in some real-world applications. They found 

that performance with non-evolved classes might decay since the evolved classes are given 

more prominence. Therefore, the study concluded that mining data streams was still a complex 

task. 

 

2.3.11 Pattern Recognition Model 

Adedoyin (2016) investigated a novel mobile money predictive model for pattern recognition 

of transfer transactions. The study replicated various scenarios of mobile money fraud to create 

an artificial dataset containing transfer transactions. The model’s applicability was examined 

using the artificial dataset and the findings revealed that the model produced promising 

performance with recognising fraudulent patterns. They discovered that experts can use the 

rankings of transactions into groups provided by the findings to gain insight into transactions 

that are suspicious for proactive investigating. Weng, Chang, and Chiong (2009) presented an 

active balun with low imbalance, dc-21 gigahertz (GHz) using a two µm InGaP/GaAs HBT 

process for fast data communications.  
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The 3dB bandwidth was enhanced for the active balun proposed by adopting a Darlington cell. 

The method addressed the phase errors that occurred among the differential output ports due 

to diverse numbers of stages, by designing a feedback capacitor. The experimental results 

showed that there was a 1.2 dB imbalance amplitude maximum, a 2.5dB small signal-gain 

average, a below 5 phase error, and a 21GHz broad bandwidth improvement. The balun group 

delay measured was less than 30ps with minimum disparity. Furthermore, they presented an 

eye diagram containing up to 12.5Gbps of bit-stream pseudorandom. They found that based on 

the group delay and low imbalance, the active balun was more suitable for fast data 

communication. 

 

2.3.12 Range Estimation, Classification, and Clustering 

To address the challenge of insufficient data, Fang et al. (2019) proposed the novel and 

customised Clustering, Classification, and Range Estimation (CCRE) statistical method. The 

CCRE method identifies a match amongst the rich data network having clusters with current 

phase time series and the scarce data network having only the annual average current phases. 

A range estimation was then performed by CCRE for the energy loss that was imbalance-

induced, which the network with scarce data become resembled by the network clusters that 

were data rich. 

 

The range was narrowed down by applying the Chebyshev’s inequality theory that represented 

the energy loss, which was imbalance-induced, interval of confidence for the networks with 

scarce data. The study showed that over 80% of the networks with scarce data that were 

clustered correctly due to having small amount of data. Furthermore, the energy loss that was 

imbalance-induced achieved 89% confidence estimation. 

 

2.3.13 NSE-SMOTe and GSMOTe-NFM 

Ditzler and Polikar (2013) defined a hybrid method for concept drift that was based on 

ensemble learning for imbalanced data. In the first method, to address the data imbalance 

problem they used SMOTe and logically combined it with the NSE algorithm for concept drift 

to create an integration method called NSE-SMOTe. The mechanism for weighing errors that 

were class-independent from NSE with a penalty constraint provided the ability for the 

algorithm to be forced to balance the accuracy on all classes. The novelty of their method was 

provided by the capability to apply the accuracy of modified class imbalance and the time of 
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each classifier to past and current environments, in order to determine the weights of voting for 

members of ensembles to combine.  

 

They found that the proposed method was more favourable than the benchmark method, which 

indicated the ability for NSE-SMOTe to tackle the challenge of concept drift and the problem 

of data imbalance. Cheng et al. (2019) found that the local distribution characteristics tend to 

be neglected since SMOTe assigns only the global neighbourhood K parameter and during 

Oversampling, the noisy information is usually propagated. To address these two problems 

synchronously, they introduced a Grouped SMOTe with Noise Filtering Mechanism 

(GSMOTe-NFM) approach (Cheng et al. 2019). To gain insight on the real distributions of the 

minority and majority classes, the algorithm adopted the Gaussian-Mixture Model (GMM).  

 

The comparing of the probability densities of similar instances belonging to two distinct classes 

allowed the removal of instances with the most noise. The remaining instances of the minority 

and majority classes were used to construct two new GMMs. The corresponding information 

of the probability density formed the basis for dividing all instances of the minority class into 

three distinct groups, namely, outlier, safety, and boundary. Lastly, a single K parameter was 

assigned to instances that belong specifically to each group, for new instances to be generated. 

Cheng et al. (2019) performed experiments using the three leading classification models, 24 

binary-class benchmark datasets, and evaluated GSMOTe-NFM against various Oversampling 

algorithms. The study revealed that the introduced GSMOTe-NFM performed better than 

SMOTe variations. 

 

2.3.14 Hybrid Sampling Algorithm Called RUSBoost 

Seiffert et al. (2010) introduced the RUSBoost solution, which was a combination of Random 

Undersampling and AdaBoost for learning from a training dataset that was severely skewed. 

The solution provided enhancements to offer a faster and simpler SMOTe Boost alternative, 

which combined data sampling and boosting. The RUSBoost and SMOTe Boost solutions with 

their component performances were assessed individually. Experimental research was carried 

out to examine 15 datasets sourced from different application domains, four metrics for 

evaluation, and four classifiers. The findings supported the introduction of RUSBoost, which 

was faster, simpler, and performed better than other solutions, including SMOTe Boost.  
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2.3.15 Map Reduce Implementations of Naïve Bayes Classifier and Random Forest 

Classifier 

Somasundaran and Reddy’s (2016) paper focused on one problem that exists prominently in 

real life applications, data imbalance. This problem arises because of the uneven nature of 

particular real-time applications. The proposed approach analyses imbalanced data and its 

impact on the classification process. The Map Reduce applications of RF and NB Classifiers 

were used on Big Data to identify the reliability and accuracy exhibited by these methods when 

the training given to the classifier model was biased. The sampled data with several intensities 

of imbalance were used for investigation. Experiments were conducted and the results 

exhibited were analysed to identify the threshold levels of imbalance, best sampling technique 

for Big Data and the comportment of algorithms towards imbalanced data.  

 

2.3.16 Distance-based Balancing Ensemble 

According to Chen et al. (2019), the ensemble learning method can address the imbalance 

problem more effectively than other methods. A popular method was the Splitting Balancing 

Ensemble (SBE) that learns from imbalanced datasets by transforming them into various 

subsets that are balanced and on which are used to build sub-classifiers. Chen et al. (2019) 

further state that the subsets that are generated by SBE have very limited samples, which leads 

to under-fitting when learning from a dataset that is highly imbalanced. 

 

Therefore, Chen et al. (2019) proposed a method with two tasks called the Distance-based 

Balancing Ensemble (DBE) to address the problem of under-fitting and enhance the 

classification algorithms’ generalisation performance. The first task of DBE involved creating 

various unbalanced subsets with a ratio of imbalance that was much lower, from dividing an 

extremely unbalanced learning dataset. The second task obtained balanced subsets using an 

Oversampling method that was a weighted semi-unsupervised, adaptive modified method, and 

applied it to each subset. 

 

The ensemble results were combined using a method that was more effective, called Distance-

based Combination Rule (DCR) which was introduced by the study. To show that the DBE 

model with the DCR was more effective, they assessed the method using 48 public datasets 

that were extremely unbalanced from publicly available repositories. The DBE-DCR model 

showed superior performance to other ensemble models. 
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2.3.17 Deep Fuzzy C-mean Clustering for Imbalanced Multi-class Classification 

Rashad, Riaz, and Jiao (2019) introduced the Deep Fuzzy C-mean Clustering for imbalanced 

Multi-class Classification (DFCM-MC) semi-supervised algorithm. In their study, the depth of 

how the strategy for decomposition was applied was represented by the word “Deep”. Firstly, 

the semi-supervised original data was decomposed into unlabelled and labelled data. The 

classification model was trained using both unlabelled and labelled data to extract information 

that was descriptive and useful. Secondly, multi-intra clusters were formed by breaking down 

the labelled and unlabelled data to tackle the issue of imbalance in multi-class data that tends 

to maximise the features of intra-cluster and intra-cluster classes.  

 

The study proposed the DFCM-MC approach that uses multi-intra clusters to extract new 

features for redundancy control in the classification of multi-class data with high imbalance 

that is associated with the features with high similarities among multi-intra clusters. Moreover, 

they addressed the issue of data imbalance by applying the technique for data re-sampling to 

improve the performance of DFCM-MC classification. Rashad et al. (2019) conducted their 

trials on 18 imbalanced multi-class benchmark datasets, four leading algorithms for learning, 

and measured the performance with three mean metrics, namely, the AUC, accuracy, and f-

measure. The output through the metrics showed that the ability to identify and merge vital 

information from unlabelled data enabled DFCM-MC to have an edge and perform at a higher 

level of accuracy. 

 

2.3.18 Beneish M-Score 

Tarjo and Herawati (2015) conducted a study to examine the capability of Beneish M-Score in 

identifying fraud on financial data. The study used the data of the corporations that were found 

to have committed fraud on the Fraud Database of Sanctions of Issuer Cases Public Companies 

that was made available by the Financial Services Authority during the period 2001 – 2014. 

The financial data of companies that committed no fraud for the same period and of the same 

industries were used for comparison. There was a total of 70 companies in the database, equally 

classified into a group of two categories; fraud and non-fraud. The classification accuracy to 

identify fraudulent transactions was 77.1% in the fraud group. The classification accuracy, 

from the non-fraud group made up of 35 companies, was 80% which meant that 28 were 

correctly flagged as not committing fraud. This also meant there was a 20% false positive rate, 

which were companies inaccurately flagged to have committed fraud. Based on the results, the 
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Beneish M-Score model demonstrated that it does have the ability to identify financial fraud 

but does not resolve the issue of false positives.  

 

2.3.19 Process Mining Technique and Anomaly Feature Detection 

Baader and Krcmar (2018) stated that the red flag technique introduces indications for 

behaviours that are unusual, while process mining restructures and envisages the as-is process 

of the business from the core dataset. Baader and Krcmar (2018) explored the enabling of 

recognition and ensuing visualisation of potential process instances that could be fraudulent by 

using a mixture of the red flag, process mining technique, and by assigning equivalent red flags 

to those processes. There were 226 031 instances of processes of the IDES dataset and of the 

GBI dataset there was a total of 161 101 process instances that formed part of the overall dataset 

that was analysed.  

 

Eight cases of fraud were identified out of 13 by the prototype within the IDES dataset, whereas 

the prototype was only able to identify 7 out of 18 implemented cases of fraud in the GBI 

dataset. The study revealed that the total number of cases of fraud successfully identified as 

true positive was 15 out of 31 cases, and even though available, the prototype was unable to 

detect 16 cases of fraud (FN) in the GBI and IDES datasets. There were 1 399 legitimate cases 

that were identified as fraud and a total of 377 101 legitimate instances that were identified 

accurately (TN) by the prototype. The rate of FP was shown using the confusion matrix.  

 

However, the study also found that a thorough confusion matrix was difficult to compute with 

a live dataset, since the number of cases of fraud present in the dataset was undefined, but for 

both real and synthetic datasets, the rate of true and FP can be determined. According to Huang 

et al. (2018), most of the methods that already exist focused individually on information of 

features and networks and never consumed both types of information as a unity. Thus, Huang 

et al. (2018) conducted an experimental study using Anomaly Feature Detection to detect 

financial fraud and proposed a framework for detecting fraud called CoDetect that can consume 

both the feature information and network information for detecting financial fraud. The study 

found that after numerous trials with both real world and artificial data, the proposed 

framework was effective and efficient in preventing financial fraud. They discovered that 

CoDetect excelled mostly in detecting money laundering fraud. 
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2.3.20 Feature Selection Based on Random Forest 

Yao et al. (2020) conducted a study to address the required complicated classification model 

and the issue of higher feature dimension for recognition of insulation defect in partial 

discharge. The paper introduced a method combining Random Forest with Variance Analysis 

(RF-VA) for serialised forward selection in selecting the best subset. Two aspects of the 

method were improved. The first aspect uses a Variance Analysis based method that measures 

feature dissimilarities among classes, and attains a revised arrangement displacement scheme 

to direct the values order rearrangement from a bag released data sample. 

 

The second aspect implemented the method for Arrangement Forward Search used to perform 

Feature Selection could get the results for iteration evaluation. The method addresses 

randomness to define the feature subset size and unpredictability of the results found in the 

original algorithm. The finding revealed that RF-VA achieved a better features subset, reduced 

the set of characteristics of partial discharge dimensions and improved the defect type of partial 

discharge identification rate. 

 

2.3.21 Undersampling using Easy-Ensemble and Balance-Cascade 

According to Liu et al. (2009), an efficient method of addressing the issue of class imbalance 

was Undersampling because it extracts majority classes to create subsets that match the 

minority class. However, Liu et al. (2009) stated that most examples of the majority class are 

neglected, which was the main deficiency with Undersampling. The study proposed the Easy-

Ensemble and Balance-Cascade algorithms to deal with this deficiency. Numerous subsets of 

the majority class are sampled using Easy-Ensemble, which uses each subset to train a 

classifier, and the outputs of those classifiers are combined at the end. 

  

Balance-Cascade performs sequential training of the classifiers, where in each step, the 

examples of the majority class that were correctly classified get deleted to prevent them from 

being considered again. The results of the experiment revealed that the G-mean, AUC, F-

measure performance measures of Easy-Ensemble and Balance-Cascade were higher than the 

leading methods that were widely used to combat class imbalance. Furthermore, they found 

that the duration of training of the proposed methods was approximately similar to 

Undersampling alone, under the same conditions, which was very fast compared to other 

Undersampling-based methods.  
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2.4 Chapter Summary 

Many studies have been conducted that focused on fraud detection algorithms and class 

imbalance problems. This chapter has presented classification algorithms from previous 

literature that can be applied to build CCF detection systems. Standard models and hybrid 

methods using the ML algorithms were reviewed, namely, AdaBoost and majority voting, 

SVM, Naïve Bayes, K-Nearest Neighbours and the Bagging ensemble classifier, Decision 

Tree, Logistic Regression, Neural Network algorithm, Convolution Neural Network, Deep-

CNN, and Artificial Neural Network. More than 22 data-point approached were discussed that 

were used to solved class imbalance issues across various domains including CCF.  

 

A highlight of some the approached include Undersampling, Balance-Cascade, and Easy-

Ensemble, a Feature Selection based Logical Graph of Behaviour Profiles, Oversampling and 

Undersampling-Based Online Bagging, Locality Sensitive Hashing based on SMOTe, 

Association Correction for Imbalanced Data, Conditional Generative Adversarial Network-

Mean-Covariance Balancing Labelling, Dynamic AdaBoost classifier and SMOTe, Novel 

Undersampling and Class-Based ensemble for Class Evolution. The performance was 

measured using well-known metrics, i.e., recall, precision, Matthews Correlation Coefficient 

(MCC) metric, confusion matrix, G-mean, AUC, F-measure and accuracy. Literature reveals 

that there is a uniform solution for the fraud detection and class imbalance problem.  

 

The overwhelming conclusion is that if the dataset is imbalanced, the problem of distinguishing 

between the positive and negative cases continues to persist in detecting CCF. Most studies 

introduced novel approached that have their own advantages and disadvantages but there has 

been little research to discover the data-point approach combination that is best to use with the 

classification algorithms to deal with class imbalance in CCF detection. Hence, the study was 

conducted to investigate in-depth the methods of handling class imbalance in the credit card 

datasets to determine the best approach to address the misclassification problem in CCF 

detection. Our study provides an intensive statistical and comparative analysis of the prediction 

results before and after using the data-point approach to solve the problem of imbalanced CCF 

datasets. 
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CHAPTER THREE: RESEARCH METHODOLOGY 

3.1 Introduction 

The research methodology defines the specific procedures and techniques used to select the 

suitable design and datasets, explains the process for carrying out the experiment, and how the 

information was analysed to answer the research question. This chapter is structured as follows: 

research design; scientific research modelling; architecture of the study; tools; and datasets, as 

well as cross validation, performance metrics, classification algorithms, the data-point 

approach, and finally, the chapter summary. The data-point approach sub-sections describe the 

novelty of how the Feature Selection, Undersampling, and Oversampling techniques were 

utilized to solve the problems created by credit card datasets with an imbalanced class 

distribution. 

 

3.2 Research Design 

A quantitative study was executed using an experimental research design. This design was 

selected because it is more appropriate when the objective is to test the effects of manipulating 

the independent variable on the dependent variable (Feldt 1958). An experimental study was 

considered most suitable for studying the ML model’s ability to identify fraud before and after 

manipulation, through methods of handling imbalanced data in the credit card datasets. The 

experiment was carried out using ML and the data-point level approach. According to 

Xiaolong, Wen, and Yanfei (2019) the data-point level approach comprises of data 

interventions to relieve the effects of imbalanced classes, and it is built with the elasticity to 

support the latest algorithms such as LR, DT, and SVM.  

 

The study applied a supervised learning strategy that used the classification technique. The 

powerful tools that come with supervised learning enable data processing and classification 

using ML (Zhang, Zulkernine, and Haque 2008). Supervised learning was used with labelled 

data. Labelled data refers to a dataset with classified and structured data. The classification 

algorithms that were used for the experiments focused on distinguishing binary classes by 

examining labelled data and identifying related patterns (Wu et al. 2012). During the 

experiments, the classification algorithms were used to distinguish between fraudulent and 

legitimate transaction. 
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3.3 Scientific Research Modelling 

In scientific research, an idea is simplified and presented using a model, which can be an object, 

a process, or a system that can clarify and describe a phenomenon that is difficult to directly 

experience (Krstic and Bjelica 2015). Figure 3.1 below shows the high-level flow of activities 

to complete the binary classification experiment. 

 

 

Figure 3.1: High-level experiment process model for binary classification experiment 

 

Figure 3.1 shows that the experiment began by inputting the credit card dataset into the Python 

notebook. The next step was to perform exploratory data analysis to gain insight on the dataset. 

Pre-processing followed thereafter to correct any data issues and ensure there are no null 

values. Feature selection is a data-point technique, defined as the process of selecting features 

that have an influence on the variable that must be predicted using manual or automated 

methods. The study explored three Feature selection techniques, namely, Correlation Matrix 

with Heatmap, Univariate Selection, and Feature Importance. 

 

Train-Test-Split is the process of splitting the main dataset into training and testing subsets. 

The next step was to build the ML classifiers using classification algorithms, namely, SVM, 

RF, DT, and LR. The subset datasets were then fed to the classifiers for training and evaluation. 

The classifiers were used to perform a binary classification that was measured using 

performance metrics to analyse the accuracy of the prediction. The prediction analysis focused 

on determining the rates of True Positives (TP), True Negatives (TN), False Positives (FP), and 

False Negatives (FN) to gain insight on predictive accuracy and the rate of misclassification.  
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Figure 3.2 below illustrates the overview of the ML classification process. 

 

Figure 3.2: Machine Learning Classification Process (Candanedo et al. 2018) 

 

Figure 3.2 describes the flow of activities in a ML classification process (Candanedo et al. 

2018). Pre-processing was done to clean and validate the condition of the credit card dataset. 

‘Data train’ was the training dataset that was fed into the classification model, which was built 

using ML algorithms. ‘Data Test’ was a testing dataset that was fed into the trained Model, 

which used the ML algorithms to perform a prediction and produce a classification report. The 

prediction was used to assess the model’s predictive accuracy. The process can be iterative and 

the ‘Model’ is continuously evaluated and fine-tuned after each iteration to improve the 

performance.  

 

 

Figure 3.3 below is a novel model showing the four logical stages used to carry out this 

experimental research.  
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Figure 3.3: Four logical stages for conducting the experiment (Author) 

 

The experiment was executed in four stages: pre-test stage; treatment stage; post-test stage; and 

review stage. During the pre-test, the original datasets were fed into the ML classifier and each 

of the four selected algorithms mentioned above were used to train and assess the predictive 

accuracy of the classifier. The datasets were fed into the ML model using the 3-step loop: 

training; testing; and prediction. During the treatment stage of the experiment, the data-point 

level approach methods were applied to the dataset to ease the consequences of class 

imbalance. The study investigated the Undersampling, Oversampling, and Feature selection 

techniques to identify the best solution, to yield the most accurate results on the credit card 

dataset.  

 

The study also investigated the adequate amount of application of each of the three techniques. 

The output of this stage was a resultant dataset from each method. In the post-test stage, the 

resultant dataset was taken and again fed into the classifiers. Stages two and three were iterative 

processes; the aim was to overcome the imbalanced data problem, therefore an in-depth review 

and analysis of accuracy for each result was conducted after each iteration, to optimise the 

process for better accuracy. Lastly, the review stage carried out a comprehensive review of the 

performance of each algorithm for both the pre-test and post-test results. Then, a cross 

comparison of all the data-point level methods was done to determine the best performing 

method for each algorithm. Lastly, the method that had the best post-test results across all the 

algorithms was compared to the pre-test results of each algorithm.  

Pre-test 
stage

•Feed original dataset into the classifier

•Train - Test - Predict 

Treatment 
stage 

•Undersampling with Near Miss

•SMOTe based Oversampling 

Post-test 
stage

•Feed resampled dataset into the 
classifier

•Train - Test - Predict

Review 
stage

 Performance matrices 

review 

 Comparative and 

statistical analysis 



32 

 

3.4 Architecture of the Study 

Figure 3.4 below shows the binary classification without the data-point approach.  

 

Figure 3.4: Binary classification without the data-point approach  

The experimental study was used to examine the ML algorithms for the identification of fraud 

with an imbalanced CCF dataset (Figure 3.4). The initial pre-test stage experiment was 

conducted without applying the data-point approach techniques. 

 

Figure 3.5 below shows the binary classification with the application of the data-point 

approach.  

 

Figure 3.5: Binary classification with the data-point approach 

 

Figure 3.5 includes interventions through an in-depth investigation of the data-point level 

methods of handling imbalanced datasets. The study proposed two multi-level hybrid data-

point approaches combining Feature Selection and Undersampling with Near Miss, and the 

other combining Feature Selection with the SMOTe methods, which are explained later in the 

chapter and were examined during the experiment. Both approaches were compared to 

determine the best data handling method that improved the predictive accuracy of ML credit 

card fraud identification classifiers through extensive statistical and comparative analysis of 

the findings. 

 

3.5 Tools  

The study made use of the Google Colab notebook and Python programming language. Python 

provides concise and human readable code, a large repository of frameworks and libraries for 

implementing ML algorithms and reducing the time for development; hence, selected because 

it was the most appropriate for the resources and timeframe of this study. The Google Colab 

Credit Card 
Dataset

Data Pre-
processing 

Classification
Prediction 

Results

Credit Card 
Dataset

Data Pre-
processing 

Data-Point 
Approach

Classification
Prediction 

Results



33 

 

notebook runs on cloud servers belonging to Google and was used to write and compile the 

Python code. Google Colab was chosen because it runs on a Google web browser and to 

leverage on Google’s hardware advancement, which included the Tensor Processing Units 

(TPUs), and Graphics Processing Units (GPUs). 

 

3.6 Datasets 

The study was executed using two credit card datasets from Kaggle, obtained from 

https://www.kaggle.com/mlg-ulb/creditcardfraud/home. The datasets were chosen because 

they are excessively imbalanced, labelled, and convenient to the researcher because they are 

publicly available, and easily accessible, which made them fit for this study. The first dataset 

is the European Credit Card dataset, which comprised of the transactions belonging to 

European cardholders. The dataset contained 492 fraud cases out of a sample size of 284 807 

transactions. The minority class only made up for 0.173% of all transactions, which were 

instances recognized as actual cases of fraud in the dataset.  

 

  Fraudcases          =
𝑓𝑟𝑎𝑢𝑑

𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒 𝑠𝑖𝑧𝑒
∗ 100 =

492

284807
∗ 100 = 0.173%           (3.1) 

 

Figure 3.6 below illustrates the graphical representation of the class distribution for the 

European Credit Card dataset.  

 

 

Figure 3.6: European Credit Card dataset class distribution 

 

Figure 3.6 elucidates the bar graph representation of the two classes and the imbalanced class 

distribution found in the European Credit Card dataset. The x-axes is for the ‘Class’ and the y-

https://www.kaggle.com/mlg-ulb/creditcardfraud/home
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axes is for the ‘Frequency’ of occurrence of each Class. The short bar, which is hardly visible, 

shows the 0.173% fraudulent transactions, which is the minority class. The data contains 31 

features. Features V1, V2, up to V28 were the principal components gathered from the 

conversion known as Principal Component Analysis (PCA), which was done because of 

confidentiality legislation. The features that were left out of the PCA conversion were “Time”, 

“Amount”, and “Class”. The feature “Class” stores a numeric value, which can either be 0 to 

indicate a transactions that is normal (legitimate) or 1 to indicate fraudulent transactions.  

 

Figure 3.7 below shows the graphical representation of the time of transaction versus US$ 

amount by Class for the European Credit Card dataset.  

 

 

Figure 3.7: Time of transaction versus US$ amount by Class  

 

Figure 3.7 illustrates the graphical depiction of the amount in US Dollars that the transactions 

found to fraudulent accounted versus those that were legitimate in the dataset. The amounts 

were within the range of the transaction that are legitimate (normal), which causes difficulties 

when considering amount as an indicator to distinguish between the classes. 
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Figure 3.8 below illustrates the graphical representation of the amount per transaction by class 

for the European Credit Card dataset.  

 

 

Figure 3.8: Amount per transaction by Class 

 

The plot in Figure 3.8 illustrates a graphical depiction to compare the number of transaction 

that occur per specific amount for both fraud and normal class on the European Credit Card 

dataset. The fraudulent transaction amounts are within the range of the legitimate transactions 

and account for a very small number. The figure 3.8 shows that majority of transaction are 

within the amount of US$(0 to 2500) for both classes, which makes them difficult to distinguish 

from the normal transactions. An interesting observation is that there are no fraudulent 

transactions that exceed this amount of US$2500, therefore increasing the complexity to 

distinguish the two classes. 

 

The second dataset is called the UCI Credit Card dataset, which comprises of data about Taiwan 

credit card clients. The data includes information about payment history, credit data, bill 

statements, and demographic factors of credit card clients from April to September in 2005. 

The dataset was imbalanced and contained 30 000 instances, of which 6 636 were positive 

credit card cases. 
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Figure 3.9 below shows the graphical representation of the class distribution for the UCI Credit 

Card dataset. 

 

Figure 3.9: UCI Credit Card Dataset Class Distribution 

 

Figure 3.9 shows the UCI Credit Card dataset class distribution. The short bar is the minority 

class that caters for 22.12% of the dataset and represents the positive credit card cases.  

 

𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐜𝐚𝐬𝐞𝐬          =
𝒇𝒓𝒂𝒖𝒅

𝒊𝒏𝒔𝒕𝒂𝒏𝒄𝒆 𝒔𝒊𝒛𝒆
∗ 𝟏𝟎𝟎 =

𝟔𝟔𝟑𝟔

𝟑𝟎𝟎𝟎𝟎
∗ 𝟏𝟎𝟎 = 𝟐𝟐. 𝟏𝟐%  (3.2) 

 

The longer bar shows the normal transactions, which is the majority class on both datasets. The 

imbalance ratio of both dataset was maintained throughout all the subsets of the original dataset 

that were taken for the experiments conducted before any of the data-point techniques were 

applied. The UCI Credit Card dataset has 24 numeric attributes, which makes the dataset 

suitable for a classification problem. An attribute called ‘default.payment.next.month’ 

contained the values of either 0 or 1. The ‘0’ represents a normal (legitimate) case and the value 

of ‘1’ represents the fraudulent case. Validation was performed on each dataset to make sure 

that missing columns or null values are found and fixed.  

 

Thereafter, to gain insight and a visual illustration of the data to make it more information, an 

exploratory data analysis was conducted. During the data preparation step, the first step of the 

multi-level hybrid data-point approached was to use Feature Selection to determine the 

dependent and independent features. The goal was to find those independent features that 

influenced the prediction outcome. The X variable was used to store the independent features. 

The Y variable was used to store the dependent feature, which was the column that indicated 

the class of the transaction. The Y variable is used by the ML classifier to predict the X variable. 

Once the X and Y variables were created, the train-test-split method, which was inherited from 

the sklearn library was called to split the dataset into training and testing subsets. The classifier 
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was trained using the training subset and then evaluated using the testing subset. The method 

call accepts three mandatory parameters, namely the X and Y variable, and the test-size, which 

indicates the percentage of samples to be allocated to the testing subset. A test-size of (0.30) 

was used on both datasets, which means that from the original dataset, 70% of the total sample 

size was allocated to the training subset and 30% was allocated to the testing subset. This is 

referred to as a 70:30 split ratio, which was chosen because it is a recommended benchmark 

ratio that is widely adopted to divide the dataset to achieve optimal results (Favieiro and 

Balbinot 2019).  

 

3.7 Cross Validation 

K-Fold Cross Validation (CV) is the practice of partitioning a particular dataset into 

a K number of folds, where at some point, each fold will be used as a testing subset (Shao 

1993). K-Fold CV is commonly used to achieve an unbiased classification with a small 

balanced dataset that does not have enough examples to train and test the model (Kubat and 

Matwin 1997). K-Fold CV was not used for this study because our study used big datasets that 

are highly imbalanced. According to Zhang (1992), the K-Fold CV is not suitable for 

evaluating classifiers that are imbalanced because the dataset is divided into K-Fold’s 

distribution with the same data allocation probability.  

 

Therefore, the performance of CV is fine for a dataset with a class distribution that is balanced. 

However, in the case of a highly imbalanced class distribution, there is a risk of having folds 

with minimal or zero instances of the minority class. Consequently, there will be certain 

evaluations of the model that will be misleading, since the model will be exposed and 

predicting only one class. 

 

3.8 Performance Metrics 

The measurement metrics chosen to assess the performance was the standard accuracy score 

and the following sensitivity metrics; the F1-score, precision, Average Precision (AP), recall, 

and confusion matrix. An in-depth review and analysis of the accuracy was conducted using 

these performance evaluation metrics. The measurement of the ability to classify classes that 

are positive is called precision (Rekha, Tyagi, and Krishna 2019). Precision can be represented 

mathematically as (TP / (TP + FP)). Recall refer to the model’s ability to correctly classify the 
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TP (Feng, Huang, and Bao 2019). Recall = TP / (TP + FN). According to Askari and Hussain 

(2017), evaluating both precision and recall is useful to determine the model’s predictive 

accuracy in a binary classification. According to Abdulsalam, Skillicorn, and Martin (2011), a 

Precision-Recall (P-R) curve is a plot for different thresholds of the precision (y-axis) and the 

recall (x-axis). The F1 score is the measurement of the test accuracy, which is computed by 

incorporating both the precision and the recall scores. A confusion matrix is a table used to 

map the outcome of the classification for the positive and negative class (Khosravi and 

Jouybari-Moghaddam 2019). The confusion matrix table provides a mapping of the rate of TN, 

TP, FN, and FP (Guo et al. 2019). The confusion matrix table is useful to quantify the number 

of misclassification instances for both the negative and positive classes. 

 

To determine whether there was any improvement in the ability to detect the positive class, the 

following formulas were used to calculate the Average Improvement (AI) for the Precision, 

Recall, and F₁ score for both datasets. For the purpose of the formula, D1 was used to represent 

the European Credit Card dataset and D2 for the UCI Credit Card dataset: 

 

   𝑺𝒖𝒎𝒅𝒊𝒇𝒇𝒆𝒓𝒆𝒏𝒄𝒆𝒔  = (𝑫𝟏_𝒔𝒄𝒐𝒓𝒆𝒂𝒇𝒕𝒆𝒓 − 𝑫𝟏_𝒔𝒄𝒐𝒓𝒆𝒃𝒆𝒇𝒐𝒓𝒆) + (𝑫𝟐_𝒔𝒄𝒐𝒓𝒆𝒂𝒇𝒕𝒆𝒓 − 𝑫𝟐_𝒔𝒄𝒐𝒓𝒆𝒃𝒆𝒇𝒐𝒓𝒆)     (3.3) 

 

  𝐀𝐈𝐬𝐜𝐨𝐫𝐞   =
𝑺𝒖𝒎𝒅𝒊𝒇𝒇𝒆𝒓𝒆𝒏𝒄𝒆𝒔 

𝟐
∗ 𝟏𝟎𝟎 =  % 𝒗𝒂𝒍𝒖𝒆        (3.4) 

 

Sensitivity metrics are the best way to evaluate an imbalanced dataset, whereas the standard 

accuracy score is rely with a balanced dataset. In this study, both the standard and sensitivity 

metrics were used to measure the performance with imbalanced and balanced datasets. The 

goal was to generate a detailed classification report of the classifiers from both the pre-test with 

an imbalanced datasets and the post-test with a balanced datasets. The classification report was 

used to conduct a fair comparison and an in-depth analysis of the performance. 

 

3.9 Classification Algorithms 

Machine Learning (ML) algorithms are widely used for data classification. This study proposes 

the use of the RF algorithm to build a credit card fraud detection solution. The RF algorithm is 

designed to builds a classifier that uses supervised learning for classification and regression. 

The RF is categorised as an ensemble technique and it was chosen because it is made up of 

many decision trees that improve the classification; during the experiment, the forest consisted 
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of 600 trees. Jiang, Lu, and Xia (2016) stated that, a class prediction is produced by each trees 

and the class containing more occurrences becomes the classifier’s final prediction. The data-

point approach was combined with RF to achieve the ideal fraud detection capabilities. The 

use of RF is supported by literature; Bader-El-Den, Teitei, and Perry (2019) introduced a new 

method based on ensemble learning for handling the problem of class imbalance. They 

proposed using a RF algorithm that uses the nearest neighbour algorithm to categorise the areas 

that are critical in a particular dataset.  

 

Their motivation of the study came from the idea that instead of performing Oversampling on 

the data level, it will be done on the algorithm level. This meant that the minority class instances 

were not going to be increased on the datasets as per usual. Oversampling would take place in 

the classification ensemble, where the classifiers that belong to the minority class would be 

increased in numbers. The findings illustrate that the introduced method was effective in 

handling the issue of class imbalance. Patil, Nemade, and Kumar (2018) discussed an analytical 

framework based on Big Data to process huge amounts of data and employed numerous ML 

fraud identification algorithms and monitored how they performed in real-time detecting 

detection of fraud against a benchmark dataset.  

 

In the construction of the analytical model, a dataset with almost 1 000 German credit card 

transactions containing fraudulent records was used, which was had a mixture of numeric and 

categorical attributes. Their study ran three models on the dataset and evaluated the precision 

of the analytical model using the confusion matrix. The study discovered that the RF model 

performance was better than the performance that of the DT and LR, in terms of precision, 

recall, and accuracy. The following ML algorithms were selected in the study: The SVM, LR, 

DT and RF. The classifiers were built using the four selected ML algorithms. A supervised 

learning approach was selected to explore and examine the predictive abilities of the classifiers.  

 

Literature suggested the LR, DT, and SVMs to be the leading detection algorithms, hence the 

study used these three mentioned methods to build, which were compared to the proposed RF 

(Albashrawi 2016; Patil et al. 2018). The train-test-predict approach was used to train and 

evaluate the classifiers for detecting fraud, which were built using the selected ML algorithms. 

The four ML algorithms were chosen because they are suitable for binary classification 

problems and align with the proposed strategy to deal with imbalanced classes (Sadgali et al. 

2018).  
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Table 3.1 shows the instantiation and technical specifications of each classification algorithm 

used for the experiments. 

 

Table 3.1: List of the four algorithms and classifiers used during the experiment 

ALGORITHM CLASSIFIER 

SVM 

 

LR 

 

DT 

 

RF 

 

 

Table 3.1 presents classifies that were build using SVM, DT, LR, and RF. The classifier are 

configured by passing attributes such as random_state, which accepts an integer value to 

controls the randomness of the estimator. This study proposed the RF classifier, which is a 

meta estimator made up of DT nodes split into multiple levels and use averaging to controls 

over-fitting and improve the predictive accuracy (Li, He, and Li 2019). In each split, random 

permutation of the features is conducted always.  To decrease the consumption of the memory, 
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the size and complexity of the trees have to be controlled, which is achieved by manipulating 

the parameters.  

 

3.10 The Data-Point Approach 

An experimental study exploring the data-point approach was conducted to solve the problem 

of class imbalance. The study investigated the two proposed multi-level hybrid data-point 

approaches. The first approach was the combination of Feature Selection and Undersampling 

with Near Miss (Elhassan et al. 2017). The second approach was the combination of Feature 

Selection and SMOTe (Abdoh, Abo, and Maghraby 2018). A detailed comparison of these two 

approaches was performed to determine the method that would yield the best results on the 

credit card datasets.  

 

3.10.1 Feature Selection 

Feature Selection is a procedure that can be done manually or automatically, which consists of 

identifying and selecting the independent features that influence the dependent variable to be 

predicted (Zhang et al. 2014). The study used Feature Selection as a step following the data 

pre-processing stage before the learning occurred. The snippet of code below was used to 

generate the Correlation Heat Map.  

 

 

A heat map is a graphical visualisation of data, where the values of data are denoted using 

colours. The colours are used to group features that belong within a similar rank in terms of 

importance. The different colours signify different levels and inform the reader about the 

significance of each value. The heat map is a useful tool to gain insights on the key attributes 

through the use of colours to highlight important data-points of large voluminous data. 
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Figure 3.10 shows the Correlation Matrix with Heat Map of the 32 features of the European 

Credit Card dataset. 

 

 

Figure 3.10: European Credit Card Dataset Correlation Matrix with Heat Map 

 

Figure 3.10 shows the Correlation Heat Map that was created and analysed during Feature 

Selection to determine the important features. The last part of the Feature Selection was to 

create the independent and dependent features, and selecting the features that contribute most 

to the prediction variable. Then, the transformed output was used to train the classifiers with 

only the features that are relevant. 
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Figure 3.11 shows the Correlation Matrix with Heat Map of the 28 features of the UCI Credit 

Card dataset.  

 

 
Figure 3.11: European Credit Card Dataset Correlation Matrix with Heat Map 

 

The green denotes positive, red means negative. The more saturated the colour, the larger the 

correlation magnitude. The Heat Map is used to evaluate the importance of the feature and to 

reveal the most relevant features. While the weak correlations visually disappear, the most 

visible areas represent high correlation. 
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3.10.2 Undersampling 

Undersampling refers to the process of balancing the distribution of the classes for a 

classification dataset that has an unbalanced distribution (Ng et al., 2015). Undersampling gets 

rid of examples that belong to the dominating class, to create an even class distribution. The 

technique can decrease the skew from a 1:100 to a 1:10, 1:2, or even a 1:1 class distribution. 

The experiment used an imbalanced-learn library, to call a class to implement Undersampling 

based on the Near Miss technique. The Near Miss technique was manipulated by passing 

parameters that are in order to meet the desired results. 

 

There are three versions of the Near Miss method, namely: 

1. NearMiss-1 where the samples of the positive class are selected when the closest 

samples’ average distance of the classes that are negative is the smallest. 

2. NearMiss-2 where the samples of the positive are selected when the farthest samples’ 

average distance of the classes that are negative is the smallest. 

3. NearMiss-3 which is a 2-step algorithm. In step-1, for each sample that is negative, the 

algorithm identifies and stores their nearest neighbours. In step-2, the only samples 

which are selected that are positive are those that have the largest average distance to 

the nearest neighbours. 

 

When Undersampling a particular class, the presence of noise can alter NearMiss-1. In fact, it 

will obscure targeted class sample since NearMiss-1 focuses on the nearest samples. 

Nonetheless, under normal circumstances, the samples that will be selected are those next to 

the boundaries (Dong, Du, and Zhang 2015). NearMiss-2 focuses on farthest samples, which 

helps prevent the effect of noise. The existence of noise can be rehabilitated by mainly sampling 

in the marginal outliers presence. NearMiss-3 is also less impacted by noise because of the first 

step sample selection.  

 

The chosen variation for this study was the NearMiss-2 version after multiple iterations were 

executed using all three different versions to select the most suitable version for the credit card 

dataset. A uniform experiment was conducted on both datasets to ensure a fair cross 

comparison.  

Skip. 

Skip.  
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Table 3.2 is a snippet of parameters that were used to instantiate the Near Miss technique. 

 

Table 3.2: Near Miss method call parameters  

Parameter Value 

Sampling Strategy Auto 

Return Indices False 

Random State None 

Version 2 

N Neighbours 3 

N Neighbours ver3 3 

N Jobs 1 

Ratio None 

 

A list of all the parameters and their associated values, which were passed when instantiating 

the Near Miss method using an API call on the imbalanced-learn library is shown in Table 3.2. 

Performance of the Near Miss method was optimised by changing the version parameter to 

determine the best version to use during the experiment. 

   

Figure 3.12 below shows the graphical representation of re-sampling with Undersampling. 

 

Figure 3.12: Resampling with Undersampling (Raj 2019) 
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A general view of how an original dataset that was highly imbalanced and was then re-sampled 

using Undersampling is shown in Figure 3.8. The majority class was reduced by removing 

instances to balance the dataset by 1:1 ratio.  
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3.10.3 Oversampling 

Oversampling is a data-point technique designed to fix the data imbalance problem, where the 

minority samples numbers are increased. Oversampling works by replicating existing samples 

to generate new instances that will balance the data (Yan et al. 2019). The intention with 

Oversampling is to preserve valuable data of the majority class by sampling up the minority 

class and evade losing samples. Repetition, bootstrapping, and SMOTe are some of the most 

popular methods used to sample up the minority class (Tarawneh et al. 2020). This study 

adopted the SMOTe method based on the nearest neighbours that are arbitrated by the 

Euclidean Distance between data-points within a feature space because of it robustness and 

easy application. 

 

According to Tarawneh et al. (2020), a percentage to indicate the amount of synthetic samples 

to be generated is passed as a parameter, which is a multiple of 100 always. To generate a copy 

for each instance of the minority samples, the percentage must be set to 100, thereafter the total 

count of the minority class will double. For example, a dataset with 492 minority cases will be 

doubled to 984 cases. To triple the number of minority samples, the percentage must be set to 

200. Therefore, the percentage parameter helps control the replication of samples.  

 

In SMOTe,  

 The KNN for each minority class are identified that are belonging to the same class 

group.  

 The KNN feature vectors are compared with the considered instance’s feature vector to 

find dissimilarity. So, the K number of divergent vectors are attained. 

 A random number within the range of 0 and 1 is used to multiply each of the K divergent 

vectors. 

 Finally, the divergent vectors and the product of the random numbers, are added to the 

original minority instance feature vector at each repetition. 

The below equation is used to determine the value of K: 

(SMOTe %) /100 = K        (3.5) 
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A library from imblearn was imported to inherit the SMOTe implementation to reduce the 

development time (Imbalanced-learn 2020). The SMOTe method was called and configured 

by passing parameters. The researcher used inheritance to reduce programming time by reusing 

existing code, which allowed more flexibility and increased existing code. 

 

Table 3.3 shows the parameters and associated values selected for the experiments. 

 

Table 3.3: SMOTe method call parameters 

Parameter Value 

Sampling Strategy Auto 

Random State None 

K Neighbours 5 

M Neighbours Deprecated 

Out Step Deprecated 

Kind Deprecated 

SVM Estimator Deprecated 

N Jobs 1 

Ratio None 

 

Table 3.3 provides a list of all the parameters and their associated values, which were passed 

when instantiating the SMOTe method using an API call on the imbalanced-learn library. 

During the experiment, numerous combinations of the parameters were explored to discover a 

combination shown in Table 3.3 of parameters identified to have produced the desired outcome. 

 

Figure 3.13 shows the graphical representation of re-sampling with Oversampling. 

 

Figure 3.13: Re-sampling with Oversampling (Raj 2019) 

 



49 

 

Figure 3.13 shows an overview of how an original dataset that was highly imbalanced was re-

sampled using Oversampling. The minority class was increased by copying and making the 

duplicating minority class instances balance the dataset by a 1:1 ratio. SMOTe was introduced 

as an advancement to Random Oversampling (ROS), which optimised the oversampling of 

minority classes, resulting in sub-optimal performance (Agrawal, Viktor, and Paquet 2015; 

Jiang, Lu, and Xia 2016). However, Douzas, Bacao, and Last (2018) indicated that excessive 

Oversampling can cause overfitting with a dataset that is severely imbalanced. To prevent this 

problem, the data-point approach was applied using the SMOTe technique to render new 

instances by interpolating existing samples in the dataset.   The approach was chosen because 

it avoids the creation of random samples and overfitting by eliminating the within-class 

imbalances and between-class imbalances. 

 

3.11 Chapter Summary 

Performance of ML techniques are highly dependent on the data because they learn from past 

cases. In real life, the credit card dataset is highly imbalanced; therefore, these techniques fail 

to perform as expected in real-life situations. The main contribution is that the study conducted 

an in-depth investigation of the data-point level approach to solve the misclassification problem 

in fraud detection using ML and determined a novel method that is more efficient than other 

options in handling imbalanced credit card dataset.  

 

The study introduced two multi-level hybrid approaches that were proposed to be used with 

the RF classifier, which were novel to the area of CCF detection. The first approach was the 

combination of Feature Selection and Undersampling with Near Miss. The second approach 

was the combination of Feature Selection and SMOTe. These approaches addressed the issues 

of class imbalance and misclassification by identifying the key feature, based on feature 

importance and then used the Near Miss and SMOTe technique to resample the dataset 

respectively.  
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CHAPTER FOUR: PRESENTATION OF RESULTS AND DISCUSSION  

4.1 Introduction  

This chapter is structured as follows; the pre-treatment-test results presentation, presentation 

of post-treatment-test results, and chapter summary. The pre-treatment-test results section 

presents the outcome before using the data-point approach, following which is a detailed 

classification report, the confusion matrix, and the precision-recall curves without the data-

point approach. The post-treatment-test results section is organised into Undersampling and 

Oversampling subsections. Undersampling subsection presents the classification report, the 

confusion matrix with Near Miss, and the precision-recall curves with Near Miss. 

Oversampling subsection presents the classification report, the confusion matrix with SMOTe, 

and the precision-recall curves with SMOTe.  

 

4.2 Pre-Treatment-Test Results 

The objective for the pre-treatment-test was to examine the performance of ML algorithms for 

the identification of fraud with a credit card dataset that was imbalanced. The purpose of this 

test was to gather evidence to prove that imbalanced datasets produce biased and inaccurate 

predictions, which have a high misclassification rate (Wang et al. 2012). The original datasets 

were split using a 70:30 ratio to create a training sample and a testing sample. The 70:30 split 

ratio was selected because it is a widely used benchmark split ratio in ML studies (Zhu et al. 

2018). The testing dataset was fed into the ML classifiers using each of the four algorithms, 

namely, SVM, LR, DT, and RF to train and test the predictive performance of the classifiers.  

 

The performance metrics used to assess the accuracy of the performance are recall, F1-score, 

precision, Average Precision (AP) and confusion matrix. According to Tarawneh et al. (2020), 

the most appropriate performance metrics to use with highly imbalanced data are precision, 

recall, and the F1-score.  

 

4.2.1 Classification Report 

Following the conclusion of the initial experiment, the y-test variable was compared to the 

prediction results to generate a classification report. A classification report is a presentation of 

the scores achieved for each performance metric on the prediction of the negative class and 

positive class. The tables that present results on this chapter use P for Precision, C for Class, 
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ALG for algorithm, R for recall, AC for accuracy, AP for the Average Precision, and F1 for 

F1-score. The Negative column represents legitimate cases and the Positive column represents 

the fraudulent cases. The 0.00 for 0% represents the lowest possible value and the maximum 

value attainable is represented as 1.00 for 100%. Table 4.1 shows the European Credit Card 

dataset results of the classification for the four algorithms before using the data-point approach.  

 

Table 4.1: Classification of the imbalanced European Credit Card dataset  

Classifier Metric Negative Positive 

SVM 

Precision 1.00 0.00 

Recall 1.00 0.00 

F1-score 1.00 0.00 

Accuracy 1.00 

Average Precision 0.00 

LR 

Precision 1.00 0.57 

Recall 1.00 0.47 

F1-score 1.00 0.52 

Accuracy 1.00 

Average Precision 0.48 

DT 

Precision 1.00 0.50 

Recall 1.00 0.47 

F1-score 1.00 0.48 

Accuracy 1.00 

Average Precision 0.24 

RF 

Precision 1.00 0.90 

Recall 1.00 0.53 

F1-score 1.00 0.67 

Accuracy 1.00 

Average Precision 0.66 

 

The testing dataset for the European Credit Card dataset had a sample size of 8 545 cases and 

there were 17 positive cases out of the total sample size of 8 545 cases. According to the 

classification report, there was 100% accuracy from all the classifiers with the European Credit 

Card dataset, which is highly misleading. Looking only at the accuracy score with imbalanced 

datasets does not reflect the true outcome of the classification. On the European Credit Card 

dataset classification, we can observe that for the SVM classifier, there was high bias towards 

the negative classes. All 8 545 cases were flagged as legitimate transactions; this is due to the 

fact that there were only 17 fraudulent transactions in the testing dataset.  

 

The LR performed better than the SVM, the classifier was biased but observing the recall, 

precision, and F1 score shows that some positive classes were able to be classified. The F1 
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score verified that the test was not accurate. The report does not tell us if the positive classes 

identified were TP or FP, even though the Recall score gives an indication that there was a 

great deal of misclassification. The most common misclassification problems are FP and FN, 

which means even though the classifier has 100% accuracy and has the ability to predict both 

positive and negatives classes; it fails to produce a successful prediction.  A similar observation 

is seen in the DT and RF, although the RF performed much better compared to the other three 

classifiers. 

 

Table 4.2 shows the UCI Credit Card dataset results of the classification results for the four 

algorithms before using the data-point approach. 

 

Table 4.2: Classification of the imbalanced UCI Credit Card dataset  

Classifier Metric Negative Positive 

SVM 

Precision 0.78 0.00 

Recall 1.00 0.00 

F1-score 0.87 0.00 

Accuracy 0.78 

Average Precision 0.22 

LR 

Precision 0.78 1.00 

Recall 1.00 0.01 

F1-score 0.87 0.02 

Accuracy 0.78 

Average Precision 0.36 

DT 

Precision 0.82 0.37 

Recall 0.82 0.37 

F1-score 0.82 0.37 

Accuracy 0.72 

Average Precision 0.28 

RF 

Precision 0.84 0.63 

Recall 0.94 0.36 

F1-score 0.88 0.46 

Accuracy 0.81 

Average Precision 0.37 

 

The UCI Credit Card testing dataset contained a sample size of 900 cases. The classification 

report on the UCI Credit Card dataset shows similar results seen on the European Credit Card 

dataset. The SVM classifier was biased towards the negative class. The UCI Credit Card testing 

dataset has a slightly lower imbalance ratio; there were 204 positive cases out of the total 

sample size of 900 cases. The accuracy recorded was 78%, which is far less than ideal for a 

binary classification solution. Therefore, without even considering the bias and 
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misclassification problem, the accuracy score alone shows that the SVM classifier is not 

consistent across multiple datasets. The LR had an accuracy score of 78%, which is the same 

as the SVM classifier. The major difference is the positive class precision score, which was 

100% for the LR, implying that the classifier was able to predict all the positive classes. 

Therefore, we look at the Recall score of 1% and based on this figure, we can conclude that the 

classifier was poor when the actual outcome was positive, which means the number of FP and 

FN was high. Based on the precision score, we can conclude that the classifier is biased and 

the prediction was unable to eliminate FP and FN. The DT was the least effective in terms of 

the accuracy score, which was 72%. The precision, recall, and F1 score were all 37% for the 

positive class. The RF continued to lead with an accuracy score of 81%. The positive class 

precision was 63%. The Recall and F1 score show that nearly half of the predictions were FP. 

The initial finding reveals that there was a bias towards predicting the majority class, 

representing normal/ legitimate transactions. 

 

4.2.2 The Confusion Matrix 

The confusion matric table was used to provide the results for each algorithm on the original 

dataset, and the results after using Undersampling and Oversampling. The total sample size 

used during testing is the sum of TN, FN, TP, and FP as per the blueprint of the confusion 

matrix. The confusion matrix also helps us to understand if the classification was biased.  

 

Table 4.3 below shows the confusion matrix table(s) blueprint. The blueprint was used to 

present the classification results. The zero (0) represents the negative class and the one (1) 

represents the positive class. 

 
Table 4.3: Confusion Matrix Table(s) Blueprint 

 

 

 

 

The top heading of Table 4.3 represents the outcome of the cases from the classification and 

the left side heading represents the actual class of the cases. The four possible classifications 

for cases are TN, FN, TP, and FP. 

 

 

Predicted 

0 

Predicted 

1 

Actual 0 TN FP 

Actual 1 FN TP 



54 

 

4.2.3 The Confusion Matrix without the data-point approach 

Table 4.4 below contains the SVM confusion matrix results before applying the data-point 

approach. 

Table 4.4: Confusion Matrix of the SVM classifier 

European Credit Card Dataset UCI Credit Card Dataset 

 

SVM 

Predicted 

0 

Predicted 

1 

 

SVM 

Predicted 

0 

Predicted 

1 

Actual 0 8 528 0 Actual 0 696 0 

Actual 1 17 0 Actual 1 204 0 

 

The confusion matrix revealed a poor performance by the SVM classifier. The European Credit 

Card dataset contained a sample size of 8 545 transactions. The positive class only accounted 

for 17 fraudulent cases, which were all falsely classified as legitimate cases. According to the 

confusion matrix, there were zero FP, zero TP, 17 FN out of the 8 545 cases predicted as 

legitimate, and 8 528 TN. The predictive accuracy was 100% and a 0% misclassification rate 

for the negative class. The predictive accuracy was 0% and a misclassification rate of 100% 

for the positive class. The overall calculated predictive accuracy was 50% and a 

misclassification rate of 50% for the European Credit Card dataset. The UCI Credit Card 

dataset contained a testing sample of 900 cases.  

 

There was a class distribution of 698 negatives cases and 202 positive cases. Similarly, the 

SVM classifier failed to predict any positive cases accurately with the UCI Credit Card dataset. 

All the cases were predicted to be negative even though there were 202 positive cases in the 

testing samples. The confusion matrix revealed that there were 696 TN, 202 FN, zero TP, and 

zero FP. Similarly, the UCI Credit Card dataset predictive accuracy was 100% with a 0% 

misclassification rate for the negative class. A misclassification rate of 0% indicates that all the 

negative cases were correctly classified. The predictive accuracy was 0%, with a 

misclassification rate of 100% for the positive class.  

 

A misclassification rate of 100% indicates that there were no TP but instead, the prediction 

produced more FN. Therefore, in a fraud detection system, all the fraudulent transactions would 

be flagged as legitimate transactions. The misclassification rate is a great indicator of the 
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impact of the imbalanced dataset on the FN and FP. The overall calculated predictive accuracy 

was 50% and a misclassification rate of 50% for the European Credit Card dataset. Therefore, 

the average predictive accuracy and misclassification rate across both datasets was 50% for the 

SVM classifier. According to these results, the performance was very poor and the 

classification was 100% biased towards the majority class for both datasets. 

 

Table 4.5 contains the LR confusion matrix results with imbalanced datasets.  

 

Table 4.5: Confusion matrix of the Logistic Regression classifier 

European Credit Card Dataset UCI Credit Card Dataset 

 

LR 

Predicted 

0 

Predicted 

1 

 

LR 

Predicted 

0 

Predicted 

1 

Actual 0 8 526 2 Actual 0 696 0 

Actual 1 9 8 Actual 1 204 0 

 

The results in Table 4.5 show that, the classifier was both biased and highly inaccurate. The 

results for the UCI Credit Card dataset show that, out of a testing sample of 900 cases, the LR 

classifier was able predict all of negative cases correctly but failed to correctly predict any of 

the positive cases. The testing set contained 696 negative cases, whereby the total number of 

cases classified as negative was 900, which sets the predictive accuracy at 100% for negative 

cases, biased by 204 cases. However, the confusion matrix revealed that 204 out of the 900 

predicted cases were FN, which makes the true predictive accuracy of negative cases 100% but 

also results in a misclassification rate of 100% for the positive class.  

 

The LR failed to classify any positive cases. The confusion matrix revealed that there were 

zero FP and zero TP. The European Credit Card dataset had a testing sample of 8 545 

transactions, 99.8% of negative and 47% of positive cases were correctly classified 

respectively. The LR predicted 8 535 negative cases even though there were 8 528 instances 

of the negative class. However, out of the 8 535, there were 8 526 TP, which means that there 

was some confusion in classifying negative and positive cases. The confusion matrix revealed 

that there were 9 FN and 8 FP. The confusion matrix showed that a total of 10 positive cases 

were predicted, but there was a lot of misclassification for both classes. There were only 8 TP 
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out of a possible of 17 instances of the positive class. The true predictive accuracy for positive 

cases was 47%, instead of the 58.8% if we consider the total number of instances classified as 

positive. The LR was slightly better than the SVM classifier, but both were highly biased on 

the two datasets.  

 

Table 4.6 contains the DT confusion matrix results before Undersampling. 

 

Table 4.6: Confusion matrix of the Decision Tree classifier 

European Credit Card Dataset UCI Credit Card Dataset 

 

DT 

Predicted 

0 

Predicted 

1 

 

DT 

Predicted 

0 

Predicted 

1 

Actual 0 8 520 8 Actual 0 557 139 

Actual 1 9 8 Actual 1 124 80 

 

 

The confusion matrix of the DT revealed that the classifier was less biased but highly 

inaccurate. The UCI dataset testing sample contained 696 negative cases and 204 positive 

cases. The total number of cases predicted as negative were 681 out of 696 for the negative 

class. Looking at the prediction, we can assume the model was accurate. However, 124 out of 

the 681 cases classified as negative were FN. Therefore, the true predictive accuracy was 80% 

and the misclassification rate for the negative class was 20%. The classifier predicted 219 

positive cases, which meant the classifier was biased by 15 cases. However, only 80 out of the 

219 cases were TP and the other 139 were FP.  

 

Based on these findings, the predictive accuracy was 39%, with a misclassification rate of 61% 

for the positive class even though the classifier was biased towards the minority class. The 

overall predictive accuracy was 59.5% and a 40.5% misclassification rate. The European Credit 

Card dataset contained a testing sample of 8 545 transactions and the highly imbalanced 

distribution was 8 528 negatives cases and 17 positive cases. The confusion matrix revealed 

that the DT classifier had 8 520 TN, 9 FN, 8 TP and 8 FP. Therefore, the predictive accuracy 

was 99.91% and a misclassification rate of 0.09% was recorded for the negative class whereas 

a predictive accuracy of 47% and a misclassification rate of 53% were recorded for the positive 
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class. The overall predictive accuracy was 73.5% and the misclassification rate was 26.5%. 

Based on the results, the average predictive accuracy was 66.5% and there was a 33.5% 

misclassification rate. 

 

Table 4.7 contains the RF confusion matrix results with the data-point approach. 

 

Table 4.7: Confusion matrix of the RF classifier 

 

 

 

 

 

 

 

 

The confusion matrix for the RF was both biased and highly inaccurate. Out of a testing sample 

of 900 cases for the UCI Credit Card dataset, 94.5% and 31% of negative and positive cases 

were correctly classified, respectively. There were 658 TN out of 696 negative cases and only 

64 TP out of 204 positives. There was a 5.5% misclassification rate for the negative class and 

massive 69% misclassification rate for the positive class. An overall predictive accuracy of 

62.75% and a 37.25% misclassification rate were reported, which are reflective of very poor 

performance for a fraud detection solution.  

 

The European Credit Card dataset had a testing sample of 8 545 transactions, 99.99% of 

negative cases were correctly classified versus the 53% of positive cases which were correctly 

classified. The negative class accounted for the majority of the transactions with 8 528 

negatives and only 17 positives cases. The confusion matrix revealed that there were 8 527 TP, 

8 FN, 9 TP, and only 1 FP. There was a misclassification rate of 0.01% for the negative class 

and a misclassification rate of 47% for the positive class. The overall predictive accuracy was 

76.5% and a misclassification rate of 23.5%, which also reflects a very poor performance, as 

seen with the UCI Credit Card dataset. The average predictive accuracy was 69.63% and the 

misclassification rate was 30.37% across both datasets. 

European Credit Card Dataset UCI Credit Card Dataset 

 

RF 

Predicted 

0 

Predicted 

1 

 

RF 

Predicted 

0 

Predicted 

1 

Actual 0 8 527 1 Actual 0 658 38 

Actual 1 8 9 Actual 1 140 64 
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4.2.4 The Precision-Recall Curve 

At each threshold, a weighted mean of the achieved precisions and recall scores is summarised 

to create a prediction score called the Average Precision (AP)  that is used to create a Precision-

Recall (P-R) curve (Subudhi and Panigrahi 2015). 

 

AP = ∑ ∗𝒏 (𝑹𝒏 − 𝑹𝒏−𝟏)𝑷𝒏        (4.1) 

 

AP was computed using equations (4.1), where 𝑅𝑛 and 𝑃𝑛 are the respective recall and precision 

scores at the nth threshold. Both scores are always between the range of 0 and 1, which makes 

the AP to sit within that same range. The AP score is a useful indicator of the classifier’s overall 

accuracy and the closer the value is to 1, the better the accuracy. To observe graphically, a P-

R curve is plotted and if the accuracy is high, the chart will lean towards the upper right corner.  

 

4.2.5 Precision-recall curve(s) without the data-point approach  

This subsection presents the precision-recall curves before using the data-point approach. 

Figure 4.1 below shows the European Credit Card dataset precision-recall curve for SVM 

before Undersampling. 

 

 
Figure 4.1: European Credit Card Dataset SVM P-R curve 

 

The SVM Precision-Recall curve for the European Credit Card dataset has an average precision 

of 0.00 (Figure 4.1). The P-R curve of the SVM classifier shows that the graph is leaning 

sharply towards the lower left corner, which indicates that the classifier was unable to predict 

any of the positive classes with a straight line across the 0.00 x and y-axes. 
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Figure 4.2 below shows the UCI Credit Card dataset P-R curve for SVM before 

Undersampling. 

 

 

Figure 4.2: UCI Credit Card Dataset SVM P-R curve 

 

Figure 4.2 plots the SVM P-R curve when the Average Precision = 0.22. Figure 4.2 shows the 

P-R curve of the SVM classifier on the UCI Credit Card dataset, the graph is leaning towards 

the lower left corner and floating steady at around the 0.22 mark, which indicates that the 

classifier was struggling to predict any of the positive classes. 

 

Figure 4.3 below shows the European Credit Card dataset P-R curve for LR before 

Undersampling. 

 
Figure 4.3: European Credit Card Dataset LR P-R Curve 

 

The LR performed slightly better than SVM, the curve starts sharply on the upper left corner 

and halfway through, falls sharply on the lower right corner. The curve justifies the 0.48 

average precision (Figure 4.3). 
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Figure 4.4 below shows the UCI Credit Card dataset P-R curve for LR before Undersampling. 

 

 

Figure 4.4: UCI Credit Card Dataset LR P-R Curve 

 

Figure 4.4 shows the LR P-R curve of the UCI Credit Card dataset with an average precision 

of 0.36. The classifier performed poorly as the curve is gradually leaning against the lower left 

corner towards the lower right corner, showing that quality fading over time. The LR was poor 

but performed slightly better compared to the SVM. 

 

Figure 4.5 below shows the European Credit Card dataset P-R curve for DT before 

Undersampling. 

 

 
Figure 4.5: European Credit Card Dataset DT P-R Curve 

 

Figure 4.5 shows the DT P-R curve with the European Credit Card dataset. The average 

precision of 0.24 can be seen through the curve. The DT classifier’s P-R curve is leaning 

towards the lower right corner to indicate the low quality of the classifier.  
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Figure 4.6 below shows the UCI Credit Card dataset P-R curve for the DT before 

Undersampling. 

 

 

Figure 4.6: UCI Credit Card Dataset DT P-R Curve 

Figure 4.6 plots the P-R curves of the UCI Credit Card dataset that is also leaning against the 

lower left corner toward the lower right corner. Both the P-R curves for the DT look similar; 

these curves represent poor quality that is confirmed by the low average precision. The UCI 

Credit Card dataset has a slightly higher average precision of 0.28 compared to the European 

Credit Card dataset. The lower the average precision, the poorer the quality. 

 

Figure 4.7 below shows the European Credit Card dataset P-R curve for RF before 

Undersampling. 

 

 
Figure 4.7: European Credit Card Dataset RF P-R Curve 

 

The RF P-R curve for the European Credit Card dataset starts off straight across the highest 

point and halfway through gradually starts to lean towards the lower right corner. The average 

precision was 0.66.  
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Figure 4.8 below shows the UCI Credit Card dataset P-R curve for LR before Undersampling. 

 

 

Figure 4.8: UCI Credit Card Dataset (RF) P-R Curve 

 

The RF P-R curve for the UCI Credit Card dataset gradually leaned towards the lower right 

corner from the beginning. The average precision was 0.37 and the difference can be observed 

on P-R curves of the RF. The performance was good on the European dataset but was not 

consistent across both datasets. Figure 4.7 and Figure 4.8 show that the RF performed better 

than all the other classifies. However, all the above results show poor quality in the ability to 

predict positive classes for all classifiers. The P-R curve is a simple way to analyse the quality 

of a classifier without having to perform complex analysis. The next step was to apply the data-

point approach and observe the change in quality. 
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4.3 Post-Treatment-Test results  

The next phase of the experiment was to apply the last step of the multi-level hybrid data-point 

level approach methods, which was to resample the datasets, whereby Undersampling and 

Oversampling were used to mitigate the effect caused by the class imbalance.  

 

4.3.1 Undersampling  

Undersampling was used based on the Near Miss technique to under-sample the majority 

instances and made it equal to the minority class. Here, the majority class was reduced to the 

total number of the minority class, so that both classes had an equal number of records. The 

treatment stage was an iterative process; the aim was to solve the problem of imbalanced data, 

therefore an in-depth review and analysis were conducted after each iteration to optimise the 

process.  

 

Table 4.8 shows the results for the classification of the European Credit Card dataset after 

application of the Undersampling with Near Miss technique. 

 

Table 4.8: Classification of the European Credit Card dataset with Near Miss 

Classifier Metric Negative Positive 

SVM 

Precision 0.65 1.00 

Recall 1.00 0.47 

F1-score 0.79 0.64 

Accuracy 0.73 

Average Precision 0.73 

LR 

Precision 0.88 0.93 

Recall 0.93 0.87 

F1-score 0.90 0.90 

Accuracy 0.90 

Average Precision 0.87 

DT 

Precision 1.00 1.00 

Recall 1.00 1.00 

F1-score 1.00 1.00 

Accuracy 1.00 

Average Precision 1.00 

RF 

Precision 0.83 1.00 

Recall 1.00 0.80 

F1-score 0.91 0.89 

Accuracy 0.90 

Average Precision 1.00 
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The classification report of the European Credit Card dataset after Undersampling with Near 

Miss to solve the imbalance problem shows a significant improvement on the ability to predict 

fraudulent transactions. The dataset was balanced with a testing subset containing 30 cases out 

of a sample size of 98 instances evenly distributed between the two classes, namely, normal 

and fraudulent transactions. The accuracy score for the SVM classifier decreased from 1.00 to 

0.73. However, the ability to predict positive classes improved, the precision score for the 

positive class increased from 0.00 to 1.00, a 100% improvement.  

 

The recall score increased from 0.00 to 0.47, an improvement of 47%, which means that the 

SVM classifier had the ability to predict TP after Undersampling with Near Miss even though 

the percentage achieved is not ideal. The F1-score also increased from 0.00 to 0.64; the 

improvement verifies the accuracy of the test. The LR reported an accuracy score of 90%, 

which is a decrease of 10% compared to the results achieved before Undersampling. However, 

there was a 39% average precision increase from 0.48 to 0.87. The increase in average precision 

shows that even though accuracy decreased, the overall predictive accuracy increased.  

 

The increase in predictive accuracy is observed by the increase in precision, recall, and F1-

score for positive classes. The DT precision increased from 0.57 to a decent 0.93, recall 

increased from 0.47 to 0.87, and the F1-score increased from 0.52 to 0.90 for the positive class. 

The negative class performed fairly well too, even though the initial 100% accuracy was not 

achieved, the classifier was not biased in either class. The precision was 0.88, recall was 0.93, 

and the F1-score was 0.90 for the negative class.  The RF classification was similar to the LR, 

which also reported an accuracy of 90%.  

 

The precision was 0.83 for the negative class and 1.00 for the positive class. Recall was 1.00 

for the negative class and 0.80 for the positive class. The F1-score was 0.91 for the negative 

class and 0.89 for the positive class. The RF performed better than all other classifiers before 

using Undersampling but was closely followed by the DT. However, the DT surpassed the RF 

and gave better results after Undersampling with Near Miss. The DT maintained an accuracy 

score of 100% and the average precision increased from 28% to 100%. The precision, recall, 

and F1-score for both the negative and positive classes was an impressive 100%.  
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Table 4.9 shows the results for the classification of the UCI Credit Card dataset after application 

of the Undersampling with Near Miss technique. 

 

Table 4.9: Classification of the UCI Credit Card dataset with Near Miss 

Classifier Metric Negative Positive 

SVM 

Precision 0.77 0.96 

Recall 0.97 0.73 

F1-score 0.86 0.83 

Accuracy 0.85 

Average Precision 0.84 

LR 

Precision 0.70 0.76 

Recall 0.79 0.66 

F1-score 0.74 0.71 

Accuracy 0.73 

Average Precision 0.79 

DT 

Precision 0.85 0.86 

Recall 0.85 0.86 

F1-score 0.85 0.86 

Accuracy 0.85 

Average Precision 0.81 

RF 

Precision 0.86 0.92 

Recall 0.92 0.86 

F1-score 0.89 0.89 

Accuracy 0.89 

Average Precision 0.86 

 

The classification report for the UCI Credit Card dataset revealed that there was an overall 

improvement in the ability to predict positive classes. The SVM reported an accuracy score of 

85%, which is an increase of 7% compared to the accuracy achieved before Undersampling. 

The ability to predict the positive class improved as the average precision increased from 0.22 

to 0.84, an improvement of 62%. The LR accuracy decreased from 0.78 to 0.73. However, the 

average precision improved from 0.36 to 0.79. These results show that the LR improved its 

ability to predict positive classes.  

 

The DT reported an increase in accuracy from 0.72 to 0.85; indicating an improved accuracy 

of 85%. The average precision also increased from 0.28 to 0.81, an improvement of 53%. The 

RF reported an accuracy score of 89%, which was the highest reported. The average precision 

also increased from 0.37 to 0.86, an improvement of 49%. All the classifiers reported improved 

precision, recall, and F1-scores after using Undersampling. 

  



66 

 

4.3.1.1 The Confusion Matrix with Near Miss 

 

Table 4.10 below contains the SVM confusion matrix after Undersampling with Near Miss. 

Table 4.10: Confusion matrix of the SVM classifier with Near Miss 

 

 

 

 

 

 

The SVM confusion matrix showed improvement in the ability to predict positive classes. Even 

though some confusion level still exists, the effect of Near Miss was observed on both datasets. 

The European Credit Card testing dataset contained 30 samples that were evenly distributed. 

A total of 7 out of 15 positive cases were correctly predicted and a total of 8 positive cases 

were misclassified as negative cases. The misclassification rate of positive cases was 55%. The 

predictive accuracy of true positives improved when compared to classification results before 

using the data-point approach. There were more FN than TP, which shows that the SVM 

classifier was still biased towards the negative class. To further support these findings, there 

were no FP in the European Credit Card dataset, which means that all the negative cases were 

correctly classified.  

 

The confusion matrix shows that a total of 23 instances were predicted as negative cases, even 

though there were only 15 instances of the negative class on the testing dataset. There was 

100% predictive accuracy for TN, 15 out 15 instances of the negative class were correctly 

classified. The confusion matrix of the UCI Credit Card dataset revealed that the SVM 

classifier was less biased, but there was still a significant amount of misclassification. The 

testing dataset contained a total of 406 instances, wherein the negative class accounted for 212 

instances and the positive class accounted for 194 instances. Interestingly, the SVM classifier 

was still more biased towards the negative class even though there was a small difference 

between the class distributions on the testing dataset.  

 

The confusion matrix showed that a total of 248 cases were classified as the negative class and 

a total of 158 cases were classified as the positive class. There were 40 FN, which means that 

European Credit Card Dataset UCI Credit Card Dataset 

 

SVM 

Predicted 

0 

Predicted 

1 

 

SVM 

Predicted 

0 

Predicted 

1 

Actual 0 15 0 Actual 0 208 4 

Actual 1 8 7 Actual 1 40 154 
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only 168 out of the 212 negative cases were correctly classified. There were 4 FP, which means 

only 154 out of 194 positive cases were correctly classified. 

  

Table 4.11 below shows the LR confusion matrix after Undersampling with Near Miss. 

 

Table 4.11: Confusion matrix of the Logistic Regression classifier with Near Miss 

 

 

 

 

 

The confusion matrix for the LR model also shows that the Near Miss technique worked well 

for both datasets. There was a 100% predictive accuracy for negative cases and 87% predictive 

accuracy for positive cases on the European Credit Card dataset. There was no misclassification 

for the negatives, 15 out of 15 negative cases were accurately predicted. However, even though 

there was no confusion on the negative cases, some confusion and bias was observed on the 

positive cases. The classifier predicted a total of 17 instead of 15 negatives cases, which means 

that there were 2 FN. The misclassification rate for positive cases was 13%, since 2 out of the 

15 positive cases on the testing dataset were misclassified. Since the original dataset contained 

492 fraudulent transactions, a misclassification rate of 15% would mean that nearly 74 in every 

492 fraudulent cases would still be processed.  

 

The UCI Credit Card dataset had an accuracy of 80% for negative cases and 66% for positive 

cases. The classifier predicted 229 negative cases even though there were only 212 instances 

of the negative class on the testing dataset. The classifier was biased towards the negative class 

by 17 instances. However, there was confusion on both classes; out of the 229 instances 

classified as negative cases, there were only 168 TN predicted and the misclassification rate 

for negative cases was 21%. The classifier predicted 177 positives cases, of which 44 of those 

cases were FP. Therefore, only 133 TP were classified out of 194 positive cases that were on 

the testing dataset. The misclassification rate for positive cases was 31%, there were 61 FN 

misclassified out of the 194 positive cases. The ability to predict the positive class improved 

European Credit Card Dataset UCI Credit Card Dataset 

 

LR 

Predicted 

0 

Predicted 

1 

 

LR 

Predicted 

0 

Predicted 

1 

Actual 0 15 0 Actual 0 168 44 

Actual 1 2 13 Actual 1 61 133 
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after using Near Miss with the LR classifier, but some bias towards the negative class was still 

observed on both datasets, along with some misclassifications.  

 

Table 4.12 below shows the DT confusion matrix after Undersampling with Near Miss. 

Table 4.12: Confusion matrix of the Decision Tree classifier after with Near Miss 

 

 

 

 

 

Using the Near Miss technique, the DT produced results with high predictive accuracy. There 

was no confusion (100% accuracy) for both classes on the European Cardholders’ transactions 

dataset. That means the ability to predict positive classes improved by 47% after 

Undersampling with Near Miss. There was a total of 30 instances in the testing dataset that 

were evenly distributed for the negative and positive classes. The confusion matrix revealed 

that there was a total of 15 TN and 15 TP, zero FN and zero FP. Therefore, there were no 

misclassifications and no bias reported on the European Credit Card dataset. The DT after 

Undersampling with Near Miss on the UCI Credit Card dataset also performed well but the 

results were not as good as those achieved on the European Credit Card dataset.  

 

The UCI Credit Card testing dataset contained 406 instances. The negative and positive classes 

recorded 212 and 194 cases respectively. The confusion matrix revealed that the classifier 

predicted 203 out of the 212 negative cases. However, there were only 176 TN, which means 

that the predictive accuracy was 83% for the negative class and a misclassification rate of 17%. 

The classifier predicted 36 FP and 167 TP out of the 203 cases classified as the positive class. 

The predictive accuracy for the positive class was 86% and a misclassification rate of 14%. 

The overall predictive accuracy for the DT classifier with Near Miss was 84.5% and an average 

rate of 15.5% misclassification rate. The average predictive accuracy across both datasets for 

the DT classifier was 92%, which was a significant improvement compared to the results 

obtained with the imbalanced dataset. 

 

European Credit Card Dataset UCI Credit Card Dataset 

 

DT 

Predicted 

0 

Predicted 

1 

 

DT 

Predicted 

0 

Predicted 

1 

Actual 0 15 0 Actual 0 176 36 

Actual 1 0 15 Actual 1 27 167 
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The confusion matrix revealed the classifier to be biased towards the positive class even though 

the testing dataset contained more negative cases. To explain this phenomenon, the classes 

were distributed evenly after Undersampling the dataset, a random split of 70:30 meant that if 

the testing dataset contained more negative cases, then, the training dataset had more positive 

cases. However, the same distribution was used on the LR but the results show that the 

classification was biased towards the negative class. Therefore, the difference was too little to 

influence the performance and accuracy of the test and to cause the classifier to be biased 

towards either class.  

 

Table 4.13 below contains the RF confusion matrix after Undersampling with Near Miss. 

Table 4.13: Confusion matrix of the RF classifier with Near Miss 

 

 

 

 

 

The RF classifier performed well with Near Miss. The European Credit Card dataset contained 

30 testing samples. There was an equal class distribution of 15 negative cases and 15 positive 

cases. The confusion matrix revealed that the classifier predicted 18 negative cases. There were 

15 TN, which meant all the negative cases were correctly predicted. The classifier was biased 

towards the negative class by three FN. There was a predictive accuracy of 100% on the 

European Credit Card dataset and a zero misclassification for the negative class. The RF with 

Near Miss classifier predicted 12 out 15 positive cases. There were zero FP and a 

misclassification of 20% for the positive cases.  

 

The predictive accuracy of the positive class was 80%. The overall predictive accuracy was 

90%, with a misclassification rate of 10%. The UCI Credit Card dataset contained a testing 

sample of 406 instances. There were 212 negatives cases and 194 positive cases. The confusion 

matrix revealed that the RF classifier predicted 214 negative cases, wherein there were 193 TP 

and 21 FN. The classifier was biased by only two cases. The predictive accuracy was 91%, 

with a misclassification of 9% for negative cases. The confusion matrix also showed that the 

classifier predicted 192 out of 194 positive cases.  

European Credit Card Dataset UCI Credit Card Dataset 

 

RF 

Predicted 

0 

Predicted 

1 

 

RF 

Predicted 

0 

Predicted 

1 

Actual 0 15 0 Actual 0 193 19 

Actual 1 3 12 Actual 1 21 173 
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However, from the 192 predicted cases, there were only 173 TP and 19 FP. There was a 

predictive accuracy of 89% and a misclassification rate of 11% for the positive class. The 

overall predictive accuracy was 90%, with a 10% misclassification rate. These results show 

that the RF classifier with Near Miss was consistent across both datasets. The overall predictive 

accuracy and misclassification rates were the same, which meant that the average predictive 

accuracy remained unchanged at 90%. The confusion matrix revealed that there was low bias 

and low variety. The misclassification rate for the RF classifier with Near Miss was very low 

at 10% compared to the misclassification rate of 30.37% that was obtained by the RF before 

using any data-point on both datasets.  

 

Based on these findings, the misclassification rate decreased by 20.37% and the predictive 

accuracy improved by the same 20.37% (from 69.63% to 90%). The RF classifier was more 

consistent by achieving 90% on both datasets with 0% performance difference. The average 

predictive accuracy of the DT was higher at 92%. However, the DT only performed better since 

the 100% accuracy linked to the European Credit Card dataset boosted the average accuracy; 

there was only 84.5% accuracy with the UCI Credit Card dataset, resulting in a 15.5% 

performance difference. Therefore, our conclusion was that based on performance difference, 

the RF classifier was the best performing solution after Undersampling with Near Miss.  

 

4.3.1.2 Precision-Recall curve(s) with Near Miss  

The figures below show the P-R curve after treatment using Undersampling with the Near Miss 

technique applied. A P-R curve is an effective way to provide a graphical visualisation of the 

quality of a classifier. The P-R curves below show the improvement in the quality of the 

classifiers after using the data-point approach. 

 

Figure 4.9 below shows the European Credit Card dataset P-R curve for SVM after 

Undersampling. 
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Figure 4.9: European Credit Card Dataset (SVM with Near Miss) Precision-Recall Curve 

 

The European Credit Card dataset SVM Precision-Recall curve is a straight line leaning 

towards the upper right corner and loses momentum at the end with a sharp decline towards the 

end of the curve but slightly increase thereafter, hence the average precision was 0.93. The 

SVM classifier improved significantly after Undersampling compared to the performance 

achieved before any data treatment was applied. The classifier improved by 93% on the 

European Credit Card dataset. 

 

Figure 4.10 below shows the UCI Credit Card dataset P-R curve for SVM after Undersampling. 

 

 
Figure 4.10: UCI Credit Card Dataset (SVM with Near Miss) P-R Curve 

 

Figure 4.10 shows the SVM P-R curve on the UCI Credit Card dataset. The curve is similar for 

both datasets. The average precision increased from 0.22 to 0.84, an improvement of 62%. The 

SVM classifier showed a great improvement in quality.  
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Figure 4.11 below shows the European Credit Card dataset Precision-Recall curve for LR after 

Undersampling. 

 

 

Figure 4.11: European Credit Card Dataset (LR with Near Miss) P-R Curve 

 

Figure 4.11 shows the LR P-R curve for the European Credit Card dataset. The average 

precision was 0.87 and curve is positioned across the upper right corner which indicates that 

the quality of the classifier was good.  

 

Figure 4.12 below shows the UCI Credit Card dataset P-R curve for LR after Undersampling. 

 

 

Figure 4.12: UCI Credit Card Dataset (LR with Near Miss) P-R Curve 

 

Figure 4.12 shows the LR P-R curve of the UCI Credit Card dataset. The curve gradually leans 

towards the lower right corner. The average precision increased from 0.36 to 0.79, an 

improvement of 43%.  
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Figure 4.13 below shows the European Credit Card dataset P-R curve for DT after 

Undersampling. 

 

 

Figure 4.13: European Credit Card Dataset (DT with Near Miss) P-R Curve 

 

Figure 4.13 shows the DT P-R curve on the European Credit Card dataset. The classifier 

improved by 76% as the average precision increased from 0.24 to 1.00, indicated by the straight 

line on the value of 1 across the y-axis. A straight-line graph represents the best quality.  

 

Figure 4.14 below shows the UCI Credit Card dataset P-R curve for the DT after 

Undersampling. 

 

 

Figure 4.14: UCI Credit Card Dataset (DT with Near Miss) P-R Curve 

\ 

Figure 4.14 shows the DT P-R curve of the UCI Credit Card dataset. The curve is sharply 

leaning towards the upper right corner. The average precision increased from 0.28 to 0.81, a 

quality improvement of 53% for the DT classifier.  
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Figure 4.15 below shows the European Credit Card dataset Precision-Recall curve for RF after 

Undersampling. 

 

 

Figure 4.15: European Credit Card Dataset (RF with Near Miss) P-R Curve 

 

Figure 4.15 shows the RF P-R curve on the European Credit Card dataset. The classifier 

improved by 33% as the average precision increased from 0.66 to 1.00, indicated by the straight 

line on the value of 1 across the y-axis, as observed on the DT P-R curve. 

 

Figure 4.16 below shows the UCI Credit Card dataset P-R curve for RF after Undersampling. 

 

 

Figure 4.16: UCI Credit Card Dataset (RF with Near Miss) P-R Curve 

 

Figure 4.16 shows the RF P-R curve of the UCI Credit Card dataset. The curve starts straight 

on the value of 1 on the y-axis, moving across the x-axis and ends by a gradual decline, while 

leaning towards the upper right corner. The average precision increased from 0.28 to 0.81, a 
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quality improvement of 53% for the RF classifier. A P-R curve that is a straight line on the y-

axis value of 1 across the x-axis, such as in Figure 4.13 of the DT and Figure 4.15 of the RF 

with the European Credit Card dataset represents the best possible quality.  

 

A P-R curve that leans more towards the upper right corner is also a sign that the classifier has 

good quality, such as in Figure 4.10, Figure 4.14, and Figure 4.16 of the various classifiers on 

the UCI Credit Card datasets are good quality classifiers. Figure 4.12 of the LR on the UCI 

Credit Card dataset is the only one to lean more towards the lower right corner after 

Undersampling with Near Miss, which indicates that the LR classifier was not consistent across 

different datasets and there was still high variance. 

 

4.3.2 Oversampling  

The original dataset was resample using a SMOTe based Oversampling technique. The 

randomness of the bootstrapping of the samples was controlled using a parameter called 

random-state with the value of 42. The value was selected after multiple iterations of 

experimenting were conducted to find the most effective random state. 

 

Figure 4.17 below shows the distribution of the classes after applying SMOTe. 

 

 

Figure 4.17: Transaction Class Distribution after Oversampling with SMOTe 

 

Figure 4.17 shows the new class distribution of the normal and fraud cases. The dataset is 

evenly balanced after increasing the minority cases.    



76 

 

Table 4.14 below shows the classification report for the European Credit Card dataset after 

Oversampling was applied to mitigate the effects caused by class imbalance. 

 

Table 4.14: Classification of the European Credit Card dataset with SMOTe 

 

The testing set for the European Credit Card dataset contained a sample size of 17 060 cases. 

The distribution was 8 468 for negative cases and 8 592 for the positive class. The accuracy 

score for the SVM classifier decreased from 1.00 to 0.57. Though, the ability to predict positive 

classes improved, the precision score for the positive class increased from 0.00 to 0.55, an 

improvement of 55%. The recall score increased from 0.00 to 0.76, an improvement of 76%, 

which means that after applying SMOTe, the SVM classifier had the ability to predict TP. The 

F1-score also increased from 0.00 to 0.64; the improvement verifies the accuracy of the test 

increased. The LR reported a score of 97% for all the metrics except the average precision, 

which achieved a score of 0.96.  

 

These scores show that the overall predictive accuracy increased for the LR. The increase in 

predictive accuracy is observed by the increase in precision, recall, and F1-score for positive 

classes while maintaining a good score for the negative class. The DT saw the precision 

increase from 0.57 to a decent 1.00, recall increased from 0.47 to 1.00, and the F1-score 

Classifier Measure Negative Positive 

SVM 

Precision 0.60 0.55 

Recall 0.37 0.76 

F1-score 0.46 0.64 

Accuracy 0.57 

Average Precision 0.53 

LR 

Precision 0.97 0.97 

Recall 0.97 0.97 

F1-score 0.97 0.97 

Accuracy 0.97 

Average Precision 0.96 

DT 

Precision 1.00 1.00 

Recall 1.00 1.00 

F1-score 1.00 1.00 

Accuracy 1.00 

Average Precision 1.00 

RF 

Precision 1.00 1.00 

Recall 1.00 1.00 

F1-score 1.00 1.00 

Accuracy 1.00 

Average Precision 1.00 
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increased from 0.52 to 1.00 for the positive class. The negative class also achieved the score of 

100% for all the metrics. The RF classification was similar to the DT, which also reported a 

perfect score of 1.00 for all the metrics for both negative and positive cases.  

 

Table 4.15 shows the classification report for the UCI Credit Card dataset after Oversampling.  

 

Table 4.15: Classification of the UCI Credit Card dataset with SMOTe 

Classifier Measure Negative Positive 

SVM 

Precision 0.65 0.59 

Recall 0.52 0.70 

F1-score 0.58 0.64 

Accuracy 0.61 

Average Precision 0.56 

LR 

Precision 0.65 0.61 

Recall 0.59 0.68 

F1-score 0.62 0.64 

Accuracy 0.63 

Average Precision 0.57 

DT 

Precision 0.81 0.76 

Recall 0.75 0.82 

F1-score 0.78 0.79 

Accuracy 0.78 

Average Precision 0.71 

RF 

Precision 0.88 0.88 

Recall 0.89 0.87 

F1-score 0.88 0.88 

Accuracy 0.88 

Average Precision 0.83 

 

The testing set for the UCI Credit Card dataset contained a sample size of 1 395 cases. The 

distribution was 711 cases for negative cases and 684 cases for the positive class. The 

classification algorithm that produced the best results on both datasets was the RF with an 

average accuracy of 94% after recording an accuracy of 100% on the European Credit Card 

dataset and 88% on the UCI Credit Card dataset. In second position was the DT with an average 

accuracy of 85.5%, followed by the LR with an average accuracy of 76.5%. The least effective 

method was the SVM classifier with an average accuracy of 59%. Although the classification 

was consistent across both datasets, SMOTe performed very well on the European Credit Card 

dataset compared to the UCI Credit Card dataset. 
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4.3.2.1 The Confusion Matrix with SMOTe 

Table 4.16 below shows the SVM confusion matrix after applying the SMOTe based 

Oversampling technique. 

 
Table 4.16: Confusion matrix of the SVM classifier after Oversampling with SMOTe 

 

 

 

 

 

 

Compared to the SVM confusion matrix before the data-point approach, there was significant 

improvement in the ability to predict positive cases. Even though some confusion level still 

exists, the effect of SMOTe was observed on both datasets. The total number of positive cases 

predicted was 11 897 whereas the actual number of positive cases in the testing dataset was 8 

592 cases. This time, the SVM classifier was more biased towards the positive class. However, 

the prediction was still unsuccessful, 5 361 cases out of the 11 897 that were classified as 

positive cases were FP. Therefore, the FP misclassification rate was 45%, which is too high for 

a fraud detection solution.  

 

The predictive accuracy of TP improved significantly by 76%; only 2 056 out of the 8 592 

positive cases were incorrectly classified. The total number of negative cases predicted was 5 

163 out of 8 468 testing cases in the dataset. However, the confusion matrix shows that only 

3 107 cases were TN, which meant that 63% of the negative cases were misclassified and 39% 

of prediction was FN. The SVM classification of the UCI Credit Card dataset was similar to 

the European Credit Card dataset prediction. The classifier was also biased towards the positive 

class, which meant that the performance was consistent across both datasets. There were 823 

positive cases predicted even though there were only 684 positive cases in the testing dataset.  

 

Out of the 823 cases, the misclassification rate for FP was 41%, which makes the average 

misclassification rate for FP 43% across both datasets. The predictive accuracy for TP also 

improved by 70% after using SMOTe compared to the results obtained before any data-point 

European Credit Card Dataset UCI Credit Card Dataset 

 

SVM 

Predicted 

0 

Predicted 

1 

 

SVM 

Predicted 

0 

Predicted 

1 

Actual 0 3 107 5 361 Actual 0 370 341 

Actual 1 2 056 6 536 Actual 1 202 482 
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treatment was applied; 482 out of 684 TP were correctly classified. There were 202 FN and a 

success rate of 52% for TN, which meant the average misclassification rate of TP was 56% for 

an SVM with SMOTe based Oversampling solutions.  

Table 4.17 below shows the LR confusion matrix after applying the SMOTe based 

Oversampling technique. 

 

Table 4.17: Confusion matrix of the Logistic Regression classifier with SMOTe 

 

 

 

 

 

 

The confusion matrix shows that the LR classifier performed much better than the SVM 

classifier. The results for the European Credit Card dataset show that out of a testing dataset of 

17 060 cases, there were 8 588 negative cases and 8 472 positive cases predicted. There was a 

total of 8 577 TP in the testing dataset. Based on these findings, the classifier was 99% accurate 

when looking only at the sample size. Examination of the confusion matrix reveals that there 

were 252 FP, which made the predictive accuracy of TP to be 96% with a misclassification rate 

of 4%. The number of FN was 357 cases, which makes the total misclassification rate only 3% 

and the predictive accuracy, 97%. The overall performance with the European Credit Card 

dataset was acceptable.  

 

To validate the consistency of these results, we further examined the UCI Credit Card dataset 

classification. Firstly, the findings reveal that there was low bias, 752 positive cases were 

predicted but there was only a total of 684 TP in the testing dataset. The difference with this 

classification is that the classifier is now biased towards the positive class. However, there was 

minimum bias as there were 643 negative cases predicted out of a total of 711 TN existing in 

the testing dataset. Secondly, to validate the consistency, we considered the misclassification 

rate and the predictive accuracy. There was a total of 290 FP, a misclassification rate of 32% 

for positive cases, and 68% predictive accuracy.  

European Credit Card Dataset UCI Credit Card Dataset 

 

LR 

Predicted 

0 

Predicted 

1 

 

LR 

Predicted 

0 

Predicted 

1 

Actual 0 8 231 252 Actual 0 421 290 

Actual 1 357 8 220 Actual 1 222 462 
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The total number of FN was 222 cases, the misclassification rate was 41%, and the predictive 

accuracy was 59% for the negative class. The average predictive accuracy across both datasets 

was 78% for the negative class and 82% for the positive class. The difference between the 

positive class misclassification rate of the European Credit Card dataset and UCI Credit Card 

dataset was 28%, which is a sizeable difference. The difference for the negative class 

misclassification rate was 38%, and based on these findings, a LR with SMOTe based 

Oversampling solution is less biased but has high variance.  

 

Table 4.18 below shows the DT confusion matrix after applying the SMOTe based 

Oversampling technique. 

 

Table 4.18: Confusion matrix of the Decision Tree classifier with SMOTe 

 

 

 

 

 

 

The confusion matrix of the DT after Oversampling with SMOTe showed an improved 

performance but some misclassification was observed in both datasets. The European Credit 

Card testing dataset contained 17 060 instances. The negative class accounted for 8 468 cases 

and the positive class accounted for 8 592 cases. The confusion matrix revealed that the 

classifier predicted 8 446 of the 8 468 negative cases, whereby only one case was a FN. The 

calculated predictive accuracy was 99.7% for the negative class, with a misclassification rate 

of 0.27% for the 23 misclassified negative cases. The predictive accuracy for the positive class 

was calculated at 99.9%, the classifier predicted 8 614 positive cases even though there were 

only 8 592 positive cases in the testing dataset.  

 

Out of the 8 614 cases, there were 8 591 TP and 23 FP. Only one positive case was 

misclassified as a FN. The overall predictive accuracy for the classes was 99.8%, which shows 

that the DT classifier with SMOTe was able to classify both classes accurately with minimum 

European Credit Card Dataset UCI Credit Card Dataset 

 

DT 

Predicted 

0 

Predicted 

1 

 

DT 

Predicted 

0 

Predicted 

1 

Actual 0 8 445 23 Actual 0 532 179 

Actual 1 1 8 591 Actual 1 122 562 
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bias and a misclassification rate of less than 1%.The UCI Credit Card testing dataset contained 

a sample size of 1 395 instances. There were 711 negative cases and 684 positive cases. The 

confusion matrix revealed that the classifier predicted 654 out of 711 negative cases. Out of 

the 654, there were 532 TP and the other 122 were FN. The calculated predictive accuracy was 

75% and a misclassification rate of 25% for the negative class. The confusion matrix shows 

that the classifier was biased by 57 cases as the predicted number of the positives was 741 

instead of the 684 cases. However, the confusion matrix revealed that there was both bias and 

confusion; out of the 741 cases there were only 562 TP. The calculated predictive accuracy 

was 82% and a misclassification rate of 18% was shown for the positive class.  

 

The average predictive accuracy for both classes was 78.5% and the average misclassification 

rate was 9.5% for the UCI Credit Card dataset. The average predictive accuracy across both 

datasets was 89.15%, which meant that the DT with SMOTe classifier was able to produce 

consistent results across the two distinct datasets. Even though some confusion was still 

observed, the average misclassification rate was just below 10% due to the slightly higher 

misclassification rate of the UCI Credit Card dataset. The solution performed very well on the 

European Credit Card dataset but the confusion matrix revealed that further research can be 

conducted to understand the factors that contribute to the overall performance of the classifier. 

 

More research can also be done to find additional optimisation that can be applied to achieve 

similar results on other datasets. The overall conclusion is that the DT with SMOTe was able 

to address the issues caused by class imbalance in the credit card dataset. The predictive 

accuracy and the ability to predict positive cases improved significantly when compared to the 

results achieved without the data-point approach.  
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Table 4.19 below shows the RF confusion matrix after applying the SMOTe based 

Oversampling technique. 

Table 4.19: Confusion matrix of the RF classifier with SMOTe 

 

 

 

 

 

 

 

The confusion matrix revealed that the RF classifier with SMOTe based Oversampling 

produced the best classification results compared to the other three algorithms. The European 

Credit Card testing dataset contained a sample size of 17 060 instances. The total number of 

negative cases was 8 468 and the total number of positive cases was 8 592. The confusion 

matrix revealed that the RF classifier with SMOTe predicted 8 467 out of the 8 648 negative 

cases. All the 8 467 predicted cases were TN and there were zero FN. The classification only 

failed to predict one negative case. The predictive accuracy was 99.99%, with a 

misclassification rate of 0.01% for the negative class.  

 

The confusion matrix revealed that the classifier predicted 8 593 positive cases, which was 

biased by one FP. All the positive cases were correctly classified, there were 8 592 TP. 

Therefore, there was a 100% predictive accuracy and zero misclassification of the positive 

class. The overall predictive accuracy was 99.995%, with a 0.005% misclassification rate. The 

UCI Credit Card testing dataset contained a sample size of 1 395 instances. There were 711 

negatives cases and 684 positive cases. The confusion matrix revealed that there were 631 TN, 

89 FN, 595 TP, and 80 FP. The predictive accuracy was 89%, with a misclassification rate of 

11% for the negative class.  

 

The predictive accuracy was 87%, with a misclassification rate of 13% for the positive class. 

The overall predictive accuracy was 88%, with a 12% misclassification rate. The average 

predictive accuracy was 94%, with a 6% misclassification rate.  

European Credit Card Dataset UCI Credit Card Dataset 

 

RF 

Predicted 

0 

Predicted 

1 

 

RF 

Predicted 

0 

Predicted 

1 

Actual 0 8 467 1 Actual 0 631 80 

Actual 1 0 8 592 Actual 1 89 595 
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4.3.2.2 Precision-Recall curve(s) with SMOTe 

Figure 4.18 to Figure 4.21 plot the respective P-R curves of the classification results after using 

SMOTe to resample the datasets. The goal was to validate if there has been improvements on 

the accuracy by observing whether the P-R curve is moving towards the upper right corner of 

the chart. The quality of a P-R curve is good when the line is closer to the value of 1 on the y-

axes. 

 

Figure 4.18 illustrates the P-R curve of the SVM classification where there was a 0.53 average 

precision.  

 

 

Figure 4.18: SVM with SMOTe P-R curve, AP = 0.53 

 

Figure 4.19 shows the P-R curve of the LR classification where the average precision computed 

was 0.96. 

 

 

Figure 4.19: LR with SMOTe P-R curve, AP = 0.96 
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Figure 4.20 shows the P-R curve of the DT classification where the average precision computed 

was 1.00. 

 

Figure 4.20: DT with SMOTe P-R curve, AP = 1.00 

 

Figure 4.21 shows the P-R curve of the RF classification where the average precision computed 

was 1.00. 

 

 

Figure 4.21: RF with SMOTe P-R curve, AP = 1.00 

 

As previously mentioned, a P-R curve is an effective means of providing a graphical 

visualisation of the quality of a classifier. A P-R curve that is a straight line towards the upper 

right corner, such as the one of Figure 4.20 and Figure 4.21, represents the best possible quality. 

These two P-R curves tell us that the classifiers were able to predict the positive classes at a 

100% accuracy. 
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4.4 Results Comparison with Literature 

This section presents the existing related results in the literature, which are compared and 

contrasted with the results obtained from this study. The results presented below were extracted 

from a study by Elhassan et al. (2017) that measured the performance of different sampling 

techniques on the Ecoli2 dataset. The study proposed a hybrid approach combining Tomek 

Link (T-Link) with Random Undersampling (RUS) to improve the classification of imbalance 

data. To provide a fair comparison, all our finding discussed in this section were achieved using 

our proposed multi-level hybrid data-point approach combining Feature Selection with SMOTe 

based Oversampling.  

  

Table 4.20  Performance measures of different sampling techniques using SVM (Elhassan et al. 2017) 

Support 

Vector 

Machine  

Original  T-Link  SMOTE  SMOTE/T-

Link  
Over-

sampling  
Over/T-

Link  
Under-

sampling  
under/T-

Link  

Recall 0.577 0.673 0.929 0.91 0.931 0.883 0.942 0.923 

Accuracy  0.893 0.918 0.923 0.904 0.913 0.882 0.913 0.923 

Precision  0.682 0.778 0.895 0.871 0.899 0.883 0.891 0.923 

F-statistics  0.625 0.722 0.912 0.89 0.915 0.883 0.916 0.923 

G-mean  0.741 0.805 0.924 0.905 0.913 0.882 0.913 0.923 

AUC  0.913 0.922 0.945 0.953 0.932 0.934 0.96 0.95 

 

Table 4.20 presents the results obtained by Elhassan et al. (2017) using Support Vector 

Machine (SVM). The best results were achieved by the combination of Undersampling and T-

Link. The ability to predict positive classes improved, the precision score increased by 0.241, 

moving from 0.682 to 0.923. The improvement rate was 26.11%, which is less than our 

improvement rate of 55% achieved using SVM after applying hybrid solution. The recall score 

increased from 0.577 to 0.923, an improvement of 37.49% versus the 76% we achieved with 

our method, which means that our solution produced better results in terms of improvement. 

 

Table 4.21 Performance measures of different sampling techniques using Logistic Regression (Elhassan et al. 2017) 

Logistic 

Regression  
Original  TLink  SMOTE  SMOTE/TLink  Over-

samplig  
Over/TLink  Under-

sampling  
Under-

/TLink  

Recall 0.615 0.615 0.923 0.91 0.924 0.906 0.92 0.923 

Accuracy 0.911 0.905 0.909 0.904 0.908 0.893 0.903 0.923 

Precision 0.762 0.744 0.873 0.871 0.895 0.883 0.888 0.923 

F-statistics 0.681 0.674 0.897 0.89 0.909 0.894 0.905 0.923 

G-mean 0.771 0.769 0.911 0.905 0.907 0.893 0.903 0.923 

AUC 0.934 0.92 0.949 0.95 0.935 0.936 0.954 0.95 
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Table 4.21 presents the results obtained by Elhassan et al. (2017) using Logistic Regression 

(LR).  Our finding reported a score of 0.97 for all the metrics except the average precision, 

which achieved a score of 0.96 when using LR. Whereas, Elhassan et al. (2017) reported a best 

score of 0.923 for all metrics except the AUC, which achieved 0.95. Based on this figures, our 

hybrid solution performed better than their best method of using the combination of 

Undersampling and T-Link.  

 

Table 4.22 Performance measures of different sampling techniques using Random Forest (Elhassan et al. 2017) 

Random 

Forest  

Original  TLink  SMOTE  SMOTE/TLink  Over-

samplig  

Over/TLink  Under-

sampling  

Under-

/TLink  

Recall 0.808  0.827  0.91  0.923  0.906  0.899  0.904  0.923  

Accuracy  0.955  0.966  0.94  0.962  0.91  0.893  0.933  0.933  

Precision  0.894  0.956  0.947  0.986  0.913  0.889  0.959  0.941  

F-statistics  0.848  0.887  0.928  0.954  0.909  0.894  0.931  0.932  

G-mean  0.891  0.906  0.936  0.956  0.91  0.893  0.932  0.933  

AUC  0.96  0.97  0.98  0.99  0.97  0.972  0.96  0.983  

 

Table 4.21 presents the results obtained by Elhassan et al. (2017) using Random Forest (RF).  

According to table 4.22, the best method was a combination of SMOTe and T-Link, which 

reported 0.923 for Recall, 0.986 for precision, and 0.962 for accuracy. The RF classification 

after applying the combination of Feature Selection and SMOTe reported a perfect score of 

1.00 for all the metrics. Based on these results, our conclusion is that our solution has a better 

performance across all the different algorithms used in both studies. 

 

Our finding comes along with the finding by Wing et al. (2015), where they showed that using 

a combine sampling method has an improved performance in terms of the performance 

measures that have been mentioned in this study using classification algorithm. By looking at 

(Table 4.22), the data showed that using SMOTE and T-Link as a combined sampling method 

has a better performance over standalone sampling methods and the original data. However, 

compared to all the methods in (Table 4.22), our study showed the best results with our 

proposed novel multi-level hybrid data-point approaches.  
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4.5 Chapter Summary 

The comparison of Near Miss and SMOTe was done based on the average predictive accuracy 

score because the predictive accuracy is based on both the TN and TP rate and it is inversely 

proportional to the misclassification rate. The performance difference measures the consistency 

of the classifier of both datasets. To ensure that the findings are easy to read and understand, a 

simple comparison format was developed and used for all four of the algorithms. The average 

predictive accuracy was 81% for the SVM classifier with Near Miss and was 58.75% for the 

SVM classifier with SMOTe solution. The performance difference was 15% for Near Miss and 

4.5% for SMOTe. Based on these results, the Near Miss technique performed better, with a 

higher predictive accuracy and low performance difference. 

 

The average predictive accuracy was 83.63% for the LR classifier with Near Miss was and 

80% for the LR classifier with SMOTe solution. The performance difference was 19.75% for 

Near Miss and 33% for SMOTe. Based on these results, the Near Miss technique performed 

better with a higher predictive accuracy and low performance difference. The average 

predictive accuracy was 92% for the DT classifier with Near Miss and 89.15% for the DT 

classifier with SMOTe solution. The performance difference was 15.5% for Near Miss and 

21.5% for SMOTe. Based on these results, the Near Miss technique performed better with a 

higher predictive accuracy and low performance difference. 

 

The average predictive accuracy was 90% for the RF classifier with Near Miss and was 94% 

for the RF classifier with SMOTe solution. The performance difference was 0% for Near Miss 

and 12% for SMOTe. Based on these results, the Near Miss technique performed better with a 

higher predictive accuracy and low performance difference. These findings suggest that the 

proposed RF solution with the hybrid data-point approach of Feature Selection and 

Undersampling with Near Miss produced the best classification results. The RF classifier with 

SMOTe based Oversampling also produced impressive results but the Near Miss technique 

was more consistent across the two credit card datasets.  

 

The classification results and analysis of the SVM, LR, DT, and RF before and after applying 

the data-point approach have been presented. The findings revealed that before any data-point 

approach was applied, all the classifiers struggled to predict the positive class and the 

classification was highly biased towards the majority class. There was a high misclassification 
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rate and low predictive accuracy. After the data-point approach was used, the ability to predict 

the positive class improved and there was minimum bias. The misclassification rate was 

reduced and the predictive accuracy increased.   
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CHAPTER FIVE: SUMMARY, CONCLUSIONS AND 

IMPLICATIONS OF STUDY  

5.1 Introduction  

Chapter Five is the final chapter of the study that has the following sections: a summary of how 

the research objectives were met, a discussion of future works, and the conclusion of the study. 

Furthermore, the summary section compares the Near Miss and SMOTe technique and 

discusses the results to identify the most effective technique.  

 

5.2 Summary 

This section provides a detailed discussion of the research outcome and how the objectives of 

the study were met. The detailed discussion compares the classification performance of each 

algorithm for both the pre-test and post-test results to assert whether the accuracy has improved. 

Then, a cross comparison of the two datasets was conducted to validate the two proposed data-

point approaches and to determine the best performing algorithm across both datasets.  

 

The first research objective was to examine the ML algorithms for fraud identification with 

datasets for Credit Card Fraud (CCF) that were imbalanced. To facilitate the achievement of 

this objective, a pre-treatment-test was conducted to assess the performance of four ML 

classifiers on two imbalanced credit card datasets. The ML classifiers were each constructed 

using the SVM, LR, DT, and RF algorithms respectively. All four algorithms scored an average 

accuracy score of 1.00 for legitimate cases with the European Credit Card dataset and an 

average accuracy score of 0.87 with the UCI Credit Card dataset.  

 

The weighted average for the results from the classification with both the imbalanced datasets 

showed that the RF model was the best performer for detecting minority classes, with an AP 

score of 0.77 and a 0.45 average recall score. Therefore, comparing both precision and recall 

scores reveals that the model did not perform well. Furthermore, the combined computed 

average precision across both datasets was 0.43, which reveals that the model was not 

performing ideally and further treatment was necessary. The worst performing model was the 

SVM classifier, having the positive class precision and recall scores of 0.00 for both datasets. 

The score of 0.00 means that the SVM model was 100% biased and completely failed to 
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identify any minority classes due to the imbalanced class distribution. The discussed precision 

and recall scores show that due to the imbalance level, the majority class was dominant over 

the minority class. 

 

The second research objective was to investigate in-depth, the data-point approach methods for 

handling imbalanced datasets. To facilitate the fulfilment of this objective, a review of three 

data-point approach methods was carried out, namely, Feature Selection, Undersampling, and 

Oversampling. The post-treatment-test experiment led to the introduction of two novel multi-

level hybrid approaches for the Credit Card Fraud domain. The first approach was the 

combination of Feature Selection and Undersampling with Near Miss. The second approach 

was the combination of Feature Selection and SMOTe based Oversampling. These two 

approaches addressed the issues of class imbalance and reduced misclassification by 

identifying the key feature based on feature importance and then used the Near Miss and 

SMOTe technique to resample the dataset, respectively. 

 

The third and last research objective was to determine whether the data handling methods 

improved the predictive accuracy of ML Credit Card Fraud identification models through 

extensive comparative and statistical analysis of the results. After using the Feature Selection 

and Undersampling with Near Miss hybrid approach, the average precision score improved by 

98% for SVM, 49.5% for DT, 19.5% for RF, and 5.5% for LR for the positive class. The Recall 

score shows that the strength of identifying TP, which refers the actual fraudulent cases, 

improved by 60% for SVM, 51.5% for LR, 51% for DT, and 38.5% for RF for the positive 

class. The results revealed that the F1-Score improved by 73.5% for SVM, 52.5% for LR, 

50.5% for the DT, and 32.5% for RF for the positive class. Comparing the F1 scores shows 

that the ability to detect positive classes was improved.  

 

The findings also suggested that predicting accuracy improved for all the algorithms on both 

the datasets. Based on these results, the RF algorithm was the leading algorithm, followed by 

DT, LR and SVM, ranked from best to worst using a calculated average score of the precision, 

recall, and F1 score for each classifier. After using the Feature Selection and SMOTe based 

Oversampling hybrid approach, the precision score improved by 55% for SVM, 55% for LR, 

42% for the DT, and 10% for RF for the positive class. The Recall score shows that the strength 

of identifying TP improved by 76% for SVM, 50% for LR, 47% for RF, and 39% for the DT 

for the positive class. The results revealed that the F1-Score improved by 64% for SVM, 53% 
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for LR, 35% for the DT, and 33% for RF for the positive class. Comparing the F1 scores shows 

that the ability to detect positive classes was improved.  

 

An interesting observation was that the classification of negative class for the LR, DT and RF 

algorithms remained good and consistent throughout the experiment. SVM performed well 

initially with the overall accuracy score of 100%; however, after using Feature Selection and 

SMOTe based Oversampling hybrid approach, the score was down to 47%, meaning that even 

though the ability to recognise positive classes improved, the ability to recognise negative 

classes degraded. Therefore, SVM is not an ideal solution for Credit Card Fraud Detection. 

Based on the results, the RF algorithm is the leading algorithm. The ranking from best to worst 

was in the following order: RF, DT, LR, and SVM, which was identical to the findings obtained 

after using the Feature Selection and Undersampling with Near Miss hybrid approach. 

 

The findings are also supported by literature that used RF and Oversampling in other domains 

outside of Credit Card Fraud (Tarawneh et al. 2020; Saad, Omar, and Maghraby 2019; 

Xiaolong, Wen, and Yanfei 2019). To improve the performance of the training, Zhang et al. 

(2019) presented a classification solution constructed with an Oversampling scheme combined 

with RF. An Oversampling scheme with capability to recreate the data of hotspots was used to 

resample and balance the specified training dataset. The RF algorithm was then applied to 

produce a group of forest trees for the oversampled training dataset. The final prediction 

performance can be computed recursively after the Oversampling and training process.  

 

The proposed method had the ability to select features randomly and build a robust RF 

algorithm to prevent overfitting the training dataset. Experimental results from three datasets 

indicate that the performance of hotspot predictions was significantly improved compared to 

existing classification methods. 

 

5.3 Conclusion  

To facilitate the achievement of the aim, an experimental study was carried out that answered 

the research question defined in Chapter One and to ensure that all the research objectives were 

met. The output of the first research objective revealed that, when the dataset is highly 

imbalanced, the classifier struggles to detect the minority class. In association with the second 

research objective to investigate in-depth the data-point level methods of handling imbalanced 
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datasets, the experiment resulted in the introduction of two hybrid solutions as output, namely, 

the Feature Selection with Near Miss Undersampling and Feature Selection with the SMOTe 

based Oversampling hybrid approaches. Using these two approaches to solve the imbalance 

problem, the third research objective was met through statistical and extensive analysis of 

results from the pre-treatment-test and post-treatment-test. The output of the third research 

objective revealed that there was a significant improvement in the ability to predict positive 

classes while maintaining the ability to detect negative classes. 

 

 The misclassification rate was also reduced. Based on the findings, the data-point approach 

works well with the DT and RF based classifiers. Both the algorithms produced the best 

performance with the two credit card datasets. After using the hybrid data-point approach, the 

ability to predict positive classes improved. Furthermore, based on the analysis of the results, 

the conclusion was that Near Miss out-performed SMOTe on all four of the classification 

algorithms. 

 

5.4 Future Work 

The significance of this research was that the study investigated the data-point level approach 

to address the misclassification problem in identifying credit card fraud using ML and proposed 

an effective method that is more effective in handling imbalanced credit card datasets. Two 

multi-level hybrid data-point approach solutions have been introduced, which were Feature 

Selection and Undersampling with Near Miss, and Feature Selection and SMOTe based 

Oversampling. This study focused on the detection of fraud; however, the next step is the 

prevention of fraud that requires a time-critical and proactive solution, which can accurately 

flag fraudulent and legitimate classes in a live environment. Therefore, further studies can use 

the findings of this study to investigate building and deploying a real-time solution that can 

detect fraud as and when the transactions are occurring, to improve its prevention. 

 

5.5 Limitations of Study 

The credit card transactions data stored by financial institutions is confidential and is protected 

by data and privacy laws and regulations, which makes them inaccessible to the public. The 

study had to rely on publicly available credit card datasets to carry out the experiment. The 
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number of credit card datasets available is very limited, which consequently limited the number 

of credit card datasets used in the study. Another limitation was the time available to conduct 

the research, which had to be within the time allowed to complete a Master’s degree. Therefore, 

the scope of study was also limited by the time available.  

 

5.6 Contributions and Implications of Study 

Associated with the aim to identify the data-point technique that improves the predictive 

accuracy of ML solutions for fraud detection, the contributions of the study were extending 

knowledge regarding the use of ML and the data-point approach in Credit Card Fraud 

Detection. The findings of this study contributed to the knowledge base by providing an in-

depth understanding of the impact of imbalanced datasets on ML classification solutions for 

Credit Card Fraud Detection. The study also provided knowledge of how the data-point 

approach could be used to address the class imbalance problem.  

 

Another contribution was that based on the findings, an effective method that is more effective 

in handling imbalanced credit card datasets was proposed. The implications of the study 

involved having two solutions as research output and knowledge that constitute the base for 

effective and efficient methods of solving the imbalanced credit card dataset problem. As a 

result, financial institutions and researchers can use the findings to develop and improve fraud 

detection systems that are unbiased and more accurate when dealing with imbalanced credit 

card datasets.  

 

5.7 Chapter Summary 

The statistical analysis of results has herein been presented and discussed in this chapter in 

relation to the research objectives. The findings show that, the strength of using the hybrid 

data-point approach to improve the algorithm performance was observed with both Near Miss 

and SMOTe. This study has met all the research objectives and proven that using the most 

appropriate data handling technique for the imbalanced credit card datasets makes a significant 

different towards combating the class imbalance problem, minimising bias, and reducing the 

number of FP and FN. After using the hybrid data-point approach, the ability to predict positive 

classes improved. The ranking from best to worst was in the following order: RF, DT, LR and 

SVM for both the introduced hybrid approaches. Future research can perform an in-depth cross 
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comparison across multiple credit card datasets to verify the consistency of the data-point 

approaches in handling imbalanced datasets. Further studies can use the findings of this study 

to investigate the building and deployment of a real-time solution that can detect fraud as and 

when the transaction is occurring. 
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