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Abstract. Federated cloud has emerged as solution for cloud service
providers to get scalability in serving the growing demand for cloud
resources. In a federated cloud, a cloud member can provide service or
request it from other cloud provider members in the federation. The
federation enables its cloud provider members to be able to satisfy a
service beyond the resources they owned by using the resources market
in the federation. Data privacy is a major concern in federated clouds.
As the privacy regulations and laws of the countries in the federation
may vary, it is difficult to assess and confirm that they are in com-
pliance. This makes protecting privacy even more challenging. Privacy
management strategies primarily involve anonymization, cryptography,
and data splitting. Anonymization is the traditional approach to preserv-
ing privacy, which aims at masking the link between the quasi-identifier
and sensitive data. The most widely used anonymization techniques are
k-anonymity, l-diversity and t-closeness. However, there is a lack of a
formal metric to measure the quality of the anonymization process in
terms of its ability to prevent re-identification. This paper examines the
issue of assessing anonymization quality and introduces a new metric,
Mmaq, for this purpose. It can be used to evaluate the anonymization of
one or multiple attributes. The metric is a combination of the Shannon
index, which measures diversity, and a stabilizer factor, which corrects
the Shannon index for pathological cases. The initial results suggest that
Mmaq can be used to classify attributes as identifier, quasi-identifier,
and anonymous. Furthermore, it can be employed as a Cloud Privacy
Policy anonymization compliance checker.
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1 Introduction

Cloud computing offers Content Providers and Machine Learning Service Devel-
opers with highly accessible resources on the Internet. The next step in cloud
computing is Federated Cloud Computing, which is designed to provide more
efficient data access and sharing. This type of cloud computing is made up of
resources from multiple clouds that are in different administrative domains. It is
intended to address the increasing demand for computing and storage resources
and to enable scalability for cloud providers to collaborate. In a federated cloud,
members can both provide and request services such as computation, storage,
and machine learning. This federation allows cloud providers to access resources
beyond their own, enabling them to satisfy a service. Users of the federated cloud
can be either simple users or other non-member clouds that require resources
from the federation. Each cloud provider can offer data storage, machine learn-
ing, computation, and security services, while the federation provides access and
authentication services, service discovery, negotiation, security, load balancing,
and user interfaces (web, API, CLI). Federated cloud technology for medical
applications can involve the sharing of personal and electronic medical records,
diagnostic results, genomic data, and more. For example, Federated Genomics
(FEDGEN) [2] is a federated cloud infrastructure in Nigeria for genomic data
research on malaria and breast cancer in Africa. In a multi-national federated
cloud, cloud providers’ infrastructure can be located in different countries, and
thus subject to different privacy laws and regulations. Providing federated cloud
services presents three main privacy-related challenges: managing data autho-
rizations, formalizing privacy protection legal rules, and developing privacy legal
compliance verification services. There is a need to define a quantifiable metric to
measure the quality of privacy protection measures in the federated cloud, partic-
ularly when transferring data between cloud members in different countries. Data
anonymization is one approach used to ensure privacy, which involves modifying
data [10] before sharing to prevent the identification of the data owner. However,
anonymization should provide enough information to be useful while managing
the risks of re-identification. The reconciliation of these two constraints leads to
a risk of privacy-related attacks [16]. This paper proposes the use of the Shannon
index and the stabilizer to assess the quality of anonymization of personal data
in federated clouds. The Shannon index will be used to measure the diversity
of the data, and the stabilizer factor will adjust the metric for any pathological
cases of the Shannon index. The early results demonstrate that it is possible
to classify attributes as identifier, quasi-identifier, and anonymous using Mmaq.
This allows a Cloud Privacy Policy checker to use it to evaluate compliance in
terms of anonymization. This paper is structured as follows. Section 2 provides
the background and fundamental concepts of the research. Section 3 outlines the
privacy protection strategies used in the federated cloud. Section 4 examines the
proposed privacy protection approach and Sect. 5 summarizes the findings and
potential future work.
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2 Background

2.1 Federated Cloud Architecture and Services

A Federated Cloud is an aggregation of resources from different clouds that
are in different administrative domains. These clouds provide services such as
computation, storage, machine learning, and hosting that can be requested and
managed at the federal level. Each cloud can provide services for other clouds in
the federation and seek their resources for its customers. The architecture of fed-
erated clouds can be horizontal or vertical. In a horizontal federation, Provider-
to-provider SLA (Service Level Agreement) enables collaboration between cloud
providers in a peer-to-peer manner. In this architecture, each cloud must negoti-
ate with other clouds to gain access to resources. The Vertical Federated Cloud
architecture, on the other hand, includes a Federal/Federated Cloud Broker that
manages internal and external interactions. This broker has interfaces with indi-
vidual clouds via their local cloud brokers to discover and access resources and
the user interface. All interactions in the federation are specified in a Federal
Service Level Agreement (F-SLA). The F-SLA outlines interconnection rules and
describes the responsibilities and authorized behavior of each member of the fed-
eration, as well as financial, administrative, or other sanctions in the event of
non-compliance with the terms of the agreement. The F-SLA is managed by the
federal broker, who is also responsible for negotiating with national brokers when
federation users request data or resources. The Federal Broker hosts a variety of
services (see Fig. 1):

– Access Control: This service provides Authentication and Access to mem-
bers of the cloud federation;

– Service Discovery: This service will provide a map of the services and
resources available within the federation;

– Negotiation Service: This service is for SLA establishment between clouds
members for resources reservations, use and management;

– Security service: This service enforces the security policy at the federation
level and prevents the propagation of security problems in the federation.

– Load Balancing and Monitoring services: Load balancing facilitates the
allocation of tasks between cloud providers that are involved in a process.
A monitoring service is used to collect data for the oversight of Federation
resources.

Clients can access Federation clouds at the cloud level through an interface,
such as a RESTful-API, Web application, or CLI, depending on the requested
service platform. The Federal Cloud Broker is used to transparently obtain
services. In recent years, the security and protection of privacy in the feder-
ated cloud has become a topic of increasing interest in the research community.
Bernsmed et al. [4] identified four new security issues arising from the forma-
tion of federated cloud services: a longer chain of trust, limited auditability, the
risk of malicious service components, and liability and legal issues. To address
challenges related to security, interoperability, storage, processing, privacy, etc.,
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Fig. 1. Federated Cloud Vertical Architecture

several federated cloud architectures have been proposed in the literature. The
RESERVOIR [13] project seeks to create an architecture to promote the adop-
tion of open-federated cloud computing, address the scalability issues inherent
in single-vendor cloud computing environments, and tackle the difficulties asso-
ciated with interoperability between different cloud service providers. Addition-
ally, the project aims to address the lack of integrated support for business ser-
vice management in current cloud computing offerings. The ATMOSPHERE [6]
project, a collaboration between Europe and Brazil, focuses on the development
of a secure federated cloud platform to process sensitive data, particularly in the
health field. The OPTIMIS [9] project proposes a specification and a toolkit for
generating federated clouds, with security as one of the non-functional require-
ments that determine the final composition of a service. BioNimbuZ [14] is a fed-
erated cloud computing platform designed to meet the needs of bio-informatics
applications, which often require high processing capacities and long run-times.
This platform offers the ability to integrate and control multiple cloud infras-
tructure providers, each offering tailored bio-informatics tool chains as services.

2.2 Problem Statement

Federated clouds present a range of security issues, particularly in terms of pri-
vacy management. For instance, the services provided by the cloud federation
often include storage and computational resources that are also used by other
cloud services, such as Machine Learning. Storage services are widely used by
data and content providers to enable low latency access and increased bandwidth.
Machine Learning services may necessitate the transfer of data from one cloud
data provider member to a geographically closer storage memory for improved
efficiency. It is essential that sensitive or confidential information is kept safe in
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national domain clouds, in accordance with the data protection laws and regu-
lations of the country. Most countries’ laws state that sensitive and private data
must not be stored outside their borders until the privacy and access confiden-
tiality requirements have been fulfilled. Verifying and assessing compliance with
privacy laws is a major issue in federated cloud research. This is due to dis-
crepancies in legal data privacy policies and the need for anonymization, which
can reduce the value of the data. Figure 2 shows a common federated cloud
architecture with two cloud members in different jurisdictions. Cloud brokers
in each country are responsible for coordinating activities at the federal level.
They enable communication between the cloud members and the federation,
allocating cloud resources to the federation members in accordance with Service
Level Agreements (SLAs). Additionally, they check for compliance with local
laws on security and privacy before transferring data to other clouds. However,
data transfer between clouds in the federation presents several security chal-
lenges, such as managing data authorizations, formalizing privacy protection
legal rules, and developing privacy legal compliance verification services.

Multi-National Federated Cloud
Cloud Member in Country A

Storage
(Data Provider)

Cloud Member in Country B

Storage
(Data Receiver)

Cloud Broker Cloud Broker

Federal Cloud Broker

Data Transfer

Privacy Policy
Compliance

Checker

Privacy Policy
Compliance

Checker

Fig. 2. Federated Cloud data transfer between cloud members in two countries

This paper presents an objective metric, Mmaq, to assess data privacy by
evaluating the quality of data anonymization between clouds in the same nation
or between two countries with different laws. The metric is based on the Shannon
index to measure diversity and a stabilizer factor to address pathological cases.
Initial results suggest that it can be used to classify attributes into identifiers,
quasi-identifiers, and anonymizers, and thus could be employed by a privacy
policy checker for automated evaluation.

3 Privacy Preserving Methods in Federated Cloud

Privacy protection in the federated cloud can be achieved through anonymiza-
tion, cryptography, and data splitting [7]. Anonymization is a privacy-preserving
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technique that seeks to obscure the connection between quasi-identifiers and sen-
sitive data. The most commonly used anonymization methods are k-anonymity,
l-diversity, and t-closeness. In terms of data privacy, data columns can be divided
into four categories based on their level of anonymization:

– Identifier: This is an attribute that uniquely identifies an individual (e.g.
national identification number) and can be used as a key to distinguish each
record;

– Quasi-identifier: This is a set of attributes that, combined with external
data, can potentially identify the owner of the data (e.g. age, gender). Quasi-
identifier attributes must be anonymized to avoid re-identification.

– Sensitive attribute: This represents information that if published can be
prejudicial to the individual, such as health status, salary, religion, etc. This
metric is subjective.

– Anonymous attribute: This is an attribute that make it difficult re-
identification. If an attribute is totally anonymous no re-identification is pos-
sible.

– Equivalence classes: These are sets of all records composed of the same
quasi-identifier values.

Therefore, measuring the quality of anonymization means classifying data sets
into one of these categories. The identifier has the worst anonymity level, as it
reveals the identity of the owner. Total anonymous attribute can provide best
privacy protection since the identity of the owner cannot be retrieved.

3.1 K-Anonymity

K-anonymity [15] is the most widely used privacy preservation method. This
model guarantees that each tuple of quasi-identifier values appears at least k
times in the table to be published. It uses two main techniques: deletion for
identifiers and generalization for quasi-identifiers.

Definition 1. Let T (A1, ..., An) be a table, and QIT , the quasi-identifiers asso-
ciated with it. T satisfies k-anonymity if, for each quasi-identifier QI ∈ QIT ,
each sequence of values in T (QI) appears at least with k occurrences in T (QI).

Table 1 presents an example of a non-anonymized dataset of fictitious patient
health information. It contains five attributes and nine records. To implement
k-anonymity for a given value of k, two common techniques are used: deletion
and generalization.

– Suppression: An attribute or part of an attribute is deleted and replaced
by special characters such as the asterisk (*);

– Generalization: Here, the process of anonymization involves substituting
the values of an attribute with a more general but still semantically appro-
priate value.
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Table 1. Example of k-anonymity, where k=2 and QI={Age, Gender}

Table 1 has been anonymized to a degree of three with respect to the
attributes ‘Age’, and ‘Gender’. Applying k-anonymity to a data set can cre-
ate equivalence classes that do not provide enough variety for the values of the
sensitive attribute, which can result in the disclosure of sensitive information.
k-anonymized data can be exposed to attacks such as the Attribute Linking
Attack, the Homogeneity Attack, and the Background Knowledge Attack [12].

L-diversity [12] and t-closeness [11] are extensions of the k-anonymity model
that protect against attribute disclosure. An equivalence class respects the l-
diversity constraint if it contains at least l “representative” values for a sensitive
attribute. An equivalence class satisfies the constraint of t-closeness if the dis-
tance between the distribution of a sensitive attribute in that class and the
distribution of the attribute in the complete table does not exceed a threshold.

3.2 Differential Privacy

Differential privacy, first introduced by [8], is a method of safeguarding individual
records in a database by ensuring confidentiality.

Definition 2. A randomized function k gives ε-differential privacy if for all data
sets D1 and D2 differing on at most one element, and all S ⊂ Range(K),

Pr[K(D1) ∈ S] ≤ eε ∗ Pr[K(D1) ∈ S] (1)

where Pr[K(D1) ∈ S] means “the probability of observing S as a result of
executing k on the database D1”.

This technique enables the extraction of useful information from databases
that contain personal data of individuals while protecting the anonymity of their
identities. This is usually accomplished by creating a system that adds random
noise to the query results, making it impossible for an adversary to determine if a
particular record is included in the database or not, regardless of any additional
information they may have.

4 A New Metric to Measure Anonymization Quality

We introduce here our proposition, Mmaq (Metric to Measure Anonymization
Quality), which is a measure of anonymization quality. It is based on the Shannon
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index for measuring diversity and a factor that corrects it for pathological cases
where Shannon cannot differentiate the state of the data.

4.1 Mmaq: Definition and Properties

The metric is used to measure the quality of anonymization of data for one or
more attributes of a dataset.

Definition 3. The Mmaq is defined as follows:

Mmaq =
{
P if H = 1
( 1
1−H ) × P otherwize. (2)

Where H is the Shannon index and P is the correction factor.
When the Mmaq = 1, we have a totally anonymous attribute. If

Mmaq −→ 0, then we have an identifier, whose metric value is 1
NN , where N

is the number of lines. When Mmaq ∈]0, 1[, the attribute is a quasi-identifier.
As S approaches N , the number of categories increases, leading to a decrease

in anonymization quality as attributes become associated with an identifier.

4.2 Measuring Diversity of Data

The Shannon index [16], originally developed to measure the amount of infor-
mation transmitted in communications, was later used in ecological research to
quantify the diversity of a biological community. This index is a combination
of two components: the number of species in the community (richness) and the
relative frequency of these species (equitability). In this study, the index is used
to measure the diversity of a column or a combination of columns in a dataset.
The index H is calculated using the following formula:

H = −
s∑

n=1

pi log pi where pi =
ni

N
; N =

s∑

i=1

ni; Hmax = log (S) (3)

where pi is the relative frequency of a category i in the attribute values and S is
the number of categories, ni is an absolute frequency of a Category, and N the
total number of records. The maximum value of H is noted Hmax and is reached
when all categories are equally represented (same frequencies).

H increases as the number of categories increases (S −→ N) and the relative
representation of each category becomes more balanced (∀i, j ∈ [1, S], pi ≈ pj).
H = 0 when the column contains only one category (the same value in all
rows). The higher H, the dataset is diversified. The maximum value of Hmax

will occur when all categories have the same frequency, in which case all pi are
equal (∀i, j ∈ [1, S], pi = pj) and also when S = N.

To illustrate the properties of H, we used it in different synthesized datasets
(like in Table 1) with seven attributes generally sensitive to privacy information:
national identity number, surname, first name, gender, date of birth, place of
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Fig. 3. Diversity index in relation to its variables

birth, disease, and hospital identifier. We worked mainly on an extract of 500
lines of data shows some of the attributes. The results are shown in Fig. 3.

In summary, for totally anonymized attributes H = 0. By increasing the
number of categories, the anonymized attribute becomes a quasi-identifier, i.e.
the number of categories tends towards the number of lines in the dataset, so
the value of H increases. The column is an identifier when S = N (∀ i, j ∈
[1, N ], if i *= j ⇒ vali *= valj). By applying generalization, to an attribute in a
dataset attribute, the number of categories decreases, making the quasi-identifier
tend towards a totally anonymous attribute.

Figure 3 shows that if the frequency for each category is N
S , then the value

of H is the same for 100, 300, or 500 lines (Fig. 3c). When categories have the
same absolute frequencies, the H = Hmax = log(S). On the other hand, if there
is only one category, H = Hmin = 0.

So, H can be used to recognize an identifier and a totally anonymous
attribute. However, there is a pathological case : H = Hmax, when ∀i, j ∈
[1, S], freqi = freqj . It includes an identifier and an equally distributed
attribute (Fig. 3b). So H gives the maximum for the worst and best cases. To
correct this, we introduce another factor so the combination can be used to
categorize attributes.

4.3 The Stabilizer Factor

The stabilized factor adjusts the value of H in order to distinguish Identifier and
evenly distributed categories for a given attribute.

Definition 4. Let p be the relative frequency that represents the probability that
a value is in category C(i). The stabilizer factor P is defined as follows:

P =
s∏

i=1

p(x = C(i)) where p(x = C(i)) =
ni

N
and

S∑

n=1

ni = N ; (4)

Where x is a value in the column, C is the set of categories, C(i) is the
category number i ∈ [1, S], ni the absolute frequency of C(i) so S ≤ N .

When P = 1, we have a totally anonymous attribute. If P −→ 0, then we
have an identifier, whose stabilizer value is 1

NN . When P ∈]0, 1[, the attribute
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is a quasi-identifier. We describe the monotony of P considering the data
distribution to ensure that it can correct H in pathological cases.

Case 1 - Equitable distribution among categories

– if S = N then n1 = n2 = n3 = ... = nS = 1

P =
n1

N
× n2

N
× n3

N
× ... × nS

N
=

1
NN

– if S ∈]1, N [ then n1 = n2 = n3 = ... = nS = a > 1

P =
n1

N
× n2

N
× n3

N
× ... × nS

N
= (

a

N
)S

Lemma 1. Let D1 and D2 be two equitable distributions of the same attribute
C(i) with, respectively, S1 and S2 as a number of categories so that S1 < S2.

S1, S2, N ∈ N∗. n1 = n2 = ... = nS1 = a1; m1 = m2 = ... = mS2 = a2

S1∑

i=1

ni =
S2∑

i=1

mi = N ; P1 =
S1∏

i=1

ni

N
= (

a1
N

)S1 ; P2 =
S2∏

i=1

mi

N
= (

a2
N

)S2

S1 < S2 ⇒ P1 > P2 (5)

Proof. Let S1, S2, N ∈ N∗ ; S1 < S2

P1

P2
=

(a1
N )S1

(a2
N )S2

however N = a1S1 = a2S2, then

=
( a1
a1S1

)S1

( a2
a2S2

)S2
=

( 1
S1

)S1

( 1
S2

)S2
=

S2
S2

S1
S1

> 1

P1

P2
> 1, then P1 > P2

Conclusion: This mathematical proof demonstrates that when it comes to equi-
table distribution, the more categories there are, the lower the stabilizing factor’s
value becomes.

Case 2 - Non-equitable distribution among categories
This is the case when there are at least two categories that do not have the

same frequency.

Lemma 2. Let D1 and D2 be two non-equitable distributions of the same
attribute C(i) with, respectively, S1 and S2 as the number of categories, so that
S1 < S2.

S1, S2, N ∈ N∗. (n1,i)S1
i=1 and (n2,i)S2

i=1 with
{

nj,i ∈ N∗; j ∈ {1, 2}; i ∈ [1, Sj ]∑Sj
i=1 nj,i = N
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P1 =
S1∏

i=1

n1,i

N
; P2 =

S2∏

i=1

n2,i

N

S1 < S2 ⇒ P1 > P2 (6)

Proof. The proof of lemma 2 is available on GitHub (https://urlz.fr/nnyU).

Conclusion: We have the same property.
Whether the distribution is fair or not, when S1 < S2 then P1 > P2.

4.4 Evaluation of Mmaq

Mmaq have been calculated for a synthetic data set with seven relevant
attributes with sensitive information about privacy: National Identity Number
(NIN), surname, first name, sex, date of birth, place of birth, disease, and hos-
pital identifier. The dataset we used was composed of 200 lines of data. We use
the values of Mmaq to classify attributes into relative identifiers, relative quasi-
identifiers, and relative anonymous attributes. A relative identifier is associated
with a specific database, while a global identifier is unique across the world and
can be used to identify entities or individuals regardless of the database.

Table 2 shows the classification of the attributes in our dataset. Each row
shows the name, category, metric value, and class of an attribute.

Table 2. Classifaction of attributes based on Mmaq

Name Category Mmaq Class

NIN 200 8.758e-247 Identifier

FirstName 134 4.433e-171 Quasi-identifier

PlaceBirth 101 4.470e-157 Quasi-identifier

IdHospital 1 1.0 Anonymous

FirstName + Name 195 2.172e-228 Quasi-identifier

FirstName + Name + DateBirth 200 8.758e-247 Identifier

The number of categories is equivalent to the number of lines, and the Mmaq
value is nearly zero, thus it is an identifier. For instance, the attribute ’NIN’
has two hundred different values out of two hundred lines, so it is classified as
an identifier. When the attribute is completely anonymous, the metric value
is 1. This is the case for the ’IdHospital’ attribute. The Mmaq decreases for
the attributes ’PlaceBirth’ and ’FirstName’, which have 101 and 134 categories
respectively, making them quasi-identifying attributes.

A drawback of our categorization technique is that it only permits us to
perform local operations, meaning that the identifiers, quasi-identifiers, and
anonymizers are specific to the dataset.
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5 Related Works

Federate the clouds and you will also federate and scale the security problems.
These latter are much more challenging in a federation of clouds due to two rea-
sons: it inherits security issues from traditional clouds and new security problems
will rise. In fact, even if the inherit security issues are well studied and most of
them solved, they still remain challenging in a federation since a security issue
is solved does not mean that it is implemented or properly implemented in a
cloud provider of the federation. More importantly, some security problems are
fundamentally a consequence of the federation of different clouds. These new
issues are: longer chain of trust, limited auditability, the risk of malicious service
components, liability and legal issues, and shared data privacy [4,18]. The most
important and most challenging remain the privacy of shared user personal data.

Many approaches have been proposed to preserve user privacy when exchang-
ing data in the context of clouds. However, traditional privacy management solu-
tions cannot be applied as is in the context of cloud federation because - i) typical
management of privacy and data-utility requirements must be extended to sup-
port multiple datasets and data owners [18]; ii) the lack of trust among cloud
federation members on de-anonymization attacks protection [18]; iii) unclear
user data privacy law to apply to what Cloud service due to the cross-border
nature of federated Clouds [4]. Despite these limitations, promising methods are
proposed to overcome the data privacy problem in a cloud federation.

Anonymization techniques are the key methods used to protect data privacy
in clouds. Some well-known techniques such as k-anonymity [3,15], l-diversity
[12], t-closeness [11], and differential privacy [8] are used for data anonymization
in the federated cloud context. In addition to these well-known methods, specific
solutions are proposed for a particular domain. For instance, to preserve privacy
in a health data cloud, Abbasi and Mohammadi [1] proposed an anonymiza-
tion approach that involves first removing the least frequent data that presents
the greatest risk using a normal distribution and second, apply an improved
k-anonymity through a k-means++ algorithm. Still in the medical domain, in a
more scaled federated cloud - ATMOSPHERE, Blanquer et al. anonymize medi-
cal image data using in-memory and on-disk encryption in a secure environment
following the following four steps: the deployment of the virtual infrastructure,
the management of sensitive data through trusted execution environments, the
distributed training of a classification model on GPUs attached to containers,
and the production use of a trained classifier [5]. The most interesting aspect of
their solution is that it reduces security risk even in untrusted cloud backends.

Even though anonymization is necessary to preserve privacy, after
anonymization, the risk of re-identification is still a serious challenge and needs
to be addressed. For this purpose, Taneja et al. [17] developed an approach to
reduce the risk of identification on electronic medical data. They proposed a pri-
vacy model that combines k-anonymity, l-diversity, t-proximity, and δ-presence
technique to identify the best values for the parameters to minimize risk and
maximize the usefulness of the information.
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Although these approaches focus on the anonymization of data while tak-
ing into account their usefulness and the risk of re-identification of already
anonymized data. They give no information on the quality of the level of
anonymization of research data. To our knowledge, this has not previously been
developed in the literature. Our solution makes it possible to assess or judge the
quality of data anonymization. This proposal is detailed in the next section, and
in the conclusion, a more in-depth comparison with related work is presented.

6 Conclusion and Future Works

In this paper, we proposed a metric to measure the quality of data anonymization
in a federated cloud, which takes into account the diversity of data to classify it
into one of three categories: identifiers, quasi-identifiers, and anonymous.

The results of our study validated the proposed metric for the federated
cloud, allowing data owners or cloud administrators to determine whether the
level of data anonymization meets the minimum level of privacy protection. Our
method to measure the quality of anonymization of personal data in the context
of federated clouds can also be applied to other platforms, such as Big Data.

As part of our future work, we plan to develop a system that uses fuzzy
logic to determine how close quasi-identifiers are to anonymous identifiers
or attributes. Additionally, we intend to create a tool to assess the level of
anonymization of personal data and the risk of re-identification of an individual
in a set of anonymized data in a federated cloud.
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